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Foreword

In a rapidly evolving geopolitical and
technological landscape, democratic
parliaments stand as pillars of political
stability, balancing the tension between
democratic tradition and institutional
innovation driven by emerging technologies.
Yet none of these advances will matter
without cybersecurity designed and applied
in a meaningful way.

Cybersecurity is no longer a specialised
domain for technical experts alone. It has
become a horizontal institutional priority that
involves every member of the parliamentary
organisation and its stakeholders. As this
publication demonstrates, robust cybersecurity
is the essential prerequisite for integrating

any advanced technology, including artificial
intelligence, into parliamentary operations.

The introduction of advanced technology to
parliamentary work inevitably raises concerns:
Will the technical complexity, training
requirements, and oversight burdens justify the
benefits? Will proceedings genuinely improve?
Are the security risks too great? Some fear
that parliaments will become more vulnerable,
not less. These legitimate concerns must be
addressed early and transparently.

Westminster Foundation for Democracy stands
at the forefront of supporting parliaments
globally to become future-ready. Following our
Guidelines for Al in Parliaments, published in
2024 and now translated into ten languages,
this publication on cybersecurity forms the
essential companion volume. Together, they
provide parliaments with a comprehensive
framework for dealing with the complexities of
our multi-polar, digital world.

We, alongside our editors and authors, remain
committed to driving this transformation and
supporting legislative institutions as they
secure their democratic mandates for the
digital age.

Anthony Smith

Chief Executive,
Westminster Foundation for Democracy
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Executive summary

The advancement of digital tools, particularly
those based on artificial intelligence

(Al), has created unprecedented risks for
parliamentary institutions. From phishing
and denial-of-service attacks to deep fakes
and coordinated agentic swarm attacks,

the digital parliamentary workspace has
evolved into a highly complex and expanding
threat landscape. A landscape in which
cyber incidents can disrupt legislative work,
undermine public trust, and even threaten
national security. Unless these risks are
properly confronted and mitigated, further
investment in digital infrastructure and
applications would make little sense, as such
systems may remain uncontrollable and,
worse, pose direct risks to parliamentary
organisations and the institutions themselves.

This is where Cybersecurity for Parliaments:
The Protection of Legislative Institutions

in the Digital Age steps in. The publication
constitutes a timely and authoritative
exploration of one of the most underexamined
frontiers of democratic resilience: the
cybersecurity of parliaments.

Parliaments are unlike any other organisation.
They must remain open, transparent, and
accessible under all circumstances, while
simultaneously safeguarding highly sensitive
political, procedural, and personal data. This
often happens within a highly volatile political
environment characterised by privileges and
immunities, separation of powers, political
pluralism, and personnel turnover. These
boundary conditions create a security context
that cannot simply replicate off-the-shelf
executive-branch or private-sector models.
The publication starts from this premise and
develops cybersecurity approaches explicitly
tailored to parliamentary realities.

Drafted by parliamentary experts, scholars,
and industry professionals, the publication

is designed for parliamentary leaders,

chief information security officers (CISOs),
policymakers, and practitioners alike. It is
structured in interlinked parts that move from
diagnosis to concepts and ultimately to action. It
begins by mapping the hybrid threat landscape
confronting parliaments, where cyber-attacks,
disinformation, espionage, and physical security
risks increasingly converge. Drawing on real-
world case studies, it demonstrates how
parliaments have become high-value targets for
both state and non-state actors.

The publication then turns to system
architecture and governance, examining how
institutional complexity shapes cybersecurity
outcomes. It highlights the central role of
diverse parliamentary actors in building
digital trust. Gradually, concepts such as

risk management, zero-trust architecture,
compliance, and regulatory frameworks

are transformed from purely technical
considerations into parliamentary governance-
relevant guidance. Emerging technologies
are addressed not only as sources of risk but
also as strategic enablers, provided they are
integrated securely and responsibly.

The final sections focus on implementation,
addressing, among other issues, budgeting,
the cultivation of a security-conscious
parliamentary culture, the strengthening of
supply chain security, and the development of
inter-parliamentary cooperation networks.

More than a technical manual, this publication
positions cybersecurity as a democratic
safeguard in a way never attempted before,
yet critically necessary for sustaining the
future of parliaments. Ultimately, protecting
parliamentary digital infrastructure is
inseparable from protecting legislative
independence and democratic legitimacy.

@& wrp | 9



Introduction

Chapter’l
Introduction

Authors: Fotios Fitsilis, Stéphane
Gagnon, Franklin De Vrieze

In an era where democratic institutions face
unprecedented physical and digital threats,
Cybersecurity for Parliaments presents the
first comprehensive framework addressing

the unique security challenges of legislatures
worldwide. The book represents the outcome
of a groundbreaking collaboration that brings
together leading experts in parliamentary studies,
information security, and digital governance to
address a critical gap in institutional protection.

Parliaments represent distinct cybersecurity
environments that cannot simply adopt
solutions designed for the executive branch or
private-sector organisations. The constitutional
separation of powers, public-facing operations,
and diverse user populations, (e.g. from

elected representatives to staff, constituents, and
suppliers) create complex security requirements
that demand specialised approaches.

Moreover, the cybersecurity landscape extends
far beyond traditional technological safeguards,
encompassing an intricate web of geopolitical,
organisational, and technological challenges.
Modern parliaments face a multifaceted threat
environment where digital vulnerabilities can
translate into physical security risks, creating a
complex range of potential breaches that defy
standard technological solutions.

At the core of these challenges lies the unique
institutional structure of parliamentary bodies.
Unlike private-sector organisations, legislatures
operate within a delicate balance of public
accessibility, political sensitivity, and limited
resources. Their digital infrastructure must
simultaneously protect sensitive governance
information while maintaining transparency

and democratic engagement. This creates
a paradoxical security requirement where
openness and protection must coexist.

Technological complexity further compounds
these challenges. Parliaments operate

within a diverse technological ecosystem.
Mixed equipment environments, varied
communication channels, and the increasing
sophistication of cyber threats create multiple
potential vulnerability points. Hence, the risk
is not merely of a technological nature but
extends to how different technologies interact,
potentially creating unforeseen security gaps.

Human dynamics play a critical role in this
security landscape. The constant transition
of elected officials, the diverse skill levels of
parliamentary staff, and the complex network
of external stakeholders, such as vendors,
suppliers, and visitors, introduce significant
human-factor risks. Transition periods,
particularly after elections and after the end
of a mandate of a member of the parliament,
become potential moments of increased
vulnerability, requiring sophisticated risk-
management strategies.

Geopolitical considerations further complicate
the cybersecurity challenge. Parliaments are
not just technological systems but political
institutions that represent national democratic
processes. This means their cybersecurity is
inherently political, with threat landscapes
shaped by international tensions, political
sensitivities, and the increasing weaponisation
of digital technologies. The digital footprint of a
parliamentary institution can potentially enable
physical threats, blurring the lines between
cybersecurity and national security.

Regulatory compliance adds another layer

of complexity. With directives like the
European Union’'s Network and Information
Systems Directive (NIS2 Directive), the NIST
cybersecurity framework (CSF), and emerging

& wrp ‘ 1



guidelines around artificial intelligence (Al)
and digital governance, parliaments must
continuously adapt their security frameworks.
This requires not just technological updates
but a holistic approach to parliamentary
governance that can accommodate rapid
technological change while maintaining
institutional integrity.

Perhaps most critically, parliamentary
cybersecurity cannot be a one-size-fits-all
solution. Each parliament operates within its
unique political, cultural, and technological
context. What works for a national parliament
may be entirely inappropriate for a regional
or local legislative body. This necessitates a
flexible, adaptive approach to cybersecurity
that can be customised while maintaining
core security principles. At the same time,
this means that parliaments must develop
robust frameworks for information sharing,
create clear governance mechanisms,

and invest in continuous awareness and
technological adaptation. It is not merely about
protecting systems but about building digital
resilience that can withstand the increasingly
sophisticated and dynamic threat landscape.

This practical resource explores multiple
dimensions of cybersecurity for parliaments:

» Governance frameworks: Establishing
clear roles, responsibilities, and oversight
mechanisms specifically adapted for
parliamentary environments, addressing the
challenges of limited resources and separation
from executive-branch security infrastructure.

- Risk assessment methodology: Identifying
parliament-specific digital assets, threat
vectors, and vulnerability points, with special
attention to the geopolitical aspects of
parliamentary cybersecurity.

- Secure-by-design architecture:
Implementing principles and strategies
tailored to the multi-stakeholder nature of

parliaments, addressing both software and
hardware aspects.

- Transition management: Address the unique
vulnerabilities during changeovers when new
parliamentarians and staff enter the institution.

« Compliance and standards: Use of
frameworks like the NIS2 Directive while
establishing minimum security requirements
appropriate for legislative bodies.

- Inter-institutional collaboration: Developing
mechanisms for information sharing and
collaborative defence among legislatures
and other institutions facing similar threats.

The book also examines emerging challenges,
including Al implementation in parliamentary
operations, post-quantum cryptography
requirements, and the evolving relationship
between digital security and physical safety
of representatives. Through case studies of
actual security incidents affecting parliaments
globally, practical implementation guides,

and governance recommendations, this
resource serves as an essential blueprint

for parliamentary leadership, CISOs, IT
departments, and security teams seeking

to protect the digital infrastructure of
representative democracy. In this context,
legislatures and democratic institutions should
be treated as “Critical National Infrastructure’,
while maintaining independence from judiciary
or executive-branch cyber authority.

Throughout the different book chapters,

and as displayed in Figure 1.1, the most
significant cybersecurity aspects will be
analysed, examined, and integrated into a set
of distinct, actionable policies. These policies
will be consolidated into a dedicated chapter,
providing parliamentary actors with a clear,
concise, and accessible synthesis of the key
insights derived from the in-depth exploration
of cybersecurity in the parliamentary
workspace.
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<partI>

// Understanding
parliamentary cyber
vulnerabilities

Chapter 2
Mapping the
threat landscape

Author: Victoria Baines

Introduction

The threat landscape for parliaments has
changed considerably in the last three

decades and continues to evolve rapidly.
Established security concerns related to
physical unauthorised access, disruption,
foreign influence, and terrorism have been
joined by their digital counterparts. This chapter
provides a brief outline of the current cyber threat
landscape: tactics, techniques, and procedures,
the motivations and objectives of bad actors, and
where they focus their activities. Security threats
to parliaments and parliamentarians are now
very often hybrid. Targets' digital communications
and footprints may be accessed in order to
compromise their physical security or to gather
intelligence that may be exploited for offline
influence. Recent high-profile prosecutions

of individuals alleged to have been engaged

in espionage on behalf of China highlight the
value of sensitive data to some nation states,
and the importance of protecting parliamentary
networks and information systems, and the
people who use them".

Hybrid threats

In the wider geopolitical context, hybrid threats
may have more destructive aims. Cyber offence
and defence are now key components of a
country'’s national security capability, with
cyberspace now recognised as an operational
domain alongside land, sea, air, and space.

As seen in the 2022 invasion of Ukraine,
simultaneous attacks on communications
infrastructure and public organisations very
often complement more traditional kinetic

attacks? Cyber-attacks on nations supportive of
Ukraine, including members of NATO, have been
condemned in a statement by multiple national
intelligence agencies and attributed to a team
within the Russian General Staff Main Intelligence
Directorate (GRU) Unit 29155 - the same unit
believed to be responsible for poisoning a former
Russian double agent and his daughter in the
UK in 20183, Attempts at digital compromise

and disruption are equally likely during election
periods, and in response to political decisions
that some groups in society find unpalatable.

CASE STUDY
Estonia, 2007

In April and May 2007, a network of
nearly a million compromised computers
(botnet) conducted a distributed denial-
of-service (DDoS) attack, flooding
Estonian servers with traffic, and
overloading the websites of the prime
minister, the parliament, and several
government ministries. Leading private-
sector entities including media outlets,
banks, and telecommunications providers
were also targeted. The attacks followed
the relocation of a Soviet war memorial in
Tallinn. As a result, it has been suggested
that these attacks were sponsored by or
otherwise affiliated to the government

of the Russian Federation. The Estonian
government has never formally identified
Russian authorities as suspects. For its
part, the Russian government has always
denied its involvement in the attacks*.

Disrupting the business of, interrupting access
to, and undermining trust in democratic
institutions by digital means is now a common
feature of the playbook of some nation states
or their affiliates. Not unlike their physical
counterparts, common cyber threats to

& wrp | 15




parliaments and parliamentarians typically
have the following objectives:

» Unauthorised access to networks and
systems. This may be for the purposes of data
theft, intelligence gathering, or extortion.

- Interference by means of data manipulation.
An example of this is tampering with a
voting system in order to alter the results of
a parliamentary debate or election® As the
use of generative Al tools has become more
widespread, bad actors have also begun to
exploit opportunities to skew their results
by manipulating the data on which Large
Language Models are trained. In one recent
case, a pro-Kremlin group was discovered
doing just that in an attempt to re-write
the global narrative on the Russian invasion
of Ukraine®,

« Disruption of parliamentary activity, be this
through defacing a website or rendering it
inaccessible, hijacking social media accounts,
or disabling systems. Disruption of parliaments
and parliamentarians can occur even when
their networks and systems are not the primary
target - for example, in indiscriminate attacks
on third-party software.

- Influencing operations, for example by
undermining public trust in democratic
institutions on social media and through
high-profile data breaches, exploitation
of privileged information gained through
unauthorised access, and the distribution of
disinformation on social media.

Security threats

Cyber-attacks on parliaments and
parliamentarians exhibit similarities to other
security threats in as much as they exploit
vulnerabilities in people, processes, and
technology. The last of these will be explored
in detail elsewhere in this book (see Chapter
4). For now, it is worth noting that at least one
case study in the present chapter, the 2021

compromise of the Norwegian Parliament
(Storting), refers specifically to the exploitation
of a previously unknown technical vulnerability.
The most prevalent technical threats currently
include:

Ransomware: malicious software which
encrypts files, rendering them inaccessible.
Payment of a ransom is demanded for their
decryption. Although variants of ransomware
have been in the wild for over a decade,
its increasing deployment against critical
services, such as education, healthcare, and
manufacturing, and much larger ransom
demands in recent years mean that it is now
a national security priority for many states.

Infostealers: malicious software designed
to harvest data such as login credentials,
application tokens, and session cookies from
infected devices. These can then be used
to access any relevant services used by the
victim. Infostealer malware is commonly
delivered by phishing (social engineering).
Threat actors may use both ransomware
and infostealers in the combined attack of
“double extortion”. As the name suggests,
this involves stealing sensitive data as well
as encrypting files, and demanding payment
both for decryption and non-publication
of the data. Stolen personal data may also
be subject to non-consensual publication,
known as doxxing.

Denial of service: these attacks direct a
large amount of traffic to an organisation’s
servers in order to overwhelm them and
render them inoperable. A DDoS attack
makes use of a large number of disparate
computers to do this, with or without the
owners' consent.

Botnets: these are networks of infected
“zombie” computers, whose processing
power is hijacked to conduct attacks on
other networks and systems, including by
means of DDoS (see above).

Trojans: these are pieces of malicious
software that masquerade as legitimate
software, and can often lie dormant on a

system or network until activated remotely

(kill switch) or by an insider (whether
complicit or by mistake).

CASE STUDY
Norway, 2020 and 2021

In August 2020, the Norwegian
Parliament (Storting) disclosed that

its email systems had been hacked. In
October, the Minister of Foreign Affairs
attributed the attack to Russia, based
on the information available to the
government. In March 2021, the Storting
reported that it had been the victim of

a further cyber-attack, which exploited
a previously unknown (“zero-day”)
vulnerability in Microsoft Exchange
products. In this case, the Storting was
not the sole target. Organisations all
around the world were affected, and the
vulnerability is believed to have been
exploited by several criminal groups.

Human vulnerabilities

In terms of human vulnerabilities, social
engineering remains one of the dominant
vectors for cyber-attacks. Phishing emails
purporting to be from a legitimate source
continue to be successful in causing victims to
click on malicious links, thereby downloading
malicious software (malware). This is reported
to have been the delivery mechanism for the
2015 attack against the German Bundestag.
Crucially, this tactic is only successful if the
recipient of the communication takes the
action requested - for example, clicking on a
web link or opening an attachment.

CASE STUDY
Germany, 2015

In early 2015, hackers gained access to
the sensitive data, emails, and meetings
of members of the German Federal
Parliament (Bundestag), compromised a
computer in the parliamentary office of
the Chancellor, and stole an estimated
total of over 16 gigabytes of data. They
did so by means of social engineering,
sending an email that pretended to

be a UN News Bulletin but in fact
contained malware. This malware
spread and infected the Bundestag's
networks. The unauthorised access was
not detected until May 2015. German
authorities and the UK’s National Cyber
Security Centre have attributed this
attack to the Russian group APT28
(APT standing for “advanced persistent
threat” in cybersecurity parlance),
which is believed to be affiliated to
GRU, the Russian Government’s military
intelligence service.

16 Cybersecurity for parliaments
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Improving user awareness of the need to verify
the source of communications is therefore
essential to preventing cyber-attacks. This is
especially pressing in light of the fact that

the techniques used by adversaries to select
targets and impersonate legitimate requests
are constantly evolving in line with technological
developments. While text-based phishing
attempts are still prevalent, increasingly Al

is used to generate fake audio and video
designed to deceive employees into taking
actions such as granting access to systems
and networks, or making a payment. In the
case of public figures such as parliamentarians
and officeholders, it is particularly easy to
obtain the audio and video samples on which
generative Al can base plausible fabricated
content. Al has also simplified the process

of criminal research on potential victims of
both cyber and physical attacks, enabling the
more efficient collection of information on
parliamentarians and their activities from a
range of open sources, including social media.

In recent years, parliaments and
parliamentarians around the world have
embraced opportunities to engage with their
constituents and the wider public via a host

of online platforms, including social media,
messaging apps, and live video. As politicians
and institutions have become more accessible
by digital means, their digital footprints have
increased accordingly. Each new app or format
that becomes popular adds an additional

layer of complexity. Managing multiple

social media accounts, and by extension the
security for these, is often a shared endeavour.
Parliamentarians may choose to post content
themselves but also allow their staff to do so.
Login credentials are often shared, and this
practice is exploited by malicious actors.

This renders administrative staff and advisers
targets in their own right, based on the
reasonable assumption that they have access
not only to privileged information but also to
the accounts themselves. It was reportedly
by this means that attackers gained access to
several email inboxes of UK parliamentarians in
2017 (see case study).

CASE STUDY
United Kingdom, 2017

In June 2017, 26 users of the
parliamentary network had their
accounts compromised, including:

six MPs, ten members of MP staff,

one member of the House of Lords,
one member of their staff, and five
administrative staff (comprising
employed staff and contractors). In
this case, the hackers gained access
by means of a “brute force” attack,
discovering or guessing account
passwords. The parliamentary
spokesperson said at the time that those
affected had had weak passwords,
which did not adhere to official
parliamentary guidance. Parliament’s
public update on the case reported that
“[t]hree of the six MPs had accounts
compromised because their mailboxes
were linked to their members of staff
whose passwords were compromised”.
According to an unpublished
assessment by British intelligence, Iran
was identified as the likely source for
this attack?.

18 Cybersecurity for parliaments

Moreover, an operational need for multiple
persons to access and update the same
account can lead to important security
measures not being activated. This is particularly
the case for multi-factor authentication, which
typically requires an additional means of
biometric (facial recognition) or device-based
(security code) verification. Management of

a presence on social media is therefore often
conceived as a trade-off between security and
practicality/convenience. In addition, failure
to withdraw access in a timely manner when
offboarding a legitimate user can result in an
exploitation of credentials by those who are
no longer entitled to use them, particularly in
cases where that individual may be motivated
by resentment.

CASE STUDY
United States, 2020

In July 2020, a number of high-profile
Twitter (now X) accounts were hijacked
to promote a cryptocurrency scam. The
accounts were used to influence victims
by enhancing the credibility of the

scam. The hackers derived USD 121,000
from over 400 payments to three bitcoin
addresses. Among the Twitter accounts
compromised were those for Elon Musk,
Bill Gates, and President Joe Biden. This
modus operandi continues to be observed,
with a UK Government minister’s X
account compromised in April 2025 for the
same purpose. Ensuring the security of

a parliamentarian’s or parliament'’s social
media account can be complicated by the
operational need for legitimate access by
more than one team member.

These gaps in process are frequently exploited
by threat actors in order to gain unauthorised
access to accounts, networks, and systems.
So-called "brute force” attacks also exploit
process vulnerabilities. The former describes

a method by which passwords for services
may be guessed based on information openly
available, defaults for specific products

such as “smart” devices, or commonly used
weak passwords (“123456', “gwerty’, “admin’,
and “password” among them). A related

attack vector is “credential stuffing’; in which
usernames and passwords that have already
been leaked are assumed to have been used
by the victim for more than one service. These
particular tactics profit from the fact that
people tend to choose passwords that they can
easily remember, and reuse them for different
online services (mail, online shopping, etc.).

CASE STUDY
Doxxing, 2018

In December 2018, the personal data of
hundreds of German politicians, including
the email address and several letters to
and from Chancellor Angela Merkel, was
published on Twitter in the format of an
advent calendar. The account had more
than 17,000 followers. The Federal Interior
Minister at the time said that the data
appeared to have been obtained through
“wrongful use of log-in information for
cloud services, email accounts or social
networks" 8, Officials later reported that
the culprit had also taken advantage of
weak passwords, among them “lloveyou”
and “1234" In May 2020, a 22-year-

old German man was charged with
unauthorised access and attempted
blackmail. His stated motivation for the
offences was that he was "annoyed” by
some of the victims’ public statements.
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National security considerations and geopolitics
can also have a direct impact on the perceived
safety of certain apps for parliamentarians,
government officials, and institutions. In March
2023, Chinese-owned video-sharing app TikTok
was removed from all US Government-issued
phones and European Parliament staff devices,
and access blocked from both UK Government
devices and UK Parliament Wi-Fi.° Officials have
cited national security concerns, noting that
Chinese cybersecurity legislation empowers
government authorities to access the data of
any user of a platform based in the country.
Although parliamentarians around the world had
been actively engaging with their publics on the
app, mixed messages from the company and

its Chinese parent, ByteDance, about whether
employees and authorities in China do in fact
access the data of users from other countries
have been taken as indicating that there is

a real threat of compromise to democratic
governments, including to parliamentarians™.

The approach of both the Biden and Trump
administrations has been to push for the sale
of TikTok's US operations. At the time of writing
(October 2025), a framework agreement

for their “qualified divestiture” has been
concluded, by which the US version of the app
would be operated by a joint venture based

in the United States and would be majority-
owned and controlled by “US persons”™. It
remains to be seen how this will impact users
based elsewhere. It is also worth noting that
for some countries, Russia and China among
them, US tech dominance is conceived as
posing a similar threat. In 2024, Beijing ordered
Apple to remove Meta-owned apps WhatsApp
and Threads, along with Telegram and Signal,
from its app store™. These products have
joined an ever-increasing list of banned US-
based apps and products, including all Google
(Alphabet) services.

Threat attribution

It can take time to establish who is responsible
for a cyber-attack. Bad actors inevitably deploy
operational security and technical measures

to mask their identities and locations, and
whatever their motivation they commonly
exploit the same vulnerabilities and use similar
attack vectors. Broadly speaking, attackers fall
into the following categories:

State (and state-affiliated) actors: as a
number of the case studies in this chapter
illustrate, cyber-attacks on parliaments and
parliamentarians are frequently attributed

to employees of foreign governments.
Depending on the country and the objective,
government authorities active in cyber
offensive operations and cybercrimes

can include military units and intelligence
services.

« Financially motivated cybercrime groups:
criminals who engage in cyber-attacks for
profit can be united by a common language,
may swarm to perform a specific operation,
or may advertise their services to others in
underground forums. The business model
dictates that they rarely operate entirely
alone. Until now at least, writing malicious
code, designing and delivering phishing
campaigns, and cashing out and laundering
proceeds have required different skillsets
and resources.

Hacktivists: these individuals, identified by
a new word created from a mix of “hacker”
and “activists’, are largely motivated by
ideology, whether this relates to commitment
to a single issue such as climate change or
a political affiliation. Hacktivism first came to
wider global notice in the early 2010s through
the activities of the loosely coordinated
“Anonymous” group, whose sympathies
were somewhat similar to the offline Occupy
movement. More recently, people around
the world have volunteered their services

and their processing power to the IT Army
of Ukraine. At one point in 2022, upto a
quarter of a million users were following a
Telegram channel which issued instructions
for targeting Russian IT infrastructure®,

Mischief-makers: this final category
serves as a reminder that attempting to
gain unauthorised access to or control of an
information system simply to demonstrate
that it is possible remains a key motivator in
hacking culture. Hackers may still conduct
cyber-attacks ostensibly for “the lulz” - for
amusement. Their impact can of course be
no less disruptive and damaging.

The distinctions between the above groups are
not always as clear as they might at first appear.
Some government authorities are known to hire
profit-driven criminal groups to conduct “state
sponsored” attacks. By distancing themselves
from direct responsibility in this way, states

can exercise plausible deniability, which in turn
frustrate attempts of sovereign nations to hold
them accountable for undue interference in
accordance with Article 2 of the UN Charter.
States can also be directly involved in deriving
profit from cybercrime. Government operatives
are believed to have been responsible for the
WannaCry ransomware attack in 2017, which
affected around 200,000 computers in over

150 countries, and disrupted the operations

of hundreds of organisations, including the

UK National Health Service". Hacktivists and
states often share the same belief systems

and the same disruptive, destabilising motives.
Equally, there is often overlap in demographics.
Teenagers whom one might assume to be more
likely to hack solely for amusement can also
engage in attempted extortion via ransomware®.
In one striking example of what appears to have
been state-sponsored influence operations,
youths in North Macedonia were paid to share
disinformation on social media in the run-up to
the 2016 US presidential elections™,
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Given the multifaceted nature of cyber
threats - their varying motivations, personnel,
and attack vectors, and speed of delivery

and impact - it is widely accepted that
strengthening defences is paramount, and
that this can best be achieved by reducing
vulnerabilities in people, processes, and the
technologies used. Subsequent sections of
this book (Parts Il to 1V) explore in greater
detail how each of these can be effectively
addressed. As discussion above of the
emerging misuse of Al illustrates, the cyber
threat landscape is constantly changing in
response to geopolitical and technological
developments. In Chapter 16, we will consider
what these will mean for the future of
parliamentary cybersecurity.

Conclusion

The cyber threat landscape facing
parliaments today is broader,
faster-moving, and more interconnected
than at any time in the past. As this
chapter has shown, modern threats

rarely fall neatly into isolated categories:
they merge digital and physical vectors,
exploit political tensions, and capitalise
on rapid technological change. From
state-sponsored espionage and influence
operations to financially motivated
cybercrime, hacktivism, and opportunistic
mischief, the spectrum of adversaries is
diverse - yet their methods often converge
on the same weaknesses in people,
processes, and technology.

Case studies from Estonia, Norway,
Germany, the United Kingdom, the United
States, and beyond demonstrate both the
global reach of these threats and their
recurring patterns: social engineering,
exploitation of unpatched vulnerabilities,

weak credential management, and the
manipulation of widely used platforms.
The rise of Al-enabled deception -
including deepfakes, automated phishing,
and targeted reconnaissance - adds
another layer of complexity, particularly
for public figures whose voices, images,
and personal information are readily
accessible online.

For parliaments and parliamentarians,
the implications are clear. As digital
engagement, online presence, and
reliance on networked systems grow,

so too does the attack surface. Effective
defence now requires not only robust
technical safeguards but also continuous
investment in user awareness, clear and
enforceable security processes, and

the capacity to adapt as threat actors
innovate. Cybersecurity is no longer a
peripheral concern but a prerequisite for
the functioning, legitimacy, and resilience
of democratic institutions.

Strengthening protections across

people, processes, and technology -

the core pillars explored throughout

this book - remains the most effective
strategy for reducing risk. As the cyber
domain continues to evolve in step

with geopolitical developments and
emerging technologies, parliaments must
anticipate change, cultivate agility, and
embed cybersecurity into every aspect
of their work. The chapters that follow
will examine these requirements in detail,
providing guidance for building stronger,
more secure democratic institutions that
are capable of withstanding the threats of
today and those still to come.

Chapter 3

Institutional

complexity and security
Author: Hedi Touati

Introduction

Parliaments occupy a unique place in
democratic societies: they are at once political
arenas, public institutions, and guardians

of democratic legitimacy. Their mission
depends on openness, transparency, and
continuous engagement with citizens, where
digital technologies create unprecedented
opportunities for greater reach and efficiency".
Yet, this very openness creates structural
vulnerabilities in an era where digital
operations underpin nearly every parliamentary
function. The rise of cyber threats, foreign
interference, online disinformation, and digital
espionage has elevated cybersecurity from a
technical concern to a foundational element of
institutional integrity.

In this context, the complexity of parliamentary
ecosystems - diverse actors, overlapping
authorities, and competing priorities - shapes
not only governance but also cybersecurity
posture. Modern parliaments must now
perform a delicate balance: protecting sensitive
information without undermining constitutional
privileges, enabling technological innovation
while minimising risk, and fostering digital trust
and privacy among citizens who increasingly
interact with their representatives online®,
Understanding how institutional complexity
influences cybersecurity is therefore essential
for building resilient legislative institutions
capable of functioning securely in a rapidly
evolving digital landscape.

Institutional complexity in parliaments
and its impact on cybersecurity posture

Parliaments are among the most complex
institutional environments in modern
democratic systems. They are not designed as
hierarchical organisations with clear command
lines, nor do they resemble private-sector
entities where authority can be centralised and
enforced. Instead, parliaments are intricate
ecosystems where political, administrative,
and technical domains intersect, not always
harmoniously. This complexity has always
influenced the way these institutions

function, but in the digital era, it exerts a
profound impact on one of their most delicate
responsibilities: cybersecurity.

Today, as democratic institutions rely more
heavily on digital tools to conduct debates,
publish information, and engage with citizens,
cybersecurity becomes inseparable from
digital trust™. Citizens encounter parliaments
increasingly through screens: they watch

live debates, submit electronic petitions,
browse legislative documents, write to their
representatives, and follow parliamentary
proceedings online. These interactions

only work if they trust the systems behind
them; trust that information is authentic,
communication is confidential, and access is
reliable. A single cyber incident, whether a data
leak, intrusion, or disinformation campaign, can
shake not only the institution’s operations but
also its reputation and ultimately its democratic
legitimacy.

This trust is fragile because parliamentary

life is inherently open, decentralised, and

highly sensitive to political dynamics. Unlike
ministries or government agencies, parliaments
must balance institutional autonomy with
transparency, and the need to protect
information with the constitutional requirement
to remain accessible. This mindset of
openness, embedded deeply in parliamentary
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culture, introduces cybersecurity risks that
other public institutions do not face to the
same extent.

Leadership roles in parliaments and
cybersecurity governance

One of the defining features of parliaments

is the fragmentation of authority. Power

is distributed between elected leaders,
administrative officials, political groups, and
independent offices. No single actor owns
cybersecurity in a holistic sense. The Speaker
or President may have overall responsibility for
the institution but typically lacks operational
authority. Administrative leaders can shape
policy and implement programmes, yet they
cannot enforce decisions on Members of
Parliament, whose constitutional privileges
limit the imposition of security controls.
Political parties rely on parliamentary
infrastructure but run their own digital
environments with varying levels of maturity.
In bicameral systems, this fragmentation is
multiplied across chambers with distinct
governance cultures.

This diffusion of authority makes cybersecurity
governance a matter of consensus building
rather than directive action. Implementing
even simple measures - such as tightening
access controls or mandating multi-factor
authentication - often requires extensive
negotiation. During incidents, determining
who can authorise a response or communicate
publicly may itself cause delays. Cybersecurity,
therefore, becomes less a technical challenge
and more an exercise in institutional diplomacy.

Within this landscape, the roles and behaviours
of different parliamentary actors introduce
additional layers of complexity. Parliamentary

leadership often acts as guardian of
institutional autonomy and political neutrality.
Its decisions on cybersecurity must weigh
not only technical advice but also political
implications and the perception of fairness
among all parties.

Political groups and parties, meanwhile,
represent both essential democratic actors
and significant cybersecurity variables.
Though they operate inside parliament, they
remain autonomous organisations with their
own IT practices. A weakness in one political
group’s infrastructure can become a gateway
to compromising parliamentary networks, yet
parliaments typically have limited authority
to impose standards on them. Cybersecurity
becomes a shared responsibility with uneven
levels of readiness.

MPs themselves embody one of the

most delicate aspects of this system. As
independent elected officials, they require
flexibility in communication, device use, and
interactions with constituents. However,

their individual digital habits - opening email
attachments, using personal devices, installing
applications - can introduce risk to the entire
institution. Due to parliamentary privilege, MPs
operate with constitutional protections, and
enforcement of cybersecurity measures relies
more on persuasion and trust than compulsory
controls. This soft governance model

requires continuous awareness efforts and a
cultural shift toward cybersecurity as part of
parliamentary responsibility.

On the administrative side, parliamentary officials
act as institutional stewards, bridging political
leadership and technical teams. Their ability to
translate security risks into governance language
is central to securing resources, driving policy

adoption, and coordinating incident response.
They often serve as the connective tissue in
an institution where authority is fractured and
responsibilities overlap.

Administrative and support staff also play a
pivotal role. As the operational backbone of
parliamentary work, they manage sensitive
documents, process large volumes of
communications, and interact with external
actors daily. Their level of exposure to
phishing, social engineering, and human
error is significant. Training programmes,
user-awareness initiatives, and continuous
reinforcement are essential to maintain
institutional resilience.

Information and communications technology
departments and cybersecurity teams, on the
other hand, carry the burden of defending

a system they do not fully control. They
operate under political constraints, structural
limitations, and cultural sensitivities that
often slow down the adoption of modern
cybersecurity practices. Their expertise is
crucial, but their authority is often limited.
Success depends heavily on established trust
with leadership and the ability to communicate
risk in ways that resonate with non-technical
actors, to convince and obtain various
governance decisions or allocated budget.

Complicating matters further, parliaments rely
extensively on external partners, namely cloud
service providers, technology vendors, civil
society groups, and national cybersecurity
agencies. These partnerships extend
capability but also introduce dependencies,
supply chain risks, and questions about

data sovereignty and institutional autonomy.
Managing these relationships requires clear
contracts, governance frameworks, and a deep
understanding of the broader cybersecurity
ecosystem.

Whole-of-parliament cybersecurity
strategy

Taken together, this mosaic of actors
produces a cybersecurity posture that is at
once resilient - thanks to the diversity of
perspectives and layers of oversight - and
fragile, due to the lack of unified authority
and coherence. Governance ambiguity

can hinder rapid response. Divergent risk
appetites lead to inconsistent application of
controls. The absence of standardised security
practices across political and administrative
domains creates vulnerabilities. Moreover,
institutional culture, more than any technical
considerations, ultimately determines
whether cybersecurity is perceived as a
shared responsibility or an administrative
inconvenience impacting their own freedom?.

To strengthen digital resilience, parliaments
must embrace a whole-of-parliament
approach, one that acknowledges institutional
complexity not as a barrier but as a defining
operational reality. This means developing
governance models that respect political
autonomy while establishing clear lines of
accountability. It requires formal mechanisms
for cross-actor coordination, such as
cybersecurity steering committees or inter-
party working groups, capable of making
decisions quickly and with legitimacy. It calls
for specialised training programmes tailored
to MPs, political staff, and administrative
personnel, recognising the unique pressures
and behaviours of each group. It also demands
strong, transparent partnerships with

national cybersecurity bodies that respect
parliamentary independence. International
cooperation among parliaments can also help
enhance digital governance capabilities and
transfer best practices?.
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At its core, cybersecurity in the parliamentary
world is not a technical task. It is a safeguard of
democratic integrity. Protecting digital systems,
securing communications, and preserving
public trust are now essential components

of parliamentary sovereignty. As legislative
institutions continue to evolve in a digital-first
era, their ability to ensure transparency and
security will determine not only how resilient
they are but also how much credibility and
trust they inspire among the public.

Conclusion

Parliaments face cybersecurity challenges
that differ fundamentally from those of
other public institutions. Their fragmented
authority, culture of openness, and reliance
on numerous politically autonomous
actors produce an environment where
traditional top-down security models are
neither feasible nor desirable. Yet this
complexity also offers unique strengths:
diversity of perspectives, resilience
through distributed responsibilities, and
strong constitutional foundations that
protect institutional independence.

Strengthening cybersecurity in such an
environment requires acknowledging
these realities rather than attempting

to bypass them. A whole-of-parliament
approach - one that unites leadership,
parliamentarians, political groups,
administrative officials, technical teams, and
external partners - is essential for building
a coherent and trusted security posture.
Clear governance mechanisms, targeted
awareness programmes, modernised
technical capabilities, and strategic
collaboration with national cybersecurity
bodies and peer organisations form the
backbone of this effort.

Ultimately, cybersecurity in the
parliamentary context is not simply about
protecting networks or systems. It is about
safeguarding democratic processes,
preserving citizens' trust, and ensuring
that legislative institutions can continue to
operate transparently and independently
in an increasingly hostile digital landscape.
As parliaments continue their digital
transformation, embracing cybersecurity
as a shared responsibility will be key to
reinforcing both resilience and democratic
legitimacy.
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Chapter 4

Technological
ecosystem
vulnerabilities
Author: Stéphane Gagnon

Introduction

Among public sector institutions, parliaments
are often viewed as more conservative IT
owners, where the core business evolves
slowly and requires stable infrastructure.
Their technological ecosystem involves more
traditional service-oriented concerns, such

as end-user support, web presence, and
country-wide distributed office and telecom
networks. Compared to other public agencies,
they present different kinds of cybersecurity
vulnerabilities and complexity, due to such
factors as heterogeneity of users and devices,
fragmented governance, openness, and high
turnover, contrasting with central government
ministries where high-throughput transactional
systems make the bulk of IT budgets.

Nevertheless, the distinctive openness

of parliaments, and the calendar-based
turnover of members and their staff, brings

its own challenges. We review here a few

of the concerns that CISOs must keep on

radar. We open with infrastructure-focused
issues, such as equipment, legacy systems,
and evolution toward cloud application
environments. We then address applications
and information security, particularly those
emerging due to incremental process and
systems integration, and similar issues are
raised with the modernisation of web presence,
communications channels, and necessity

of more systematic content management
across platforms. The chapter concludes with

a proposal for more systematic mapping of
parliamentary ecosystems in the age of agentic

Al in process integration and customisation of
citizen-facing applications.

End-user computing

As parliamentarians are rarely IT experts, it is
commonplace to find end-user requirements
to be highly reasonable and stable. In addition,
equality of treatment among all political

parties requires that highly standardised
requirements must be followed. Hence a highly
heterogenous equipment environment tends to
last for several years, as end-users are required
to follow acquisition policies without prejudice.
This entails that cybersecurity vulnerabilities
are affected by IT equipment diversity and end-
user behaviours. In addition, parliaments must
cater to numerous visitors, dealing with “bring
your own device” habits, creating constant
challenges in enforcing security policies.

End-user computing (EUC) in parliaments

is driven by the same security concerns as
other sectors of society. EUC involves the
development of computer applications and
models by non-IT personnel, allowing users

to create and customise their own software
solutions %2, The rise of EUC in the 1980s

and 1990s was driven by the proliferation of
personal computers, increased organisational
computing needs, and the availability of user-
friendly development tools. EUC empowers users
by enabling them to develop entire information
systems with minimal assistance from
professional programmers, thus enhancing
their ability to meet specific demands.

EUC supports critical decision-making
processes by allowing users to develop tailored
applications that meet their specific needs. It
enhances operational systems and processes
across various organisational functions®.

As such, EUC applications, particularly
spreadsheets, can introduce errors, privacy
violations, and compliance issues due to the
lack of formal IT training and coding standards
among end-users %%,
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Parliaments, such as the Hellenic and Austrian
parliaments, have engaged in networking
activities and research programmes to
leverage information and communications
technology (ICT) advancements, including
EUC, to enhance parliamentary functions and
citizen engagement®, However, parliaments
face technological challenges in adopting
and integrating new ICT tools, which require
careful management to ensure successful
implementation and user acceptance.

End-User Computing
Satisfaction (EUCS) Model

An example of frameworks designed

to overcome end-user challenges in IT
is the end-user computing satisfaction
(EUCS) model?Z, It offers a valuable

tool for assessing user satisfaction

with information systems, which can

be applied to parliamentary settings

to evaluate the success of digital
transformation initiatives, and ensures
that cybersecurity concerns are met
without impeding quality of experience.
As an example of versatility, the EUCS
model has been successfully used to
assess a court information system in the
Kurdistan Region of Irag, demonstrating
its reliability and validity in evaluating
user satisfaction and system success
within legal professions.

While direct references to EUC in parliaments
are limited, the general principles and benefits
of EUC can be applied to parliamentary settings.
By empowering parliamentary staff to develop
and customise their own applications, EUC can
enhance decision making, operational efficiency,
and citizen engagement. However, it is crucial to
address the associated risks and ensure proper
training and standards to maximise the benefits
of EUC in parliamentary environments.

Technological infrastructure

The IT infrastructure at the core of
parliamentary systems also creates security
concerns, albeit less transactional and

more core-business-related. They include
typically highly customised, often internally
developed, systems to support member-
focused workflows. These include video and
multimedia, clerical and voting, legislative
drafting and research, and especially
transcription and translation systems.

As custom systems are often more costly

to maintain and transform, they present
strategic “legacy systems” challenges, and
pose significant cybersecurity issues due to
their outdated technologies, long lifespans,
and increased vulnerability to modern cyber
threats %, These systems often lack the
necessary security measures to protect against
sophisticated attacks, making them prime
targets for cybercriminals. This makes them
more susceptible to cyber threats such as
malware, phishing, and advanced persistent
threats 3,

Legacy systems are justified in parliamentary
contexts as they are critical for maintaining
essential functions and data, but they present
significant challenges for modernisation

and digital transformation. In public sector
agencies, including parliaments, these systems
support vital administrative functions and
service delivery to citizens. They contain
valuable data and business logic accumulated
over years 2%, However, these systems

often face performance issues, database
inefficiencies, outdated user interfaces,

and lack of flexibility, making maintenance
complex and costly 32343, | egacy systems
hinder the adoption of new technologies and
digital transformation efforts due to their
incompatibility with modern digital demands 3% 3%,

As parliaments are especially open public
spaces, the integration of new technologies
into legacy systems can open vulnerabilities,
as seen in smart building automation

systems?¥. Similar challenges are faced in
public administration settings where legacy
systems hinder digital transformation effort=,
Maintaining and modernising legacy systems
require substantial financial resources, which
are often limited in public sectors®*, This
financial strain impacts the ability to implement
robust cybersecurity measures and modernise
outdated systems %,

Effective cybersecurity in legacy systems
requires strong regulatory frameworks and
policies. Legislators have imposed obligations
on public entities to ensure the security of
information systems, but these measures are
often inadequate 3%, Implementing proactive
risk assessment frameworks can help identify
and mitigate vulnerabilities in legacy systems 24,
This includes network segmentation, intrusion
prevention, and detection systems. Utilising
emerging technologies such as Al, blockchain,
and zero-trust architectures can provide
better security for legacy systems %, These
technologies offer new opportunities for threat
detection and secure communication.

Among other solutions, zero-trust is well
suited for open and pubilic institutions, as a
cybersecurity model based on the principle of
‘never trust, always verify. Instead of assuming
that users or systems within the network

are inherently trustworthy, every access
request must be continuously authenticated,
authorised, and validated based on identity,
context, and risk. This approach is particularly
relevant in parliamentary environments, where
diverse users, distributed access, and frequent
transitions increase the need for strong
identity-centric and context-aware security
controls.

Legacy systems in parliaments face significant
cybersecurity challenges due to their outdated
nature and increased vulnerability to modern
threats. Addressing these challenges requires
a combination of modernisation efforts,
proactive risk assessment, collaborative
defence models, and the adoption of advanced
technologies. By prioritising these strategies,
parliaments can enhance their cybersecurity
posture and protect critical information
against evolving cyber threats. Furthermore,
the migration of legacy parliamentary core
applications to cloud infrastructure is still a
challenge. The foundational laws underpinning
parliaments create stringent data sovereignty
conditions, even more so than for other public
sector institutions, which are subordinated to
less extensive laws and regulations. Hence, it
is likely that legacy system challenges will
remain for some time within parliamentary

IT infrastructure.

Conclusion

The parliamentary technology ecosystem
is relatively stable, yet it presents
challenges akin to more conservative IT
environments in most public institutions.
The presence of a variety of end-user
generations and equipment creates
varying challenges in enforcing security
policies. Also, the presence of large
legacy systems that are often custom-
made and internally developed continue
to cause security issues. Overall, these
vulnerabilities require that a parliament
empowers the CISO with necessary
strategic architecture roles. Digital
transformation in parliamentary settings
is nevertheless a long-term process, and
the next generation of systems must
ensure security by design.
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Chapter 5

Infrastructure
security measures

Author: Leonidas Kallipolitis

Introduction

National cybersecurity strategies have long
recognised parliaments and democratic
institutions as a foundational or critical
infrastructure to protect as a matter of priority®.
The institutional complexity of parliaments
combined with the technological ecosystem
vulnerabilities, as described in the previous
chapters, demonstrate the necessity to
establish baseline security measures for
parliamentary infrastructures. These include
procedures for secure data storage, robust
data backup and recovery mechanisms,
strict definition of third-party security
requirements, solid penetration testing, and
vulnerability management processes, which
will lay the foundation for resilient digital
services in parliaments and will pave the
way towards higher cybersecurity maturity.
Best practices and commonly accepted
implementation steps for these measures
must be followed considering the operational
challenges in parliamentary settings, where
both technological and human risks must be
integrated within a common framework to
enhance cybersecurity *.

a?

Backups and recovery

Data backups are essential to ensure business
continuity and recovery of information in

the case of disasters (physical hazards,
ransomware attacks, or other cyber-attacks)
and unpredicted incidents (equipment failures,
unintended user actions, etc.) that impact
confidentiality, integrity, or availability of

data. Information that needs to be included

in backups includes databases, files, emails,
application data, configuration files, virtual
machines and physical servers®,

Parliaments, like every organisation, need

to follow a detailed, comprehensive backup
plan that fully defines the frequency of
backups, their location, and their retention
time according to their sensitivity and relevant
regulatory obligations. Without such a plan,
parliamentary data could end up being

stored in scattered, potentially unknown, or
unattended places like local workstations, MPs
computers, universal serial bus (USB) devices,
or cloud servers exposed to extraterritorial
laws. Therefore, after having defined the
necessary information that needs to be backed
up, parliaments should form a comprehensive
strategy to guide the process.

1

Most effective backup strategies follow the
3-2-1 rule to protect the organisation’s data:
maintain three copies of data, two stored in
different storage media locally and one stored
off-site in a remote location (Figure 5.1).
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3 Backup copies

Important information must
be kept in three copies

2 Different media

2 backup copies must
be stored in different
storage media to address
different threats

5 D

1 Off site

One backup copy must be
stored outside the main
digital infrastructure, in a

physically remote location

or cloud

Figure 5.1: 3-2-1 rule for backups (source: Leonidas Kallipolitis, adapted from ENISA. (2021). Cybersecurity
for SMEs. https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes)

This approach allows the selection of the
appropriate data recovery technique in

the event of data being lost, stolen, or
compromised, whether through natural
disaster, human error, or cybercriminal activity.
Their level of effectiveness will be proportional
to the maturity of cyber risk management
methods and framework“. Common elements
in a backup strategy following this approach
include:

« Allimportant information is stored in
designated locations for which regular
backups are taken.

« Backups are performed daily, through
a combination of full, incremental, and
differential methods.

« Backups should be stored in at least two
different media types (e.g. dedicated
storage drives, cloud) and at least in one
physical location off-grid and outside the
organisation’s physical perimeter.

» Automation should be used whenever
possible to reduce human errors. This can
be supported by the use of specialised
backup software or storage media for
optimal processing times and management
of backup copies.

« Regular tests should be carried out to
restore data and services from backups and
ensure their integrity and full recovery at
least once a year.

« Backups should be encrypted so as to
protect their confidentiality and potential
data leakages.

« Backup retention times should conform
to regulatory and legal mandates and
operational needs.

« Documentation of backup creation
policies and data recovery and verification
procedures should be available and regularly
reviewed.

« Backup activities (successes and failures)
should be logged so as to be available for
monitoring and auditing purposes.

Depending on the criticality of the data and
the associated risks of its unavailability,
backup policies are developed with specific
prioritisation metrics in mind. The most
common of them are the maximum tolerable
downtime (MTD), which is the maximum
length of time a business function can be
inoperable without causing irreparable harm
to the business, the recovery time objective
(RTO), which defines the amount of time in
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which organisations can feasibly recover a
business function in the event of a disruption,
and the recovery point objective (RPO), which
defines the acceptable amount of data loss.
Low MTD and RTO and strict RPO constraints
require more frequent data backups and rapid
recovery processes, whereas systems with
higher tolerance may allow for slower and
more cost-effective methodologies.

A practical example of a low RPO requirement
in parliaments concerns the working
documents of a new bill, such as drafts, notes,
and updates contributed by committees

and stakeholders. Because these materials
evolve rapidly and collaboratively, losing

even a few hours of work due to an incident
could significantly hinder legislative progress.
Therefore, backups must be taken frequently
enough to ensure that, in the event of data
loss, only minimal information needs to be
recreated. If backups occur too infrequently,
the restored version may lack substantial
recent contributions, leading to delays in

the legislative process and potentially even
political tensions.

These metrics serve as inputs to the recovery
process, which is usually part of a broader
disaster recovery plan. This process clearly
defines the roles and responsibilities of
people when a disaster occurs, outlines the
processes for restoring systems from backups,
and specifies the validation steps needed
before resuming normal operations. It typically
involves the following steps:

« Testing backup integrity before backups are
used in the production environment

» Changing the passwords of all user
accounts involved in the disruptive incident

« Re-installing software if necessary

» Checking and verifying that data,
configurations, and other affected services
have been successfully recovered

- Documenting lessons learned and revising
the recovery plan if needed

Making sure that these processes produce
expected results by testing them in controlled
exercise settings, simulations, and tabletop
scenarios can validate operational readiness,
identify gaps, and enable continuous
improvement ¥, A data recovery plan coupled
with a well-defined backup policy that is strictly
followed and regularly updated according to
emerging operational needs is critical for the
business continuity of parliaments. It is the
foundation for successful recovery procedures
following disruptive incidents and ultimately
in safeguarding data availability and resilience
against cyber threats.

Supply chain security considerations

Parliaments are dynamic environments

with multiple dependencies with external
entities that support everyday operations and
needs in both physical and digital services.
These entities include acquirers, suppliers,
developers, system integrators, external system
service providers, and other technology-
related service providers that collectively form
the parliamentary supply-chain ecosystem“,
This interconnected environment exposes
parliamentary internal operations and digital
infrastructure to a set of risks including
malicious activities, cyber-espionage (public
administration was the most targeted sector

by state-nexus intrusion sets in the European
Union, for cyber-espionage purposes),
vulnerabilities derived from poor manufacturing
or development practices, and other threats
targeting third-party providers in an attempt to
gain access or disrupt services.

A notable example of a supply chain attack
affecting parliamentary services is the one

at the Australian Federal Parliament in 2019.
Parliamentary users visited a compromised
external website that delivered malware to their
devices and subsequently to the parliament’s
internal network, causing a low-scale leakage
of non-sensitive data. Such an attack is known
as a "watering hole” attack, where attackers
compromise a third-party website that is
frequently used by a specific group of users

to deliver malicious content. Other types of
supply chain attacks include:

« Maliciously compromised or unintentionally
damaged software updates

« Tampered hardware components (e.g.
computer chips, video cameras, or mobile
devices) and malicious peripherals (e.g. USB
drives or rogue routers)

« Service provider attacks, where adversaries
breach the providers’ systems to access their

clients’ environments or disrupt the offered
services

» Logistics attacks, where attackers
compromise goods and equipment during
shipping or delivering

Therefore, risks associated with the

participants of the supply chain must be

identified, assessed, and mitigated. NIST's

Cybersecurity Supply Chain Risk Management

(C-SCRM)“* and ENISA's Good Practices

for Supply Chain Cybersecurity* provide

guidelines for identifying supply chain risks,

managing security requirements and compliance
of third parties, and formulating a collaboration
framework that preserves data privacy and
well-defined cybersecurity standards and

best practices. Parliaments can follow these

guidelines to undertake the following measures:

Conduct a supply chain risk assessment
to identify suppliers, service providers, and
their associated risks. Establish and maintain
a catalogue of suppliers.

Develop policies and procedures that
must be followed by third parties and are
established via official agreements or SLAs.
SLAs should be challenged regularly to be
sure the parliament pays for a real service.
Often, providers have some maintenance
obligation they cannot fulfil despite
being paid for. These include minimum
cybersecurity measures on their IT and
development environments, conformance
to data protection and information-sharing
regulations, and measures towards
accountability and auditability of third
parties’ activities, i.e. always require
credentials before connecting to internal
network. Upcoming regulations such as the
Cyber Resilience Act® can help bodies like
parliaments standardise their procurement
processes and ensure stronger and more
predictable cybersecurity controls across all
acquired digital products in their supply chain.
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« Establish internal processes and measures
to monitor third-party products and services
and verify adherence to cybersecurity
requirements in agreements, including
handling of incidents, vulnerabilities,
patches, security requirements, personnel
clearances, etc.

« Implement vulnerability-handling protocols
to guide the process of vulnerability
identification, tracking, reporting, and
remediation without contradicting any
operational, safety, or legal constraints.

» Define controls for physical access of third
parties to the parliamentary facilities. These
include strict access permits, restriction
of access to classified areas, logging of
admission times, and other measures to
prevent unattended visitors or unsupervised
activities of external parties.

- Offer regular cybersecurity awareness
courses for parliamentary users;
maintaining cyber hygiene and increased
awareness can greatly enhance the
protection level against supply chain threats.

To implement these guidelines, internal
measures and security processes must be
first established to serve as the cybersecurity
baseline upon which supply chain risks will
be monitored and mitigated. Vulnerability
management and periodical penetration
testing are major enablers of this preparation.

Penetration testing and vulnerability
management

The assessment of the cybersecurity level

of a parliamentary environment requires a
clear understanding of its digital assets, their
exposure, and the overall attack surface.
Vulnerability management and penetration
testing are essential processes to assist
experts in identifying the infrastructure that
needs to be protected, assess its weaknesses
and potential attack vectors, and take the
required measures to protect it.

The vulnerability management process refers
to the detection, assessment, evaluation,

and remediation of vulnerabilities detected

in an organisation’s operational environment
(Figure 5.2). Common elements of this process
are vulnerability scans and vulnerability
assessments. Vulnerability scans are typically
performed by automatic tools that execute
sets of asset, network, or web scans without
manual intervention and cause little to no
impact on the production environment.

They are used to identify assets and detect
weaknesses in systems and networks, such as
missing patches, weak passwords, or insecure
configurations. Depending on the used tools,
the identified weaknesses might be mapped
to known publicly disclosed cybersecurity
vulnerabilities, often mentioned as CVEs
(common vulnerabilities and exposures).

CVE databases (e.g. MITRE, EU Vulnerability
Database) include information about a CVE's
severity, risk level, and mitigation measures.

\/ulnerability scanning

Mainly with
automated tools

2
Asset
Discovery
Define attack
surface
6
Verification &
Rescanning
Document changes
and rescan

Remediation

Patching, hardening,
process updating

5
Assessment
4 & Prioritisation
Evaluate risk levels
V/ulnerability
Identification
CVE mapping

Figure 5.2: Vulnerability management process (source: Leonidas Kallipolitis)

This information can then be used to conduct
a vulnerability assessment. The assessment
takes into account the scan results, analyses
the mitigation steps, and determines the
corrective actions or measures that must be
taken to eliminate vulnerabilities. These often
include software and hardware updates, regular
application of security patches, hardening (i.e.
eliminating unnecessary services, enforcing
security controls, etc.) of existing systems,
and updating in digital or physical processes
that were found vulnerable. A vulnerability
assessment can also include physical security
evaluation, personnel testing, or assessment
of data handling procedures to identify and
address additional vulnerabilities. Corrective
actions are formally documented and verified
so as to serve as input to the next vulnerability
assessment. This cycle should be periodically
repeated as part of an effective vulnerability
management process and can be designed
based on processes and tools mentioned

in international cybersecurity standards like
NIST’'s CSF 2.0 and ISO/IEC 27001.

Penetration testing (also referred as pen testing)
commonly includes a vulnerability assessment
to detect weaknesses but goes one step further
and attempts to exploit the weaknesses. This
obviously yields concerns on the possible
impact of a penetration test, which, contrary to a
vulnerability assessment, can cause outages or
severe disruptions to services or digital assets.
For example, if a vulnerability scan reveals an
internet-facing server running an outdated and
vulnerable application, a penetration test can
exploit this vulnerability and take control of the
server, which may result in the server shutting
down or the application being unavailable.
Therefore, professional penetration testing

must always be approved beforehand by

senior management. The so-called “rules of
engagement’, including scope, constraints, and
associated risks, must be clearly agreed upon
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in written form before a penetration test can
begin. In critical environments (such as those

of parliaments), unapproved or poorly timed
penetration testing could cause serious damage
to legislative procedures with devastating
effects for parliamentary operations and severe
legal implications for the penetration testers.

With these prerequisites addressed, penetration
testing can be performed with the use of special
attack tools or manual exploitation techniques.
Social engineering can also play a part during
pen testing (if allowed by the engagement
rules), since it is one of the most common
tactics used by attackers to acquire information
(e.g. credentials) and gain initial access to
systems. It also tests employees’ awareness
against social engineering and phishing attacks.
Penetration testing aims to uncover weaknesses
in security measures, assess detection and
response capabilities of the responsible security
personnel, and reveal vulnerabilities that must
be addressed so as to mitigate associated risks.

Penetration tests should be conducted in
regular intervals to uncover threats stemming
from new or updated software, changing
procedures, and evolving digital infrastructure
in parliaments. Their results, coupled with those
of vulnerability assessments, are essential
feeds to the preparation and strengthening of
parliaments against cyber threats, but they also
enable the continuous assessment, evaluation,
and improvement of their overall security
strategy towards increased cybersecurity
maturity. In parallel, robust data backup and
recovery policies and stringent third-party
security requirements are essential enablers
for a parliament’s increased resilience against
malicious activities and disruptive incidents.
Pen test results that are written in a report
should be considered as one of the most
sensitive data because it gives a huge indication
of how the IT systems running can be hacked
and with which tools and techniques.

Conclusion

Investing in parliamentary cybersecurity
inevitably starts with investments

in effective resilience methods and
mechanisms, along with greater societal
awareness that parliaments and their
digital foundations matter to all®2 This
chapter helped to outline the most
fundamental resilience concepts and

to point to the priority areas for making
parliaments capable of overcoming and
recovering from cyber incidents.

Infrastructure security is a foundational
pillar of parliamentary cybersecurity, and
the measures outlined in this chapter
demonstrate why a systematic, disciplined
approach is essential for safeguarding
democratic institutions. Robust backup
and recovery strategies form the first

line of defence against incidents that
threaten the availability and integrity of
parliamentary data. By applying structured
principles such as the 3-2-1 rule, defining
clear RTOs and RPOs, and embedding
backups within a wider disaster recovery
plan, parliaments can ensure that critical
information and services remain resilient
even in the face of physical hazards,
cyber-attacks, or human error.

Equally critical is the security of the
parliamentary supply chain. As modern
parliaments depend on a broad
ecosystem of suppliers, service providers,
and technology partners, supply chain
vulnerabilities can become vectors for
compromise, as illustrated by real-world
incidents such as the Australian Federal
Parliament attack. Implementing
recognised frameworks - including NIST
C-SCRM and ENISA's guidance - helps

institutionalise the risk identification,
contractual requirements, monitoring,
and accountability mechanisms needed
to manage third-party risks effectively.
Supply chain security cannot be treated
as an external responsibility; it must be
embedded into procurement, vendor
management, and daily operational
processes.

Finally, vulnerability management

and penetration testing provide the
continuous oversight needed to stay
ahead of evolving threats. Through
systematic scanning, assessment, and
remediation, parliaments can detect
weaknesses before they are exploited -
while penetration testing, when properly
governed, offers deeper insight into

how attackers might attempt to breach
critical systems. These processes must be
iterative and tightly controlled, especially
in parliamentary environments where
operational disruption can have serious
political and legal consequences.

_—

Together, these measures - secure
backups, resilient supply-chain
governance, and proactive vulnerability
identification - form the core infrastructure
components of parliamentary
cybersecurity. By institutionalising these
practices, updating them regularly, and
integrating them into broader security
governance, parliaments can significantly
strengthen their defensive posture and
advance toward higher levels of
cybersecurity maturity %, This layered,
holistic approach ensures not only
technical resilience but also the
continuity, integrity, and trustworthiness
of democratic processes in an
increasingly complex threat landscape.
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Introduction

Like a nation's flagship setting out to sea, a
legislature's cybersecurity programme needs
both a bridge and an engine room: governance
stands on the bridge to set the course, read
the charts, and declare how much storm risk is
acceptable; risk management and operations
work in the engine room to throttle the
engines, and run the drills; incident response
is the lifeboat plan everyone knows by heart;
adaptive frameworks are the updated charts,
alternative routes, and instruments; and the
minimum requirements are the watertight
bulkheads that keep the ship afloat when the
seas turn rough.

This chapter looks at the building blocks

of cybersecurity governance and risk
management. It presents key definitions and
outlines the core activities of this executive
function. It also integrates these concepts to
digital and cybersecurity strategy, and the
importance of keeping them aligned to ensure
policy effectiveness.

Distinguishing cybersecurity
governance and management

In the context of cybersecurity within
government organisations, it is critical

to distinguish between governance and
management. Governance establishes

the overarching direction, principles, and
accountability framework that ensures
cybersecurity strategies align with public policy
objectives, regulatory requirements, and the

broader mission of protecting organisational
assets and citizens' trust. Management, on
the other hand, focuses on the execution of
these strategies through risk assessment,
day-to-day operations, policy and technical
controls, and incident response and recovery
activities. By maintaining a clear understanding
of the different but complimentary roles of
governance and management, government
entities can strike the right balance: elected
officials and senior leaders provide oversight,
allocate resources, and set expectations,
while agency managers and technical

teams translate that vision into actionable
programmes, measurable outcomes, and
operational resilience.

Cybersecurity Governance
vs Management in a
Government Context

Governance: A legislature establishes
a cybersecurity oversight committee
tasked with setting policy direction,
defining acceptable risk levels for
critical infrastructure and data, and
ensuring alignment with cybersecurity
and data privacy laws. The committee
reviews periodic reports, approves
funding allocations, and holds agencies
accountable for performance.

Management: A department of
information management and technology
implements those directives by
conducting risk assessments, deploying
intrusion detection and other automated
systems, maintaining patching schedules,
conducting staff training, and responding
to incidents. The organisation reports
back on outcomes, challenges, and
resource needs, but it does not decide
the broader policy or strategic direction -
that role rests with governance.




International standards also reinforce this
distinction. For example, ISO/IEC 27014:2020,
Governance of Information Security, explicitly
defines how governance and management
play separate yet complementary roles in
cybersecurity *. Governance is responsible
for evaluating risk, directing security

strategy, allocating resources, and ensuring
accountability to stakeholders, while
management implements these directions by
designing, operating, and monitoring controls
through an information security management
system. Supporting standards such as ISO/
IEC 27001%° and its companion guidelines

in 27002 % provide the management system
framework and operational practices, but they
function under the strategic oversight set out
in 27014%, Together, these standards highlight
that government leaders must focus on setting
direction and ensuring accountability, while
agency managers and technical teams carry
out the execution and operation of security
measures.

Cybersecurity governance is a nuanced term.
Put simply, it is how an organisation controls,
directs, and communicates its approach to
cybersecurity®. More broadly, cybersecurity
governance refers to the decision-making
processes surrounding and oversight of the
roles, responsibilities, processes, and practices

legislative and parliamentary executives use to
establish and maintain effective cybersecurity
programmes %P6,

Traditional operational metrics - such

as system uptime, mean-time-to-patch
vulnerabilities, mean-time-to-detect, mean-
time-to-recover, or incidents closed - offer only
a narrow view of cybersecurity performance.
For parliamentary institutions, the more
important question is whether cybersecurity
risks are being governed effectively: Are

the right risks being identified, understood,
prioritised, and acted upon at the political and
strategic levels?

To answer this, governance effectiveness

must be measured through indicators that
illuminate how well cyber risk intelligence
informs leadership, oversight, accountability,
legislation, and democratic resilience. Table 6.1
lists the governance-level measures that are
particularly relevant for Members of Parliament
and summarises key indicators they can use

to assess the effectiveness of cybersecurity
governance at the institutional level.

Table 6.1: Measures of cybersecurity governance effectiveness

Governance Area

Governance
Structures

Strategic Alignment

Policy Adoption
and Compliance

Cyber-Informed
Culture

Timeliness of
Cyber-Informed
Decisions

Early Warning &
Foresight

Integration of
Expertise

Currency of Risk
Profile

Transparency &
Accountability

What to Measure

Clarity of roles, collaboration,
and coordination

Alignment with EU/national
priorities

Policy acknowledgement and
compliance across legislative
branch agencies

Awareness, training, and
behavioural integrity

Decision-making
responsiveness

Use of threat intelligence and
scenario planning

Use of cybersecurity advisers
and briefings

Frequency and quality of
updates

Public reporting and follow-
through

Description of the Indicator

Existence of defined mandates, cross
committee/branch/jurisdictional
collaboration, and coordination
mechanisms with EU/national cyber
authorities.

Degree to which top cyber risks
influence legislative agendas,
oversight priorities, and digital
sovereignty objectives.

Indicator of support for institutional
governance; provides compliance
assurance or early identification of
non-compliance and the need for
remediation.

Participation in cybersecurity
awareness activities and adherence to
secure practices among MPs and staff.

Time from identification of a
significant cyber risk or incident to
briefing, committee deliberation, or
leadership action.

Extent to which early warnings,
intelligence, and foresight/tabletop
exercises inform policy, preparedness,
and oversight.

Frequency, depth, and quality
of technical briefings provided
to committees, delegations, and
parliamentary leadership.

Regularity, completeness, and
actionability of parliamentary cyber
risk profile updates, including cross-
sector intelligence.

Timeliness and clarity of
communications following incidents,
and documented actions taken on
previous incidents, audit findings, or
inquiries.
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Cybersecurity governance frameworks

For certain, there is no “one size fits all”
approach or governance framework that

will work for every legislature or parliament
across the globe. Cybersecurity governance
must be tailored to the specific organisational
culture, vulnerabilities, risk tolerances, and
resources present within each legislative

body and be “agile enough to adapt to future
risks” %P3, Although cybersecurity governance
frameworks differ globally, most share a
common foundation: leadership accountability;
risk assessment and management; a focus

on statutory and regulatory compliance;

and continuous monitoring, adjustment,

and oversight. Ultimately, those responsible
for cybersecurity governance must provide
leadership, oversight, organisational structures,
and resources needed to protect legislative
information, technology infrastructure,

and information systems, while achieving
cybersecurity objectives in a way that is
compliant with statutory, regulatory, and
contractual obligations %P6,

Within the European Union (EU), the Agency
for Cybersecurity (ENISA) plays a central

role in the EU’s cybersecurity ecosystem. It
supports member states in developing and
deploying national cybersecurity strategies,
including setting up governance structures,
roles, and monitoring mechanisms®. ENISA
also helps the EU and member states better
understand binding regulations and directives
- such as the EU Cybersecurity Act (2019/881),
EU Institutions Cybersecurity Regulation
(2023/2841), EU Institutions Data Protection
(2018/1725), General Data Protection
Regulation (GDPR), Network and Information
Systems Directive (NIS2 Directive), Critical
Entities Resilience Directive, Cyber Resilience
Act, Digital Operational Resilience Act
(DORA), and Cyber Security Act - that define
responsibilities, incident reporting processes,

risk management obligations, and compliance
requirements across sectors.

To successfully understand and appropriately
address cybersecurity needs within the
legislative branch, elected members and
professional staff must work to understand
cybersecurity terminology, statutory and
regulatory obligations, the cybersecurity risks
and vulnerabilities that exist, and develop
knowledge of the activities and resources
that can help responsible parties plan for,
respond to, and recover from cybersecurity
events when they do happen. Legislators

and professional staff need to understand
that cyber preparedness and building cyber
resiliency is an ongoing process that requires
maintenance of effort and flexibility in
resourcing to address emerging vulnerabilities
and threats. Specifically, legislators must
consider how cybersecurity functions are
organised and who, within each body, is
responsible and accountable for cybersecurity.
This knowledge will directly affect the

type, scale, and complexity of governance,
organisational, and funding models that must
be established %P,

Cybersecurity or information security
committee

An essential element of effective cybersecurity
governance within legislatures is the
establishment of a dedicated cybersecurity or
information security committee (or equivalent
oversight body). This committee provides

a formal structure through which elected
members and professional staff can oversee,
guide, and evaluate cybersecurity activities. By
centralising responsibility in a representative
committee, legislatures create a consistent
mechanism for monitoring risks, aligning
cybersecurity initiatives with organisational
priorities, and ensuring accountability to both
statutory obligations and public trust.

The committee’s mandate should be clearly
defined and rooted in governance principles:
to oversee strategy and policy development,
risk assessment and management processes,
compliance with international and domestic
regulations, resource allocation, and the
monitoring of performance indicators. It

must consider that parliaments are often
excluded from obligations in cybersecurity
because of the hierarchy link of the executive
power's authority of control. Compliance
must be considered and legislators have to be
compliant with their own law, voted on by the
same institution, to be trusted by citizens.

It should also play a key role in reviewing
incident response readiness, ensuring lessons
learned from prior events are incorporated

into future strategies. This committee should
serve as a trusted channel between technical
experts, legislative leadership, and external
stakeholders, ensuring that complex technical
risks are translated into actionable governance
and risk management decisions.

Membership of the committee should reflect
a balance of perspectives. While elected
officials provide direction and accountability,
professional staff and advisers with specialised
knowledge (e.g. legal, procurement,

risk management, cybersecurity, data
management, privacy) bring critical subject-
matter expertise. This multidisciplinary
approach allows the committee to operate
as both a governance body and a strategic
adviser, ensuring that decision making is
informed by technical realities as well as
legislative priorities. By establishing such a
committee, legislatures can institutionalise
cybersecurity governance as an ongoing,
sustainable process - one that is agile,
adaptive, and responsive to the constantly
evolving threat landscape.

The Cybersecurity Governance Committee
Charter establishes the purpose, scope,

and responsibilities of a dedicated body
tasked with overseeing cybersecurity within
the legislature. This charter affirms the
legislature’'s commitment to protecting its
information systems, infrastructure, and

data against evolving cyber threats, while
ensuring compliance with statutory and
regulatory obligations. By defining clear roles,
accountability, and oversight mechanisms, the
committee serves as a cornerstone of effective
governance and a safeguard for public trust.

The NIST cybersecurity framework (CSF) 2.0
underscores the importance of governance
structures in overseeing cybersecurity risk
(Figure 6.1). Its newly added “govern” function
highlights that effective cybersecurity cannot
rest solely with technical teams but must

be guided by leadership through defined
responsibilities, decision-making authority, and
oversight mechanisms®,
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Figure 6.1: NIST cybersecurity framework 2.0 (source:
NIST [8, p. 5], graphic design by Natasha Hanacek)
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While the CSF does not prescribe a specific
structure, it emphasises the role of governing
bodies such as boards, councils, or dedicated
committees in setting risk appetite, approving
policies, and ensuring accountability. For
government organisations and legislatures,
this often translates into the establishment

of a cybersecurity committee or equivalent
body that provides ongoing direction and
oversight, ensuring cybersecurity strategies
remain aligned with mission objectives and
public accountability requirements. A typical
committee charter can include (but is not
limited to) the following:

Purpose

» Provide governance, oversight, and
accountability for all cybersecurity matters
within the legislature.

« Ensure cybersecurity strategy aligns with
organisational mission, legal and contractual
mandates, and public trust obligations.

Scope

« Oversight of cybersecurity strategy and
policy development, risk management, and
compliance.

« Review of incident response readiness and
resilience planning.

« Monitoring of cybersecurity programme
performance, resource allocation, and
alignment with legislative priorities.

Membership

- Elected representatives (to provide
accountability and direction).

« Professional staff with operational, policy,
and legal expertise.

« Advisory members as needed (e.g. IT/
security officers, external experts).

» Chairperson appointed by legislative
leadership.

Responsibilities

- Establish and review cybersecurity
governance frameworks.

« Approve and monitor risk management
strategies and risk registers.

« Ensure compliance with statutory, regulatory,
and contractual obligations.

- Oversee allocation of resources for
cybersecurity programmes and initiatives.

« Receive and review regular reports on
cybersecurity threats, incidents, and
mitigation efforts.

« Facilitate communication between technical
experts, legislative leadership, and external
stakeholders.

» Receive and review after-action reports on
incident response and recovery activities.

« Ensure continuous improvement by
reviewing lessons learned from incidents and
exercises.

Reporting

« Provide regular briefings to legislative
leadership and, where appropriate, public
reports to maintain transparency and trust.

A strong example of this type of committee can
be seen in the European Parliament, where the
Committee on Industry, Research and Energy
(ITRE) plays a central role in shaping EU-wide
cybersecurity legislation. In collaboration

with ENISA, ITRE evaluates emerging risks,
develops legislative measures, and monitors
the implementation of key frameworks such as
the NIS2 Directive and DORA. By embedding
cybersecurity responsibilities within a standing
committee, the parliament provides continuity
of oversight and ensures resources are

aligned with actual risks. Just as importantly,

it establishes a governance bridge between
technical experts and policymakers, reinforcing
accountability and strengthening public trust
across the Union®,

In sum, the distinction between governance
and management in cybersecurity is not just a
matter of organisational design but a safeguard
for democratic accountability and public

trust. By embedding oversight responsibilities
within dedicated committees, legislatures

and government bodies can ensure that
cybersecurity remains aligned with mission
objectives, adequately resourced, and resilient
in the face of emerging threats. At the same
time, operational agencies and technical teams
retain the agility to execute strategy, manage
risks, and respond to incidents. This dual
approach - strategic governance coupled with
effective management - creates a balanced
system that protects critical information

assets while reinforcing citizens’ confidence

in the integrity and security of government
institutions.

Cybersecurity strategy, risk
management, and assessment

A cybersecurity strategy provides the
overarching vision and direction that guides
how an organisation safeguards its digital
assets, mitigates risks, and ensures resilience.
For legislatures and parliamentary bodies,

a cybersecurity strategy should articulate
clear objectives that align with institutional
missions such as protecting legislative data,
ensuring continuity of operations, complying
with statutory obligations, and maintaining
public trust. A well-defined strategy also
establishes priorities, allocates resources,
and creates a roadmap for decision making,
ensuring that cybersecurity initiatives are not
reactive or fragmented but integrated into the
broader goals of the government entity. Tips for
creating a cybersecurity strategy include:

1. Anchor in Mission and Mandate. Tie the
strategy to the legislature’s core mission
(e.g. continuity of legislative debate,
protection of sensitive citizen data, ensuring
public access to and engagement in

legislative proceedings, and integrity of
parliamentary records).

2. Risk-Informed Priorities. Build the strategy
on the outcomes of a comprehensive risk
assessment and business impact analysis,
so that initiatives are targeted to address
the most critical risks.

3. Define Roles and Accountability. Clarify
who is responsible for governance (e.g.
oversight committees) and who manages
execution (e.g. IT/security teams).

4. Set Measurable Obijectives. Include
key performance indicators or key
risk indicators to track progress and
demonstrate accountability to legislators
and the public.

5. Plan for Resilience. Incorporate not just
prevention but preparedness, response, and
recovery, ensuring continuity of operations
and organisational resiliency in the face of
cyber-attacks.

6. Update Regularly. Treat the strategy as a
living document - reviewed and updated
to reflect evolving threats, lessons learned,
technologies, and geopolitical conditions.

A cybersecurity strategy, however, cannot exist
in isolation. It must be grounded in a clear
understanding of risk. Just as cybersecurity
requires a distinction between governance and
management, so too does risk.

Risk governance provides the strategic
foundation for how government organisations
approach risk (including those related to
cybersecurity and data privacy). In a legislative
or parliamentary setting, risk governance

is the responsibility of elected leaders and
oversight bodies to establish the principles,
define risk appetite and tolerance, establish
accountability structures, and ensure that
risk considerations are embedded into policy
and decision making. Risk governance
encompasses the high-level tasks that
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ensure cybersecurity risks are understood,
evaluated in the context of mission objectives,
prioritised by likelihood of occurrence and
impact, and managed in alignment with
public trust and statutory obligations. Risk
governance ensures the overall system for
managing risk is focused on directing strategic
responses, allocating resources to the most
significant vulnerabilities, and monitoring
whether those risk management practices
and responses remain effective over time.
Finally, risk governance is a forward-looking,
adaptive process - leaders must ensure that
the governance framework itself evolves to
address new technologies, shifting threat
landscapes, and lessons learned from prior
incidents.

Risk management, by contrast, is the
responsibility of professional staff and operational
teams to implement those directions by
identifying risks, assessing likelihood and impact,
designing controls, and executing day-to-day
risk and threat mitigation measures. Put simply,
risk governance answers the question “Are we
doing the right things?” while risk management
ensures “Are we doing those things right?”
Together, they form a complementary system
that ensures legislative institutions not only

set the right course for managing risk but also
carry out risk management strategies
effectively and consistently.

Risk Governance vs
Risk Management in a
Government Context

Risk Governance: A national parliament
establishes a risk oversight committee
that sets the government's risk appetite,
approves enterprise-wide risk strategies
and policies, and ensures resources are
allocated to protect critical functions

such as voting systems, citizen data,
and legislative records. The committee
receives regular reports, reviews risk
dashboards, and holds ministries
accountable for managing risk within
approved tolerances.

Risk Management: The Ministry of
Information and Communications
implements those governance
directives by conducting detailed risk
assessments, maintaining an asset
inventory, applying security controls,
and monitoring vulnerabilities across
government systems. It documents
risks in a register, prioritises mitigation
measures based on impact and
likelihood, and escalates issues to
the committee when risks exceed
established tolerances.

Key tasks of risk governance in a government /
legislative context include:

- Define Risk Appetite and Tolerance:
Establish acceptable levels of risk,
considering mission objectives, statutory
obligations, and public trust.

Set Principles and Policies: Approve

the risk management framework and
policies that guide how risks are identified,
assessed, and treated across legislative and
administrative bodies.

Allocate Oversight and Accountability:
Assign clear roles and responsibilities

to committees, agencies, and staff, ensuring
there is no ambiguity about who

is accountable for overseeing specific
risk-management activities and managing
specific risks.

Evaluate and Direct Resources: Ensure
that funding, staffing, and technology
resources are proportionate to the assessed
risks and aligned with the institution’s
mission-critical priorities.

Monitor and Report on Risk Posture:
Require regular reports and dashboards
that summarise key risks, trends, and the
effectiveness of risk treatments, and make
adjustments when risks exceed tolerances.

Integrate with Legislative Oversight:
Ensure risk governance is woven into
broader governance functions such as
compliance with laws, remediation of audit
findings, continuity planning, and alignment
with national or international obligations.

Ensure Continuous Improvement and
Foresight: Direct periodic reviews of the
risk governance framework itself, ensuring it
adapts to emerging threats and incorporates
lessons learned from incidents.

As mentioned above, an essential element

of risk governance is the articulation of risk
appetite and risk tolerance. Risk appetite
reflects the broad level of risk that a legislature
is willing to accept in pursuit of its mission,
while risk tolerance defines the acceptable
variation around that level in specific
operational contexts. For example, a parliament
may have a low-risk appetite for threats that
compromise the confidentiality of citizen

data, but a higher tolerance for temporary
disruptions to non-critical administrative
services.

Clearly defining appetite and tolerance allows
leaders to make informed decisions about
resource allocation, prioritise among and
between competing risks, and set expectations
for risk management teams. Without these
guiding thresholds, risk management efforts
risk becoming ineffective, inconsistent,
reactive, or misaligned with the institution’s
principles and priorities, statutory obligations,
and public trust responsibilities. Table 6.2
provides examples of risk appetite and
tolerance.
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Table 6.2: Indicative risk appetite levels in a parliamentary context

Risk Appetite Level

Low

Medium

High

Example Statement

“We have very limited
appetite for risks that
could compromise the
confidentiality of sensitive
legislative records or
classified government
information.’

“We accept some risk
of service disruption to
parliamentary support
systems if the cost of
mitigation outweighs
the impact on legislative
operations.”’

“We have a higher appetite
for risks in adopting
innovative technologies to
support transparency, such
as pilot programmes for
digital citizen engagement,
provided core systems
remain secure.’

Description of the Indicator

Zero tolerance for unauthorised
access to classified data.

Minimal tolerance for delayed
patching of high-severity
vulnerabilities.

Strict tolerance for third-party
providers handling sensitive citizen
data..

Short tolerance (e.g. <4 hours
downtime) for parliamentary
email services.

Moderate tolerance for temporary
disruption of non-critical internal
systems (e.g. HR portals).

Conditional tolerance for delayed
security upgrades if operational
continuity would otherwise be
impacted.

Flexible tolerance for controlled pilot
failures or proof-of-concept projects.

Higher tolerance for third-party
experimental tools, but only in
sandboxed environments.

Managed tolerance for budget

overruns in innovation projects if tied

to measurable benefits.

Risk management plays a foundational role in
cybersecurity governance. Risk management
is the “ongoing process of identifying,
assessing, and responding to risk. To manage
risk, organizations should understand the
likelihood that an event will occur and the
potential resulting impacts” %, And, the
“foundation for effective risk management is
a comprehensive risk assessment, based on a
solid understanding of the government'’s risk
universe. It is not possible to devise a relevant

impact on the organisation’s activities. Risk
management, the development of business
impact assessments, the creation of an
information technology asset inventory, and
risk analysis are fundamental prerequisites to
developing a meaningful security strategy” .

A risk management process generally consists
of the following phases: Risk identification, risk
assessment, risk response, and risk monitoring
and reporting (Figure 6.2) .

risk management programme if there is no
understanding of the nature and extent of risk
to information resources and the potential

Identify

risks

Evaluate likelihood and
potential impact of
identified risks.

Prioritize risks based
on significance to
objectives and
tolerance levels.

Use qualitative,
quantitative, or hybrid
assessment
techniques.

Analyse &
Assess risks

Establish context by
aligning risk
identification with
organizational
objectives.

Gather input from
stakeholders, business
processes, and threat
intelligence.

Document potential
risk events, sources,
and vulnerabilities.

Respond

torisks

Select and implement
appropriate response
options (accept, avoid,
mitigate, transfer)

Define action plans,
timelines, and
responsible owners.

Ensure responses
align with cost-benefit
considerations and risk
appetite.

Continuously track risk
indicators and
treatment
effectiveness.

Update the risk
register as conditions
change.

Provide clear, timely
reports to stakeholders
and leadership for
decision-making.

Figure 6.2: Risk management phases (source: Mark Thomas)
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Once risks have been identified, analysed, and
assessed, organisations select a response
strategy that aligns with their risk appetite and
tolerance. Common response options include
avoiding the risk by discontinuing the activity
that gives rise to it, mitigating the risk through
controls or safeguards, transferring the risk

to a third party (such as through insurance or
outsourcing), or accepting the risk when it falls

Effective risk response requires not only
selecting the strategy but also developing
action plans, assigning ownership, and

allocating resources to ensure implementation.

By linking response activities to business
objectives, organisations ensure that risks are
managed in a way that balances opportunity,
cost, and resilience. Examples of risk
responses are identified in Table 6.3.

within tolerable levels.

Table 6.3: Overview of response strategies

Response Strategy

Avoid

Mitigate

Transfer

Accept

Description

Eliminate the risk entirely
by discontinuing or
changing the activity that
creates the exposure.

Implement controls to
lower the likelihood or
impact of the risk.

Shift the financial or
operational consequences
of the risk to another party.

Acknowledge the risk and
take no further action
because the impact is
within the agency's risk
tolerance.

Government Example

A local government chooses not
to implement a legacy application
that lacks vendor security support,
thereby avoiding the exposure

of running unpatched, high-risk
software.

A healthcare regulatory agency
deploys multi-factor authentication
across all staff accounts to reduce
the risk of credential theft and
unauthorised system access.

A federal agency purchases cyber
liability insurance to cover potential
costs of a data breach, or outsources
cloud services with contractual
clauses placing breach liability on
the vendor.

A state agency decides to

accept the risk of occasional

website downtime during routine
maintenance windows, as the impact
is minor and alternatives would be
disproportionately costly.

Risks and responses documented in the

risk register must be regularly reviewed

and updated to reflect current conditions,
lessons learned, and shifts in business
priorities. Just as important, risks need to be
communicated clearly through structured
reporting to leadership and stakeholders,
providing decision-makers with timely
insights into exposures, trends, and the
effectiveness of mitigation efforts. Consistent
monitoring and transparent reporting
strengthen accountability, support proactive
adjustments, and embed risk awareness into
the organisation’s culture.

It is important for legislative and parliamentary
leaders and staff to understand that risk
management, in this context, rests on the
premise that cybersecurity incidents will
occur and can, depending on the scope and
sophistication of the attack, disrupt legislative
operations despite robust security measures
and controls being implemented. That means
that cybersecurity risk-management activities
cannot be limited to risk assessment, strategy
development, and the deployment of security
measures and controls alone. It should also
include a preparedness, response, and
continuity plan to ready the organisation for
the inevitable cyber-attack or data breach. It
should also define and document the protocols
by which the organisation intends to respond
to and communicate about the incident in a
responsible and timely manner and limit the
impact on the continuity of parliamentary
operations. Members of Parliament, legislators
and staff should expect those responsible for
cybersecurity to have and regularly update
formal cybersecurity strategy documents

and associated risk management, incident
response, and business continuity/resilience
plans to ensure the continued resilience of the
institution over time.

Conclusion

Effective cybersecurity within
legislatures depends on a clear and
deliberate balance between governance
and management. As this chapter
demonstrates, governance provides

the strategic direction, principles, and
accountability structures that anchor
cybersecurity to an institution’s mission,
legal obligations, and public trust.
Management, in turn, operationalises
those expectations through risk
assessments, day-to-day controls,
incident response, and continuous
monitoring. Neither function alone is
sufficient; together, they create the
conditions for both resilience and
responsible stewardship of public assets.

Modern legislative bodies face a complex
and rapidly evolving threat environment
shaped by geopolitical tensions, digital
transformation, increased reliance on
third-party technologies, and rising
public expectations for transparency and
accountability. Against this backdrop,
cybersecurity governance must be
intentional, structured, and adaptive.
Strong governance frameworks -
grounded in international standards such
as ISO/IEC 27014, NIST CSF 2.0, and
EU-wide regulatory instruments - help
ensure that cybersecurity priorities align
with institutional objectives, statutory
obligations, and societal expectations.

A central theme of this chapter is the
importance of establishing dedicated
cybersecurity oversight bodies, such
as a cybersecurity or information
security committee. These committees
help institutionalise governance by
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centralising responsibility, integrating
expert perspectives, overseeing the
development of strategy, and ensuring
that risk-related decisions are timely,
informed, and transparent. They also
serve as an essential bridge between
technical teams, leadership, and external
stakeholders, enabling legislatures to act
proactively rather than merely react to
emerging threats.

Risk governance and risk management
further strengthen this foundation. By
defining risk appetite and tolerance,
legislative leaders set clear expectations
that help guide resource allocation,
decision-making, and operational
priorities. Meanwhile, risk management
teams identify, assess, and treat risks in
alignment with those thresholds, ensuring
that mitigation efforts are both effective
and proportionate. This dual structure
ensures that cybersecurity interventions
are targeted where they matter most-
protecting core legislative functions,
preserving data integrity, and maintaining
continuity of democratic processes.

Ultimately, cybersecurity in a
parliamentary context cannot be static
or compliance-driven alone. It requires
continuous improvement, regular
updates to strategy and risk profiles, and
sustained awareness among elected
members and staff. It also demands
preparedness: the knowledge that
incidents will occur and that resilience
rests on readiness to respond, recover,
and learn from each event.

By embedding governance structures,
strategic risk oversight, and operational
rigour into their cybersecurity
programmes, legislatures can strengthen
their institutional resilience, uphold

the integrity of democratic processes,
and reinforce public trust. This chapter
underscores that while technology
enables the work of modern parliaments,
it is governance - clear, accountable, and
adaptive - that ultimately ensures their
security and sustainability.

/,

.

Chapter 7

Digital sovereignty
and cybersecurity in
parliaments

Authors: Stéphane Gagnon

Introduction

Cybersecurity requires organisations to follow
rules and comply with the regulations and
laws of the jurisdiction where they operate .
The international procurement of information
systems and the execution of information
processing across borders gives rise to
challenges for both clients and providers,
where assuring compliance and sanctioning
non-compliance are left in a grey zone®. The
lack of international legal frameworks gives rise
to sovereignty conflicts among states, which in
turn can weaken rights and obligations %,

Like all organisations, parliaments are subject
to the same compliance requirements, but also
to the same risks when dealing with digital
concerns across jurisdictions. The integration
of digital technologies across parliamentary
processes can expose them to legal
vulnerabilities. Non-compliance by foreign
actors in the digital value chain can affect the
ability of parliaments to carry out their mission,
and possibly their sovereignty if security issues
cause them to lose control over their digital
processes or assets (e.g., voting systems, MP
privacy). The same applies when hostile states
take actions that diminish or annul rights and
capabilities that parliaments had built using
foreign digital infrastructure.

Hence the importance of digital sovereignty
within a cybersecurity strategy to ensure

its coherence and effectiveness, in times of
radically changing geopolitical order. The
concept takes a special meaning in the

context of parliaments, where the key concept
of sovereignty is intimately linked to their
existence. We discuss here the fundamentals
of these concepts and its implications for
cybersecurity and digital governance in
parliaments.

Digital and parliamentary sovereignty

Digital Sovereignty is a broad concept
spanning the intersection of national
sovereignty and digital transformation at two
levels. First within the borders of a jurisdiction,
where governing the digital domain extends
constitutional concepts of sovereignty %,
Second in relation to transnational activity,
where conflicts emerge over which state has
sovereignty over the digital domain and where
the allegiance of its constituents should be as
to their rights and obligations under national
laws™, Both levels face complex and often
unresolved sovereignty conflicts, and diverse
options are available to states in attaining
their legal enforcement objectives, whether
international cooperation, legal actions and
frameworks, or technological limitations and
control mechanisms?™,

It must be distinguished, but is not entirely
separated, from parliamentary sovereignty,
a core concept of constitutional law
ensuring that parliaments have, over their
jurisdiction, ultimate power to enact and
enforce laws™. Considered a foundational
part of constitutional democracy, this concept
has been debated in relation to the relative
power of the three branches of government,
executive, judicial, and legislative, and its
weakening through successive political
transformations of liberal societies™.

Where non-compliant or even hostile foreign
actors are involved in the digital value chain,
a weakening in the digital sovereignty

of parliaments can affect parliamentary
sovereignty. If left without proper safeguards,
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such as ensuring full national control of certain
digital assets, digital vulnerabilities and
cybersecurity incidents in parliaments can
undermine the ability of those parliaments to
enact and enforce laws. Digital vulnerabilities
due to lack of international cyber legal
frameworks can effectively “reshape” the
perimeter of parliamentary sovereignty over

a jurisdiction, whether in physical, digital, or
cyber-physical realms.

Legal frameworks and digital
sovereignty

The concept of digital sovereignty is
relatively recent but is evolving rapidly due to
geopolitics. A closer look at its foundations
within cybersecurity governance can help
parliaments better account for this strategic
challenge to their mission.

Recent research has identified several gaps

in digital sovereignty, especially the lack

of unified policy frameworks, and a closer
integration with more technically oriented
standards in cybersecurity ™ Its use in enacting
laws has also been criticised as a mean to
reduce freedom of speech and to enforce
digital protectionism?™,

Another in-depth review of 240 studies
criticised the use of the concept as a narrow
misinterpretation of jurisprudence™. That study
concluded: “Those works that acknowledge
the possibility of multiple coexisting digital
sovereigns, or that see digital sovereignty as
something that arises from the interactions
among multiple actors, neither stretch the
concept of sovereignty nor turn digital
sovereignty into something different from
sovereignty tout court: instead, they explore

ways to innovate the concept of sovereignty
as a whole and problematise our long-held
assumptions about it

The cybersecurity issues raised by digital
sovereignty would therefore require preventive
mechanisms that span jurisdictions. As
parliaments are mandated to enact laws, they
can avoid being a casualty of international
cyber vulnerabilities. This effectively requires
international alliances and legal frameworks
that are both coherent and enforceable.

CASE STUDY
EU Cyber Legal Framework

Recent digital regulations and laws

of the European Union (EU) have
demonstrated the complex dynamic

of alliances and competition toward
ensuring a balanced digital sovereignty
between states”. Integrating this
concept at the core of laws can help
enable better control mechanisms

that span jurisdictions, and therefore
facilitate legal enforcement in digital
spaces where there was none before’,
While promising, legislation such as
the EU’s Al Act and Network and
Information Systems Directive are seen
by some state actors as restrictive

and may require revision to ensure
they do not prevent open innovation

in support of digital sovereignty™. This
case demonstrates the necessity for
greater integration of the concept within
cybersecurity strategy.
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International alliances reinforcing
digital sovereignty

Where supranational organisations are absent,
another strategy to resolve the issues raised by
digital sovereignty has been the development
of new strategic alliances among likeminded
states, driven by the collaboration efforts among
their constituents . Among possible defensive
strategies to counter attacks on digital
sovereignty, the development of open innovation
spaces can enable the strengthening of the
digital rights of its co-creators®. The open-
source movement does not have a fundamental
framework for sovereign control but remains
the most likely route for greater adherence to
innovative solutions®,

Another strategy involves parliaments
partnering in public research to steer bottom-
up initiatives. For example, the national
cybersecurity and Al strategies of Switzerland
are being fundamentally transformed by

the launch in September 2025 of Apertus,

an academic Large Language Model that is
fully open, community-driven, and ensured
compliant with all Al regulations, in particular
those of the EU®, Parliaments in most
countries have yet to embrace collaboration
with open innovators and educational
institutions as possible sources of digital
solutions that will guarantee their sovereignty.
With successive initiatives, it is becoming
clear that these communities, as free-flowing
networks driven by co-creation, may provide
the necessary momentum for parliaments

to innovate and reinforce their cybersecurity
strategies.

The spread of similar defensive strategies,
possibly loosely coordinated, can work within a
“digital federalism” framework, where a group
of countries can help create a “safe innovation
space” that strengthens the digital sovereignty
of its citizens and businesses®. Parliaments

can therefore be primary actors at two
levels, first to enact laws that fully integrate
digital sovereignty at their core, and second,
to facilitate the emergence of international
alliances and legal frameworks that reinforce
the sovereignty of all actors equally.

Conclusion

Geopolitical dynamics have led some
countries to undermine the digital
sovereignty of others and can effectively
threaten the capability of parliaments to
carry out their mission. Just as citizens
and organisations can be left defenceless
by arbitrary decisions, so can parliaments
be exposed to loss of fundamental rights
such as data privacy and ownership, or
even access to digital platforms duly
contracted and procured.

Defensive strategies are possible if
vulnerable parties form strong alliances
and develop guidelines to engage with
safe digital partners. The development

of these strategies requires a form of
leadership that no single country nor
international organisation has yet been
able to raise. However, given the doctrine
of international cooperation among
parliaments, it is likely that they represent
the forefront of where such cooperation
and alliances may emerge to address
challenges to digital sovereignty.
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Chapter 8

Compliance issues and
regulatory landscape

Author: Vasilios Alexiou

Introduction

Parliaments increasingly draw on a small set
of adaptive cybersecurity frameworks (CSFs)
that prioritise continuous risk assessment,
institutional resilience, and the capacity to
evolve with rapidly changing threats instead of
relying solely on static compliance checklists.

Parliaments occupy a distinctive position
within national governance structures: they are
not only legislative bodies but also defenders
of democratic legitimacy and public trust.

As such, the cybersecurity of parliamentary
institutions exceeds operational continuity: it
sustains the integrity of democratic processes,
the confidentiality of legislative deliberations,
and the protection of sensitive political
information.

In recent years, parliaments across the globe
have faced increasingly sophisticated cyber
threats targeting communications systems,
email infrastructure, and legislative data.

The convergence of digital transformation
and geopolitical tensions has elevated

their exposure to intelligence gathering,
disinformation, and ransomware attacks.
Consequently, ensuring compliance with
cybersecurity regulations and international
standards has become a strategic imperative.

This analysis explores the regulatory
frameworks and compliance challenges
facing parliamentary institutions, focusing

on the Network and Information Systems
Directive (NIS2 Directive), NIST CSF, and
Center for Internet Security controls. It further
examines relevant international standards,

institutional compliance strategies, and cross-
border considerations within the context of
parliamentary operations.

Cybersecurity regulations

NIST Cybersecurity Framework
(NISTCSF 2.0,2024)

In many legislatures, the NIST CSF is used as a
reference model for structuring cybersecurity
governance, with its core functions - governing,
identifying, protecting, detecting, responding,
and recovering - serving as a flexible lens for
improving parliamentary security posture.

The adaptive character of the framework lies

in its tiered implementation levels

and customisable profiles, which allow
parliamentary administrations of different sizes
and technological maturities to progressively
refine controls in line with evolving risk. As a
result, it has become a common benchmark for
public institutions, including parliaments that
manage sensitive legislative, constituency, and
oversight data. Several national administrations
have mapped their cyber-governance codes
and sectoral obligations to the NIST CSF, and
parliamentary administrations often align

with those same government-wide reference
models rather than creating bespoke standards®.
For example, in jurisdictions influenced by

US federal guidance and international best
practice, parliamentary IT departments
structure internal policies and incident
processes around the CSF functions - govern,
identify, protect, detect, respond, recover -

so that oversight committees, clerks, and
security teams use a common language when
assessing cyber posture?®,

ISO/IEC 27001 and ISO/IEC 27005

For parliaments that seek a more formalised
model, ISO/IEC 27001 and ISO/IEC 27005
provide a structured information security
management system underpinned by risk

analysis and risk treatment tailored to
institutional assets and processes?. The
adaptive dimension emerges from the
Plan-Do-Check-Act cycle, which obliges
parliamentary services to revisit policies,
procedures, and controls as new vulnerabilities,
technologies, and procedural practices appear
in the legislative environment. These standards
often serve as a baseline for internal rules,
procurement requirements, and certification
efforts in parliamentary IT departments and
shared services. In practice, many parliaments
either certify specific components (such

as data centres or document-management
platforms) or require key vendors supporting
legislative functions to maintain ISO/IEC

27001 certification, using the standard’s
continuous-improvement logic to keep pace
with evolving threats for the parliamentary
system,

ENISA cybersecurity frameworks and the EU
NIS2 Directive

Within the European Union (EU), parliaments
and national legislatures operate under

a regulatory climate shaped by ENISA
guidance and the NIS2 Directive, and relevant
national cybersecurity authorities such as

the agence nationale de la sécurité des
systemes d'information (ANSSI) in France,

or the Bundesamt flir Sicherheit in der
Informationstechnik (BSI) in Germany. They
seek to build resilient networks of essential
and important entities, including institutions
in critical democratic and governmental
sectors. The framework encourages dynamic
risk management, time-bound incident
reporting, and evolving governance duties,

so parliamentary bodies must refine their
internal security and oversight mechanisms in
step with an expanding and changing threat
landscape. This makes the NIS2 Directive an
adaptive backbone for legislative cybersecurity,
particularly where parliaments are formally

designated as operators of essential services
or are tightly coupled to those operators.
Even where national parliaments fall partly
or wholly outside the NIS2 Directive's formal
scope, they operate in an environment
where governments, critical-infrastructure
operators, and supervisory authorities are
upgrading practices under the NIS2 Directive,
and many legislatures voluntarily mirror
these requirements for their own networks,
committee systems, and legislative support
services®,

COBIT 2019 as a governance lens

Parliaments that focus on aligning technology,
risk, and oversight increasingly rely on

control objectives for information and

related technologies (COBIT) 2019 as a
governance-oriented framework for managing
enterprise IT, including cybersecurity. Its
adaptive nature is evident in the emphasis on
continuous alignment between institutional
objectives, stakeholder expectations, and
shifting risk conditions, enabling parliamentary
leadership and audit committees to recalibrate
controls and performance targets over time.
Public audit institutions and internal control
functions frequently use COBIT concepts
when assessing how parliamentary IT and
security governance supports transparency,
accountability, and legislative effectiveness®.

UK National Cyber Security Centre (NCSC)
cyber assessment framework

The NCSC's cyber assessment framework
(CAF) is often used as an outcome-based
model that can be applied to parliamentary
services, especially where they are treated as
operators of essential services or as part of
critical democratic infrastructure. Instead of
prescribing fixed technical measures, the CAF
focuses on whether outcomes - such as secure
operations, effective incident management,
and resilient services - are achieved, which
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allows parliamentary administrations to adjust
their technical and procedural arrangements
according to institutional criticality and
changing threat profiles. Its structure has
influenced other jurisdictions that adapt similar
assessment-driven approaches to legislative
information systems.

Digital trust ecosystem perspective

The digital trust ecosystem framework

adds a complementary lens for parliaments
by defining digital trust as a cross-cutting
condition for confidence in legislative systems,
data flows, and institutional relationships,
grounded in principles such as accountability,
security, privacy, and transparency . Because
it is designed to operate across sectors and
regulatory regimes, the framework can flex
with new technologies - such as digital
petition systems or open-data portals - and
with emerging risks that challenge public
trust in parliamentary processes. In this

way, it supports parliaments that aim not

only to secure their digital environment but
also to demonstrate trustworthy handling of
information to citizens, civil society, and other
branches of government.

Minimum cybersecurity baseline
for parliaments

For a parliament, the confidentiality,

integrity, and availability of information form

a foundational condition for democratic
legitimacy, because any sustained loss of these
properties can distort deliberation, weaken
oversight, or interrupt the law-making process.
Unlike most private entities, legislatures are
exposed to targeted operations by hostile
states, politically motivated intrusion, and
information operations designed to manipulate
public debate, which means they must adopt

a minimum, institution-wide cybersecurity
baseline rather than treating security as a
purely technical add-on*®.,

Governance and institutional oversight

Every parliament needs a defined governance
structure for cybersecurity that makes clear
how elected members exercise oversight and
how professional staff carry out day-to-day
risk management. This typically involves
assigning responsibility to a dedicated security
committee or integrating cybersecurity into
an existing board, coupled with regular
reporting on risks, incidents, and programme
performance so that leadership can make
informed, accountable decisions. The
Cybersecurity Handbook for Parliaments
describes how the United States House of
Representatives uses a dedicated internal
technology and security structure to manage
parliamentary cyber risks, demonstrating a
clear separation between political oversight
by members and operational responsibility
carried by professional staff. The same
handbook highlights other legislatures that
have integrated cybersecurity into broader
parliamentary governance boards, ensuring
that risk reporting and strategic decisions are
regularly presented to senior leadership rather
than treated as purely technical matters.

Asset management, access control, and
training

Guidance for parliaments stresses the
importance of creating a comprehensive
catalogue of parliamentary assets - such as
email, documents, calendars, locations, and
communication platforms - and then applying
basic safeguards like strong passwords,
password managers, software updates, secure
cloud storage, and two-factor authentication
across the institution. These measures are
presented as real-world building blocks that
legislatures at different levels of digital maturity
have already adopted, showing that minimum
protections for assets and identities can be
implemented even in resource-constrained
environments %,

Incident response, continuity, and
improvement

The same parliamentary handbook calls on
legislatures to develop an organisational
incident response plan, test it through
exercises, and use lessons learned to refine
processes, echoing broader public-sector
examples of incident-response playbooks and
workshops used by municipalities and other
governmental bodies. The Commonwealth
Parliamentary Association’s (CPA) introductory
guide on parliamentary security goes further
by embedding cyber incidents within a wider
framework of security, resilience, and continuity
planning, illustrating how parliaments design
strategies to maintain operations and learn from
major incidents rather than treating each event
as an isolated shock.

Strategic and policy foundations

A legislature’s cybersecurity posture should
rest on a written strategy that ties protection
of digital assets directly to the institutional
mandate, constitutional duties, and applicable
legal framework. That strategy must be
operationalised through policies and standards
for asset inventories, access management,
acceptable use, data classification, protection
measures, training, and incident response, all
reviewed periodically to keep pace with new
technologies and threats *,

Risk management as a continuous process

Because parliaments are high-value targets,
systematic risk assessment is indispensable
and must be directly linked to budget choices,
staffing, and technology priorities. Maintaining
an up-to-date risk register - with identified
risks, likelihood, impact, and clear ownership
- allows parliamentary administrations to
articulate risk appetite, justify mitigations, and
adjust controls as geopolitical conditions or
threat actor capabilities evolve %,

Assets, protection, and resilience

A credible minimum standard requires
parliaments to know what they are protecting:
systems supporting plenary sittings, committee
work, remote voting, member communications,
archives, and support services all need to be
catalogued and classified. Baseline protections
then include vulnerability management,
patching, encryption, comprehensive backups
with periodic restore tests, and differentiated
safeguards for highly sensitive legislative or
personal data, ensuring that critical processes
can be restored even after a disruptive cyber
event®,

Identity, access, and privileged use

Given the sensitivity of parliamentary data

and the mobility of members and staff,

strong identity and access management

is an essential minimum rather than an
advanced feature. Multi-factor authentication,
least-privilege access models, and tight
monitoring of privileged accounts reduce the
risk that compromised credentials or insider
misuse will grant attackers deep access to
legislative systems or confidential deliberations®,

Incident handling and crisis decision making

No parliament can assume that incidents will
be fully prevented, so a documented incident
response plan and tested crisis-management
procedures are critical. Clear escalation paths,
predefined communication channels, and
regular exercises - tabletop or technical -
enable parliamentary leaders to respond
quickly, maintain essential functions, and revise
plans based on lessons learned from real
events and simulations %.
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Continuity of operations and institutional
resilience

Because legislatures must continue functioning
during crises, continuity of operations and
disaster-recovery planning are part of the
minimum security architecture, not optional
add-ons. Parliaments need to identify
mission-essential functions, design redundant
capabilities for debate, voting, records, and
communication, and rehearse continuity
arrangements so that constitutional roles can
be fulfilled even during prolonged disruptions .

Human factors, training, and culture

Parliaments are dense human environments,
and members, staff, and contractors are often
the first line of defence or the weakest link,
depending on how well they are supported.
Mandatory induction and periodic training,
role-specific awareness for leadership and
technical teams, and ongoing campaigns such
as phishing simulations or targeted briefings
help embed a culture where security-conscious
behaviour is normal rather than exceptional *.,

External dependencies and supply-chain
exposure

Legislatures increasingly rely on external
providers for cloud services, audio-visual
systems, communications platforms, and
specialised applications, making third-party
and supply-chain risk management a basic
requirement. Minimum expectations include
structured security due diligence, contractual
clauses on data protection, incident reporting
and liability, and periodic reassessment

of vendors through monitoring, audits, or
certifications tied to relevant standards *.

Monitoring, assurance, and improvement

To remain credible and effective, a
parliamentary cybersecurity programme must
incorporate technical monitoring, independent
review, and a feedback loop for continuous
improvement. Logging, threat detection, and
periodic assessments - internal or external
-should feed into a formal process that
adjusts controls in light of new vulnerabilities,
regulatory changes, and evolving standards
such as the NIS2 Directive, the Cyber
Resilience Act, or updated parliamentary
security guidance*,

Democratic imperative and institutional trust

In the parliamentary context, cybersecurity

is ultimately an expression of democratic
responsibility: weak protections expose

not only information systems but also the
integrity of legislative deliberation and public
confidence in representative institutions. By
entrenching these minimum requirements in
rules, procedures, and organisational culture,
parliaments lay the structural foundations of a
secure "digital house of democracy’, ensuring
that more advanced tools and architectures
rest on solid, resilient pillars rather than fragile,
improvised supports®?.

Incident response

In a parliamentary context, incident response
is the institutional discipline of detecting,
managing, and resolving cyber incidents in
ways that protect legislative functions, limit
damage to democratic processes, and support
learning for future resilience. It must now be
treated as a core component of parliamentary
risk management, given that attacks have
become more frequent, more complex, and
more disruptive, often requiring weeks or
months of remediation and recovery .

Role of incident response in parliaments

For legislatures and parliaments, incident
response underpins the continuity of
debates, committee work, voting, and
public communication when confronted
with breaches, ransomware, data theft, or
targeted disruption of digital services. The
process spans the full lifecycle from early
detection and triage through containment,
recovery, and post-incident review, and it
involves coordinated work by parliamentary
IT teams, security officers, legal advisers,
communications staff, and senior leadership.

Guidance developed for public institutions
stresses the importance of preparation by asking
whether the organisation has clearly identified
critical systems and data, has maintained
business-continuity and disaster-recovery

plans, and operates a current, tested incident
response plan. Parliaments are also urged to
examine whether service-provider contracts
cover security incident reporting and
response, whether internal monitoring can
reliably detect abnormal activity, whether

legal reporting duties are understood, and
whether public-communications arrangements
are in place for managing the political and
reputational dimensions of a cyber crisis %,

Communication responsibilities and incident
response plan

Public-sector cyber guidance highlights the
need to assign, in advance, responsibility for
drafting, approving, and delivering messages
about an incident, as well as defining which
channels - press, institutional website,
social media, hotlines - will be used to reach
different audiences. For parliaments this is
particularly important, because poorly managed
communication can fuel misinformation

about the integrity of legislative processes or
elections-related activity, so clear roles and
structured channels help maintain trust while

technical teams work on containment and
recovery %,

A parliamentary incident response plan
typically covers preparation, identification and
classification, containment, eradication and
recovery, and post-incident learning, supported
by governance, legal, communication, and
third-party coordination elements. Each phase
is translated into concrete parliamentary
responsibilities: defining who declares an
incident, how sittings or remote access are
protected, how evidence is preserved for
oversight or law-enforcement purposes,

and how lessons are fed back into rules of
procedure and security standards.

Preparation, identification, containment,
recovery, and improvement

Preparation in a parliament means designating
and training a multidisciplinary incident
response team that understands both technical
systems and parliamentary procedures,
clarifying decision-making authority, and
maintaining secure contact lists and escalation
paths for members, staff, and external partners.
Regular exercises - such as simulated attacks
on remote-voting platforms or member email -
help test assumptions, refine communication
protocols, and ensure that legal and regulatory
obligations, including notification duties under
regimes like the NIS2 Directive or GDPR where
applicable, are integrated into the plan.

Parliaments must define, in their own
context, what qualifies as a cyber incident
requiring formal activation of the response
plan - for example, compromise of member
mailboxes, disruption of live streaming,

or manipulation of legislative documents.
Detection typically relies on monitoring
tools, security operations centres, and user
reports, and early classification of severity -
based on institutional impact and potential
public consequences - helps prioritise which
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functions (plenary, committees, digital voting,
public information) are protected or restored
first®4

In the containment phase, parliamentary
technical teams may isolate affected systems,
segment networks, or shift temporarily to
alternative channels for essential business
while ensuring that digital evidence is
preserved for forensic and oversight purposes.
Because parliaments operate in a highly visible
environment, controlling the internal and
external flow of information about the incident
is critical; unmanaged leaks or contradictory
messages can undermine both containment
efforts and public confidence %%,

Once an incident has been contained, attention
turns to identifying root causes - such as
phishing, misconfiguration, or supply-chain
compromise - removing malicious artefacts,
closing vulnerabilities, and restoring systems
and data supporting legislative activity. For
parliaments, this also means verifying the
integrity of legislative records, agendas,

and voting systems before returning them

to service, monitoring for reinfection, and
strengthening controls to reduce the likelihood
of recurrence *,

Post-incident analysis in a parliament

should be rapid and structured, producing

an after-action report that evaluates what
worked, what failed, and how procedures,
tools, and governance arrangements should
change. Findings are normally reported

to parliamentary leadership and, where
appropriate, shared within inter-parliamentary
or sectoral networks so that lessons contribute
to wider democratic resilience, while metrics
such as time to detect, contain, and recover
inform future risk-management decisions %,

An effective parliamentary incident response
regime is anchored in clear governance, legal
alignment with applicable frameworks (such

as the NIS2 Directive or the Cyber Resilience
Act in the EU), and structured cooperation with
external providers and national authorities.
Pre-defined communication strategies,
contractual clauses on incident handling, and
key performance indicators create a framework
where parliaments can respond to cyber
incidents in a way that protects institutional
integrity, satisfies oversight and regulatory
expectations, and sustains public trust in the
democratic process®.

Conclusion

Parliaments today operate within one

of the most complex cybersecurity

and regulatory environments of any
public-sector institution. As this chapter
demonstrates, compliance is no longer
merely a matter of meeting technical
checklists but a strategic and institutional
responsibility directly tied to democratic
legitimacy, public trust, and the continuity
of constitutional functions. The evolving
regulatory landscape - from the NIS2
Directive and GDPR in the EU, to NIST
CSF, ISO/IEC 27001, COBIT 2019, and
outcome-based models like the UK's
CAF - reflects a global transition toward
adaptive, risk-informed approaches

that allow parliamentary institutions to
evolve in step with emerging threats, new
technologies, and geopolitical pressures.

A central theme running through these
frameworks is the need for continuous
improvement and iterative assessment.
Parliaments must regularly re-evaluate
their risk posture, governance
arrangements, asset inventories, and
security controls, ensuring policies
remain current and capable of addressing
sophisticated threat actors who target

legislative institutions for espionage,
disruption, or information manipulation.
This adaptive mindset is reinforced by
international standards such as ISO/
IEC 27001 and 27005, which anchor
risk treatment in a cycle of planning,
implementation, evaluation, and
refinement.

Minimum cybersecurity baselines -
covering governance, asset management,
identity and access control, patching,
monitoring, continuity planning, and
vendor risk - serve as the essential layer
upon which more advanced capabilities
must be built. Because parliaments

are high-value targets with unique
exposure to state-sponsored operations,
politically motivated intrusions, and
disinformation-driven campaigns,

they cannot rely on ad-hoc or siloed
approaches. Instead, they require
institution-wide, well-documented, and
regularly tested controls that ensure
resilience even during major incidents.

This chapter also makes clear that
compliance and regulatory alignment
must be embedded within parliamentary
governance structures®, Effective
cybersecurity committees, clear

role definitions, regular reporting,

and strategic oversight mechanisms
ensure that elected members remain
accountable stewards of the digital
infrastructure supporting legislative
activity. These governance arrangements
provide not only technical assurance

but also democratic assurance:
demonstrating to citizens that their

institutions are equipped to safeguard the

integrity of debates, records, voting, and
public communication.

Finally, incident response stands as

a critical component of regulatory
compliance and institutional resilience.
As cyber incidents become more
sophisticated and more disruptive,
parliaments must maintain
well-rehearsed response plans, ensure
legal reporting duties are met, and
manage public communication with
clarity and consistency. The lessons
learned from incidents must feed directly
into policy updates, risk registers, budget
planning, and training programmes,
creating a virtuous cycle in which

each disruption strengthens long-term
resilience.

In sum, the regulatory and compliance
landscape for parliaments is not static but
dynamic, interdependent, and increasingly
demanding. To meet these obligations,
parliaments must cultivate a culture

of security grounded in governance,
informed by risk, supported by standards,
and sustained through continuous
improvement. By doing so, they uphold
not only the confidentiality, integrity, and
availability of their systems but also the
democratic values and public trust upon
which their legitimacy depends.
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< part III >

// Emerging
technologies in
cybersecurity

Chapter 9
AI and cybersecurity

Author: Leonidas Kallipolitis

Introduction

Following the rapidly evolving developments
of Al, parliamentary operations cannot stay
behind in embracing the opportunities it offers
for innovation and democracy promotion.
Guidelines for Al in Parliaments™ presents
various parliamentary aspects that can
greatly benefit from Al assistance. Document
summarisations, transcription of speeches,
and fast search and analysis of parliamentary
archives and legal documents, as well as
automated legislative drafting, are some key
examples. Moreover, Al-powered tools can
be also used to enhance the cybersecurity
maturity of parliaments by supporting not
only IT personnel but also general staff and
MPs. However, being inherently based in

IT technologies, Al exposes a whole new
area of possible weaknesses and loopholes
that increase the attack surface of the

digital infrastructure of a parliament and
adds additional challenges towards the

goal of ensuring cybersecurity and cyber
resilience. Ethical considerations of Al usage
and structured planning of its integration in
parliamentary settings also present significant
challenges that must be addressed carefully.
This chapter explores the cyber threats
stemming from Al adoption, presents Al-
powered security tools, and outlines a set

of guidelines for implementing Al-based
cybersecurity following an ethical, structured
approach that safeguards democratic and

political operations taking place in parliaments.

The rapid spread of Al-driven activities in all
kinds of digital workflows has revealed a new set
of cyber threats, mainly emerging from flaws that
can be found in the most prominent forms of Al

manifestation nowadays, i.e. in Large Language
Models (LLMs) and agentic Al.

Emerging cyber threats

LLMS are trained on massive amounts of
data to understand, generate, and process
human language. They respond to human
prompts by generating text responses based
on the knowledge body on which they have
been trained. In a parliamentary context, an
LLM could play the role of a stenographer
that automatically transcribes speeches of
MPs; a librarian that searches and analyses
historical records to produce rapid answers
for researchers; a smart secretary that quickly
sends drafts, debates, or other documents

to specific groups of involved people; or a
lawmaker assistant drafting bills, summarising
decisions, and highlighting key points of a law
proposal.

The benefits of such Al-enabled helper
processes are evident, but underlying attack
techniques that could compromise these LLM-
based systems must raise concerns in their
adoption:

« Prompt injections, where attackers execute
specially crafted rogue prompts designed to
make the model behave in an unexpected
way by producing misleading or dangerous
responses. Hidden instructions attached to
templates, notes in drafting guides, or even
footnotes in documents used to formulate
guestions in the lawmaker assistant module,
mentioned above, could result in hidden
obligations no one asked for, inverted
priorities, or subtle phrasing that could
jeopardise the meaning of legislation and
cause unpredictable effects in the affected
domain.

» Sensitive data leakage, during which the
model accidentally reveals or is tricked
into revealing personal or other sensitive
information in its answers. The smart Al




secretary seems a helpful utility on the
surface, but a compromised version of it
could also serve copies of sensitive or even
top secret information to external actors,
thus potentially endangering national
security.

« Training data poisoning, which involves
tampering with training data aiming at
corrupting the model to produce biased,
unreliable outcomes that can be hard to
distinguish. Altering or cunningly restricting
the training dataset of the fictitious Al-based
librarian could lead to retrieval of historical
archives favouring one particular view on
a subject matter or serving a limited list of
resources for an inquiry by researchers who
might wrongly assume that they have the
whole catalogue.

= Vulnerabilities in the supply chain, which
include security issues with third parties
used to acquire training data, fine-tune
model parameters, or deploy the models.
All aforementioned examples of LLM-based
helpers could potentially suffer from such
vulnerabilities, if for example the software
libraries that they use turn out to be insecure.

= Other risks, which include improper output
handling (giving away LLM output to other
systems without validating), misinformation
(often referred to as hallucination, where
LLM generates information that seems
accurate but is totally fabricated), and
model denial of service (overloading of the
model with resource-intensive requests
that result in unbounded consumption of its
resources, ending up in service disruptions
and financial losses). A few more threats are
included in the identified open worldwide
application security project (OWASP) Top 10
for LLM Applications ™

Agentic AI — autonomous intelligence
and risks

Agentic Al goes further than LLMs in the
offered automation level by operating
independently and employing reasoning,
planning, and autonomous acting in order to
achieve given goals. Unlike LLMs, it does not
require human supervision and prompting,
but rather executes its strategy without
intervention via the use of Al agents which
are capable of planning, learning, performing
actions, and ultimately adapting to context
and circumstances in changing environments.
Following the previous examples, the smart
Al secretary, implemented as an agentic

Al module with multiple agents, could

have access to all kinds of parliamentary
documents, archives, and schedules in order
to fulfil a broader goal than just circulating
documents, for example it could be instructed
to optimise parliamentary procedures.

Since agentic Al builds on top of LLMs,

it is also vulnerable to similar threats but
increased autonomy also brings further
security implications. For example, an agentic
Al secretary could be goal-hijacked to exfiltrate
sensitive data by leveraging data processing and
network tools; this way it can potentially expose
not only data given to it (as input for its initial
goal) but also sensitive information maliciously
collected from other sources (e.g. MPs' personal
document repositories or classified committee
proceedings). Further risks of agentic Al usage
include new or variations of existing threats'®,
these major ones among them:

= Memory poisoning, involving malicious data
injections to the agents’ context in order
to mislead them. For example, an Al agent
taking minutes or tracking amendments on
an introduced bill could receive corrupted
or manipulated data, causing legislators
to discuss or even vote on inaccurate
procedural information.

« Tool misuse, occurring when agents
misuse their integrated tools to execute
unintended actions, like wrongly scheduling
appointments, prematurely releasing drafts,
or mixing up daily agenda items.

« Privilege compromise, allowing agents
with elevated permissions to perform
unauthorised actions or get access to
restricted data. This could mean that such
agents could access restricted documents
and expose confidential information that
could inadvertently harm deliberations.

= ldentity spoofing and impersonation, where
attackers exploit authentication flaws to
impersonate Al agents or human users
and gain unauthorised access to important
parliamentary processes like voting or official
dissemination channels, which could seriously
compromise legislative work outcomes.

» Human manipulation, including
communication between Al agents and
humans that exploits trust to gain more
autonomy or spread misinformation. For
instance, biased interpretation of bill drafts
or subtly changed automated summaries of
debate proceedings, produced by a helper
Al agent, could alter the perception of an MP
before voting.

AI abuse for attacks

Exploiting cybersecurity threats that target

the implementation or deployment of LLMs and
agentic Al is not the only method cybercriminals
employ to achieve their purposes. Using

the same type of Al-based tools to boost
“traditional” cyber-attack techniques offers

a great opportunity to craft sophisticated
attacks with considerably less effort. ENISA
Threat Landscape 2025 reports that 80% of
phishing attempts, which remains the primary
initial entry vector for attackers, are based on
Al-generated content. The latest major forms of
Al-generated misinformation include deepfakes
and voice cloning ™4,

A deepfake is defined as “the manipulation

or artificial generation (synthesis) of audio,
video or other forms of digital content to make
it appear that a particular event occurred, or
that someone behaved or looked differently
than they actually did"™. Voice cloning is a
currently used subset of deepfake which focuses
on replicating a real person’s voice with striking
accuracy, creating speech that convincingly
mimics the original speaker’s tone, cadence,

and emotion. These two techniques blur the
distinction between authentic and fabricated
communications and form the basis for a wide
range of attacks, including impersonation scams,
spread of misinformation, and bypassing of multi-
factor-authentication schemes (e.g. unlocking
mobile phones).

A phone call from a voice-cloning bot,
impersonating an MP urgently asking for
some classified documents on a new piece of
legislation, could trick a member of the MP’s
team into sending the files to a malicious third
party, or a voice-cloning bot could share fake
opinions of the impersonated MP to legitimate
groups who can affect policy making. Real-
world cases of deepfakes include the recent
deepfake video ™ falsely showing the UK's
Conservative MP George Freeman defecting
to Reform UK. The case is a worrying example
of political misinformation spread on social
media and is currently (October 2025) being
investigated by the UK police. Another case
of voice cloning was the fake robocall™
impersonating the United States’ former
president Joe Biden in January 2024 during
the New Hampshire primary elections, where
the “false” Biden urged Democrats not to vote
in the elections. The voice-cloning deepfake
produced confusion among voters, and a
federal investigation ended up in a telecom
company being fined USD 1 million for its role
in allowing the calls through “spoofed” phone
numbers. These examples show how synthetic
media and deepfakes can severely disrupt
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or influence operations in a parliamentary
context, thus highlighting the need to take
precautionary measures against such
malevolent actions.

AI-assisted cybersecurity

Despite the risks, using Al-powered tools

to enhance cybersecurity capabilities in
parliaments is a much researched and
promising way to defend against the evolving
threats. Current solutions include automated
continuous vulnerability assessments, adaptive
incident detection, Al-assisted response to
attacks, and more effective protection from
phishing and data leaks. Such solutions

can help raise cybersecurity maturity in

the complex environment of parliaments,
taking into account cultural resistance to
changes affecting traditional workflows and
autonomy. More specifically, Al-powered
phishing protection in existing communication
systems (emails, internal comms, etc.) can
analyse linguistic (e.g. urgency) and visual
(e.g. malformed brand logos) elements to
detect phishing attempts and protect users
without interfering with their standard usage
of the communication system, i.e. the way they
handle their emails. Similarly, Al-enabled data
loss prevention tools can gently alert users
trying to share sensitive information to external
stakeholders, for example by displaying
confirmation messages before sending the
information. This way, users can be gradually
educated on the possible dangers of sharing
information and develop the skills to safely
handle sensitive information.

Apart from these user-facing solutions,
parliaments’ IT teams can also greatly benefit
from Al-based tools in their effort to handle
diverse equipment and user devices, which
more often than not are difficult to change

or interfere with. Automated asset discovery
combined with continuous vulnerability
assessment can provide valuable assistance

in maintaining a complete catalogue of
connected devices like the MPs' and staff's
mobile phones and identifying critical
vulnerabilities or misconfigurations that must
be prioritised and handled accordingly. The
handling process is another aspect that can
be accelerated via Al, through automated
patch and configuration management, which
can proactively maintain a high level of cyber
hygiene without disrupting normal user
workflows. In the field of infrastructure security
monitoring, security-information and event-
management systems can be enhanced with
Al-enabled behavioural analytics to learn
normal activity patterns and detect anomalies,
such as raising an alert on a user account who
unusually accesses sensitive documents at
night or detecting nominal, yet unusual, traffic
towards specific websites from some internal
workstations. This way, smaller IT teams can have
increased situational awareness, better incident
detection capabilities, and reduced workload by
offloading cumbersome and repetitive tasks like
security alert triage to Al modules.

The aforementioned Al-powered cybersecurity
tools and processes present unobtrusive

ways of safeguarding existing habits and user
workflows rather than imposing new rules or
replacing existing technologies. Parliament
staff and especially MPs should not be
required to become cybersecurity experts or
remember rules. They should get assistance
to build good habits that will protect their own
digital activities and in turn the parliament'’s
cybersecurity maturity. Such a transition
should be guided by some key implementation
principles (Figure 9.1):

- Seamless integration: Embedding Al
tools into current systems used by MPs and
parliament staff should follow a seamless
integration approach that complements
existing systems and tools and does not
require extra platforms and their intrinsic

learning burden. A gradual rollout of new
assistive Al tools could also help achieve
this goal and ensure user comfort during
changes.

Explainable Al: As a key enabler of
successful Al assistance, every Al-driven
action or suggestion must be accompanied
by an explanation that can be easily
understood by users (e.g. “email blocked
due to detected malicious attachment”).
Explainability not only increases trust in
deployed Al solutions but also preserves
transparency and soundness of parliamentary
operations among political parties.

Cyber
Threats &
\/ulnerabilities

Parliament staff
& MPS at risk

Seamless Integration

Gradually embed Al
into current systems

Explainable AT

Provide understandable
explanations for actions

Data Sovereignty and Privacy: Deployment
of Al tools must ensure control of data
sovereignty, taking into account the criticality
and sensitive nature of information shared
within and outside parliaments. Rigorous
documentation of Al systems, testing in
isolated environments before being put to
production and self-hosted deployment
options are the main factors contributing

to secure data management and privacy
preservation.

Enhanced
Cybersecurity
Posture

Parliament digitally
secure and mature

Data Sovereignty

Ensure control of
sensitive information

Figure 9.1: Transition to Al-assisted cybersecurity (source: Leonidas Kallipolitis)
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Human judgement must be enhanced

rather than be replaced by Al tools so as

to help parliaments gradually strengthen

their cybersecurity posture and increase

their resilience to cyber threats without
jeopardising transparency and trust by the
involved parties and the general public. The
latter is also increasingly using Al to craft
their communications to the politicians, which
could result in a future of Al-to-Al interactions
of increasing length and sophistication

with dubious outcomes and unpredictable
repercussions for democratic dialogue and
public scrutiny. Developing an implementation
roadmap based on the mentioned principles
could serve as a structured approach towards
Al-powered cybersecurity in parliaments. The
overall goals must be to ensure transparency,
accountability, and preservation of a human-in-
the-loop approach in parliamentary activities
so as to safeguard social and political stability.

Conclusion

Al is rapidly reshaping the technological
foundations of parliamentary work,
offering unprecedented opportunities for
efficiency, accessibility, and analytical
power. From automating research

and summarising debates to assisting
with cybersecurity monitoring, Al has

the potential to significantly enhance
democratic processes and strengthen
institutional resilience. Yet, as this chapter
has demonstrated, these benefits come
with profound risks that parliaments must
confront with foresight, governance, and
ethical clarity.

The vulnerabilities inherent in
contemporary Al systems - prompt
injection, data leakage, model poisoning,
supply-chain exploits, and the broader
class of threats captured in the OWASP
Top 10 for LLM Applications - highlight
that Al systems are not neutral helpers
but complex digital infrastructures

that can be manipulated in harmful

ways. Agentic Al, with its autonomous
decision-making capabilities, compounds
these risks by introducing new pathways
for goal hijacking, memory poisoning,
privilege escalation, impersonation, and
subtle forms of human manipulation. In an
institution where decisions shape national
policy and democratic legitimacy, such
vulnerabilities translate directly into risks
for public trust, institutional integrity, and
even national security.

At the same time, Al is becoming a
powerful accelerant for traditional
cyber-attacks. Deepfakes, voice cloning,
and Al-generated phishing campaigns
are already being used to mislead the

public, impersonate political figures,
and compromise critical communication
channels. Real-world incidents involving
elected officials demonstrate how easily
synthetic media can distort political
narratives, sow confusion, and erode
trust in democratic institutions. These
threats underscore that Al is not only an
operational challenge but a societal one,
reshaping the information environment
in which legislatures operate.

Despite these challenges, Al-enabled
cybersecurity tools offer significant
opportunities for parliaments seeking

to strengthen their defensive posture.
Machine-assisted vulnerability discovery,
adaptive threat detection, automated
patch management, and behavioural
analytics can dramatically increase
situational awareness and response
capacity. Especially in parliamentary
environments, where technical teams are
small, heterogeneous device ecosystems
are hard to standardise, and political
workflows cannot be easily interrupted.
When thoughtfully deployed, these tools
can raise cybersecurity maturity without
imposing additional burdens on MPs

or staff, preserving the usability and
accessibility of digital systems while
increasing protection.

To harness the benefits of Al while
mitigating its risks, parliaments must
establish a principled implementation
roadmap rooted in transparency,
accountability, data sovereignty, and
human-in-the-loop decision-making.

Al systems must integrate seamlessly
into existing tools, provide clear and
understandable explanations for their
actions, and operate under strict controls

that safeguard sensitive legislative

data. Moreover, these systems must

be designed to support - not replace -
human judgement, ensuring that political
decision-making remains grounded in
democratic accountability rather than
automated inference.

In sum, Al represents both a
transformative opportunity and a
strategic challenge for parliamentary
cybersecurity. Its adoption must be
deliberate, ethically informed, and aligned
with the values that underpin democratic
governance. By combining robust
security practices, adaptive governance
frameworks, and careful technical
implementation, parliaments can build

an Al-assisted cybersecurity posture that
enhances resilience, protects institutional
integrity, and strengthens the democratic
processes they exist to uphold.
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Chapter’10

Information
security

Author: Leonidas Kallipolitis

Introduction

Information security refers to all measures and
policies applied to protect sensitive information
in printed, electronic, or any other form, from
unauthorised access, use, disruption, alteration,
or disclosure. This concept is often referred to as
safeguarding the "CIA Triad’, i.e. confidentiality,
integrity, and availability of information. The
application of an information security policy
ensures an organisation’s operational capacity
to achieve its business objectives, strengthens
the trustworthiness of its processes and
business offerings, and increases its resilience
against threats and unforeseen incidents that
can disrupt operations. Based on a well-defined
governance and risk-management process
(Chapter 5), all information of an organisation
(existing and newly created) must be initially
identified, categorised, and classified. This helps
determine its importance to the organisation

so the appropriate protective measures can

be taken, whether organisational, technical, or
physical. Common protection mechanisms are
based on establishing multiple layers of security
controls, abstracting or hiding critical information,
and using encryption. It is, however, important

to ensure that applied measures do not burden
daily operations or jeopardise transparency of
activities, especially in a parliamentary context
where not only is information security important
for the organisation itself but it can also
influence wider national and societal aspects.
The following paragraphs present best practices
and key considerations that must be taken into
account by parliamentary bodies for effective
protection of sensitive information.

Parliamentary information and
sensitivity

Parliamentary data includes a wide range

of information that covers legislative work,
political and party-related information, and
internal parliamentary administrative and
operational information, as well as citizen-
originated data. Even though openness and
transparency are key safeguards of democratic
processes and public scrutiny, the protection
of sensitive information managed within
parliaments is of utmost importance. Examples
of such information include:

 Draft bills and supporting material - such
as expert reports, stakeholder opinions,
scientific studies, and even internal
government or party notes - whose leakage
or tampering could reveal negotiation
positions, subtly inject malformed clauses
into new bills, or manipulate public polls or
the results of scientific reports.

» Internal communications between MPs,
committees, and party members through
notes, memos, or electronic communications,
which could disclose strategic information,
leading to public misinformation, political
scandals, and ill-formed communications
with external stakeholders.

- Personal data of citizens and other public
stakeholders issuing questions or complaints
to parliament members. Exposing such
information would be a violation of personal
information protections regulations like the
European Union’s GDPR™,

- Administrative data and operational
information handled within parliamentary
environments such as personnel and
external contractors’ data, IT infrastructure
status and logs, security clearances, and
access records. This data is susceptible to
insider threats and supply chain attacks that
can offer an entry point for more impactful
attacks, as mentioned in the points above.

However, apart from sensitive information
handled within parliaments, lots of data
generated during a legislature’s operations
contain public information that is important
for ensuring transparency of activities and
accountability of MPs and the parliamentary
institutions as a whole. Legislative procedures,
voting results, minutes of plenary sessions,
transcripts of speeches, parliamentary
questions and reports, MPs' activities,
committees’ composition and session
proceedings, and general text, audio, and video
archives constitute information that should

be easily accessible to the general public.
Prominent ways of exposing such information
are open data portals like the European
Parliament’s open data portal™®, the United
States’ open data site™, and the UK's House of
Commons Library™.

Balancing transparency with security is
therefore a core challenge. Leaked sensitive
information might be valuable to hackers,
foreign governments, hacktivists, or other
threat actors that can use the leaked
information to disrupt national operations,
interfere with societal or governmental
mechanisms, or even lead to life threatening
actions. Taking into account these risks,
parliaments should be governed by a data
management framework which will identify,
classify, and protect sensitive information
without compromising effectiveness of
parliamentary services.

Data access control and cryptography

Setting up a data access control mechanism

is a step of paramount importance for an
effective information security policy. In a
parliamentary context, where flexibility, user
autonomy, and distributed control are common
requirements, the main access control

models used are role-based access control
(RBAC) and discretionary access control
(DAC). RBAC is based on the definition of

roles that have access to specified resources
and data, in accordance with their role and
duties. It is suitable for dynamic environments
with frequent personnel changes, such as
parliaments, because administrators can easily
grant multiple permissions simply by adding a
new user into the appropriate role. Therefore,
newly appointed staff members, MPs, and
other members can assume responsibilities in
an easy and controlled manner. In parallel, DAC
allows owners of special or private information
to specifically define access to this information,
for example a temporal committee chair might
provide access to the committee’s portfolio
only to the assigned committee members. Both
of these methods rely on well-defined roles and
responsibilities, accompanied by documented
permissions and processes for role assignments,
as well as for role revocations. A key goal of
these access control measures is to allow the
required flexibility for a frequently changing
parliamentary user base, while ensuring that the
“least privilege” (only having the minimum level
of permissions required to perform one's duties)
principle is applied.

It is worth noting that mandatory access
control (MAC) is another model used for
highly sensitive data, for which access must
be managed with the highest strictness due to
the nature of the protected data for the state or
national security. It is mostly used in restricted
environments like military premises but might
also be applied in information generated

by a parliamentary service (e.g. national
security information or critical infrastructure
controls). Top Secret, Secret, and Confidential
are commonly used classifications of data
managed under a MAC system.

Having defined the access control system

of managed data, parliament authorities can
then define mechanisms to protect data
confidentiality, integrity, and availability (CIA
triad).
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« Confidentiality refers to privacy preservation
of sensitive information when stored or
transmitted across a communication
network, i.e. preventing unauthorised reading
of stored information or stealing information
while it is being sent to another system.

« Integrity ensures that data is not modified
without authorisation. Original data should
remain exactly the same whenever accessed,
i.e. after being stored at a permanent storage
location or when transmitted between two
systems.

« Availability refers to timely, uninterrupted
access to information items by authorised
subjects, i.e. authorised users or systems
should be able to access data whenever they
request it.

Cryptography is the key enabler of effective
implementation of the CIA principles.
Cryptographic techniques aim at obfuscating
or coding data in a complex way that ensures
that only authorised users can access their
original form. This process is based on the

use of encryption algorithms (mathematical
processes) that scramble data based on
cryptographic keys whose owner is the only
person (or system) able to decrypt and read

it. Encryption of data stored or transmitted
converts real data to unreadable “ciphertext”
and ensures confidentiality. For example,
classified information exchanged between
MPs during the negotiation phase of a new bill
via the parliament’s internal Wi-Fi network is
protected from malicious interception when
transmitted encrypted since interceptors would
not be able to read it even if they managed to
get access to it. Similarly, digital signatures, a
concept based on cryptographic technologies
(e.g. hash functions), ensure data integrity by
verifying that exchanged electronic documents
have not been changed while in transit,
ensuring the integrity and authenticity of, for
instance, electronically signed legislative drafts.
Availability is also ensured by cryptography,

primarily via its role in implementing secure
authentication mechanisms and indirectly
through making sure that encrypted backups
of data are safely stored and protected from
threat factors so that they can be used to
restore availability after disruptive events
(cyber-attacks, system failures, or other
threats).

A major consideration for the successful
implementation of cryptography towards CIA
preservation is the effective cryptographic key
management. The keys must be kept secure
and access to them should be logged so as

to ensure accountability (i.e. knowing who
accessed a key can identify potential leaks
derived from the key’s usage). Best practices in
key managements include physical protection
of the keys, storage in a place different from the
one in which the encrypted data resides, and
enforcement of split knowledge, i.e. separation
of a key in parts and distribution in different
individuals so that collaboration of all parties is
required in order to recreate and use the key.
In parliaments, people who have knowledge of
important keys might change more frequently
than in other organisations. Therefore, keys
must be changed and all encrypted materials
must be re-encrypted with the new keys when
these individuals are called off their duties.

Relying on professional and scientifically sound
implementation of cryptographic concepts

is critical for guaranteeing the effectiveness
of cryptography in safeguarding information.
Therefore, cryptographic strategies applied

to protect parliamentary data and processes
must adhere to modern standards, best
practices, and guidelines and be continuously
monitored and revised to stay up to date with
technological developments and scientific
breakthroughs. Main references for the
requirements of sound cryptographic controls
and relevant security measures are published
by NIST™, ENISA™, OWASP™, and Center

for Internet Security (CIS) ™. Based on these,
parliaments should develop policies and
minimum requirements covering:

« Approved cryptographic software and
hardware to be used by staff and MPs

« Standardised cryptographic algorithms to
encrypt sensitive data

« Secure generation, storage, and
management of cryptographic keys

« Encrypted communication protocols for
information exchange

« Encryption requirements/settings for storage
media (databases, PCs/laptops, mobile
phones, portable storage devices, etc.)

Post-quantum cryptography

One of the biggest challenges dictating
regular assessments and updates of
cryptographic strategies is the expected leap
in quantum computing and its implications on
cryptographic technologies. The availability of
large-scale quantum computers would pose a
serious threat to most of the currently deployed
cryptographic systems which could have their
keys broken, resulting in serious compromise
of the integrity and confidentiality of protected
information. This can be possible because of
the totally different laws of physics that apply
to quantum computers (quantum mechanics)
which enable them to perform rapid parallel
computations in unimaginable speed when
compared with current typical computers.

Cryptography in use nowadays (primarily
based on symmetric/asymmetric encryption
algorithms) relies on the assumption that the
problem of calculating the used cryptographic
keys requires an extremely long time to solve,
therefore the protected systems are practically
unbreakable. Quantum algorithms can,
however, solve some of these (mathematical)
problems in a short time, thus severely
challenging the latter assumption. "Any
information that has been encrypted, or will

be encrypted using many of the industry’s
state-of-the-art cryptosystems based on
computational hardness, is now under threat
of both eavesdropping and attack by future
adversaries who have access to quantum
computation”™,

To address this challenge, post-quantum
cryptography (PQC) schemes are currently
under research in order to provide quantum-
resistant cryptographic algorithms and
pathways of integrating them with current
digital equipment and IT systems. Notable
results of this work are the approved NIST
standards for PQC™, which include a quantum-
resistant cryptographic scheme for general
encryption and three algorithms for digital
signatures.

Preparing digital parliament environments for
this future threat must be considered carefully,
due to the nature of parliamentary sensitive
data whose confidentiality may need to be
preserved for decades. Adversaries could
already be collecting encrypted data today and
keeping it in the hope of decrypting it when
quantum computers become available.

Therefore, a PQC adoption roadmap must

be pursued by parliaments and relevant
institutions so as to put in place future-proof
data protection mechanisms. Regulations

like the Cyber Resilience Act™ and Quantum
Computing Cybersecurity Preparedness Act™
push forward the design of such a roadmap
for national authorities and should be closely
monitored for the emerging standards and
implementation acts.
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Conclusion

Information security remains a
foundational pillar of parliamentary
resilience, shaping how legislatures
protect the confidentiality, integrity,

and availability of the data that
underpins democratic processes.

As this chapter demonstrates,
safeguarding parliamentary information
is not a purely technical exercise but a
multidimensional responsibility deeply
connected to constitutional duties,
national security, and public trust. The
diversity of parliamentary data - from
draft legislation and sensitive political
communications to personal citizen
records and administrative information -
requires tailored protections that balance
openness with security. Achieving this
balance depends on effective information
classification, structured governance,
and the consistent application of mature
security controls.

Robust access-control models - RBAC,
DAC, and in some cases MAC - ensure
that information is accessible only

to those with a legitimate need to

know, helping parliaments maintain
flexibility in dynamic environments while

supporting the principle of least privilege.

Cryptography strengthens these controls
by enabling secure communication,
ensuring document integrity, and
supporting availability through securely
stored, encrypted backups. Yet
cryptographic protections are only as
strong as the governance surrounding
key management. The rapid turnover

of parliamentary personnel means that
key lifecycle management, auditability,
and adherence to established standards

from organisations such as NIST, ENISA,
OWASP, and CIS are essential for
maintaining security across time and
institutional change.

At the same time, the chapter highlights
the growing importance of preparing

for a post-quantum future. Quantum
computing threatens to break many

of today's widely used cryptographic
algorithms, potentially exposing sensitive
parliamentary archives that must remain
confidential for decades. Because
adversaries may already be collecting
encrypted material for future decryption,
parliaments must act proactively by
monitoring emerging standards, such

as NIST's post-quantum cryptography
schemes, and by developing transition
roadmaps aligned with regulatory
requirements like the Cyber Resilience
Act and the Quantum Computing
Cybersecurity Preparedness Act.

Ultimately, effective information security
in a parliamentary context requires more
than technical safeguards: it demands
institutional alignment, continuous
evaluation, and a culture that recognises
the centrality of secure information flows
to democratic integrity. By embedding
classification frameworks, strong access
control, cryptographic best practices,
and forward-looking strategies into their
governance structures, parliaments

can ensure that sensitive information
remains protected, public transparency
is preserved, and trust in democratic
institutions is upheld
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Chapter 11

Technological and
political transition

Author: Vasilios Alexiou

Introduction

Political transitions generate heightened
cybersecurity risks that directly affect

the continuity, legitimacy, and resilience

of democratic governance, making them

a core concern for parliaments. During
periods of leadership change, elections, and
crises such as wars, coups, or large-scale
natural disasters, vulnerabilities in critical
infrastructure, electoral management systems,
parliamentary ICT networks, and emergency
response mechanisms are more easily
exploited by hostile state and non-state actors,
including through hybrid and disinformation
operations. Within this context, parliaments
bear responsibility for providing strategic
oversight of the security sector, updating legal
frameworks, and ensuring that cyber resilience
requirements extend to electoral technologies,
critical infrastructure operators, and public
administration so that democratic processes
remain secure, transparent, and trusted under
stress. This analysis is therefore positioned

as a contribution to parliamentary debate

and committee scrutiny on how legislative,
budgetary, and oversight tools can be used to
harden national cyber defences and electoral
integrity specifically during politically sensitive
transitions and emergencies.

Cybersecurity during political shifts

Cybersecurity during political shifts must
be understood as a core dimension of
parliamentary stability and democratic
continuity rather than a purely technical
concern of the executive branch. Periods of

electoral change, government formation, or
leadership crisis expose parliaments to a
combination of cyber, physical, and information
threats that can disrupt legislative work,
compromise sensitive data, and erode public
trust in representative institutions ™,

When parliamentary composition changes
after elections, the arrival of new members

and staff, combined with the departure of
others, can create a fluid environment in

which access rights, information flows, and
informal communication practices are in flux.

If accounts are not deactivated promptly,
devices are not properly reassigned, or
working materials are moved to personal
storage, the institution faces heightened risks
of accidental data loss, intentional leaks, or
unauthorised access by former insiders. At

the same time, external adversaries frequently
exploit the confusion of a political transition to
launch targeted phishing campaigns, distribute
malicious attachments masquerading as
official instructions, or attempt to compromise
parliamentary email and collaboration
platforms. For these reasons, parliamentary
administrations need clearly defined processes
for identity and access management at the
moment of transition, strict guidance on
document archiving and handover, and reliable,
verified communication channels through
which leadership and services can contact
members without creating further attack

su rfa ce 120,121,122, 123'

In parallel, episodes of protest, constitutional
tension, or broader regime crisis expose
parliaments to more overt forms of digital
confrontation, frequently crossing the
boundary between cyber operations and
political contention. Hacktivist collectives,
politically motivated groups, or foreign actors
may treat parliamentary websites, streaming
services, and information portals as symbolic
targets, seeking to deface pages, interrupt
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broadcasts, or publish stolen correspondence
to discredit the institution. In highly polarised
contexts, information interference and
disinformation campaigns can fabricate
statements attributed to parliamentary
figures, misrepresent voting outcomes, or
manipulate clips of debates to deepen mistrust,
making it harder for citizens to distinguish
authentic parliamentary communication from
forgeries. To remain functional under such
pressure, parliaments require crisis-ready
incident management structures, technical
capacity to maintain essential digital services,
and a communication strategy that uses
authenticated online channels to provide
timely, accurate information about sittings,
decisions, and institutional positions 1201212412

The broader governance role of parliaments
during political shifts extends beyond the
protection of their own networks to the shaping
of national cyber resilience frameworks

and election-related safeguards. Through
legislation, budgetary authority, and oversight
of the security sector, parliamentarians
influence how states implement instruments
such as the Network and Information Systems
Directive, cyber-resilience legislation, and
sectoral security strategies that determine the
minimum level of protection for critical services
and electoral infrastructure. Committees
responsible for security, digital affairs, and
constitutional matters can use hearings,
inquiries, and reporting requirements to
scrutinise how governments manage cyber
threats during transitions, ensuring that
emergency measures remain proportionate,
transparent, and compatible with human
rights obligations. In this sense, strengthening
parliamentary cyber security during periods of
political change is inseparable from reinforcing
its capacity to exercise informed, independent
oversight over the wider security architecture
Of the State 126’127'128'129’130.

In the United Kingdom, the Westminster
parliament suffered a sustained cyber-attack

in June 2017 that targeted parliamentary

email accounts and forced the temporary
suspension of remote access for MPs and

staff. Up to 90 accounts were compromised in
a brute-force campaign that exploited weak
passwords, demonstrating how relatively basic
tradecraft can have significant consequences
in a high-profile democratic institution and
prompting closer cooperation with the National
Cyber Security Centre (NCSC) and a tightening
of access-control practices. The episode neatly
illustrates how adversaries can use a period of
intense political scrutiny - post-election, amid
Brexit debates, and with heightened media
attention - to test parliamentary defences,
probe for weak accounts, and potentially
collect material that could be used for
blackmail, disinformation, or strategic leaking ™.

More recently, New Zealand publicly attributed
a breach of its parliamentary network to a
Chinese state-sponsored group known as
APT40, with the intrusion traced back to
2021 but only later discussed in coordinated
international statements. The NCSC reported
that the attackers had infiltrated computers
associated with the parliamentary network,
necessitating extensive mitigation support
and broader guidance to connected
organisations. The disclosure coincided with
allied announcements about campaigns
targeting lawmakers, voters, and critics in
several democracies, and illustrates how
parliamentary systems become focal points
not only for domestic protest or hacktivism
but also for long-running espionage efforts
that seek to harvest political intelligence,
shape decision-making, or intimidate vocal
parliamentarians ™2,

Continuity of operations during
leadership change

Continuity of cybersecurity operations during
leadership change is vital for parliaments,
because any gap in protection or oversight
can be exploited precisely when political
attention and external pressure are highest.
After the 2024 US election, for example, federal
election-security assistance was abruptly
frozen and past support activities were placed
under review, creating uncertainty for state
and local officials and signalling to adversaries
that established protections were in flux. A
similar effect can occur when a new Speaker
takes office or when key committee chairs and
party leaders change in a parliament that lacks
robust continuity arrangements ™,

Concretely, parliamentary continuity means
that core cyber functions - identity and
access management, incident monitoring,
backups, and secure communications - are
anchored in institutional procedures, not in
the preferences of individual officeholders.
When a new legislature convenes, departing
members and staff must lose access to

email, document systems, and committee
platforms in a controlled, time-bound way,
while newcomers are onboarded through
secure channels rather than improvising with
personal accounts and consumer messaging
apps. Regular, mandatory cyber briefings for
incoming members and senior staff, combined
with written handover notes and maintained
contact with national cyber agencies, help
ensure that knowledge about ongoing threats
and protective measures is transferred rather
than reset™:,

In Germany, the 2015 attack on the
Bundestag severely compromised the internal
parliamentary network, with attackers

linked to the Russian group APT28 gaining
administrative access and exfiltrating large
volumes of data over an extended period. The

breach was so deep that parts of the network
reportedly had to be rebuilt, and it prompted

a long-term overhaul of security practices and
closer integration between parliamentary IT
services and federal cyber authorities, showing
how a legislature can be forced into expensive,
disruptive remediation when its defences are
not resilient enough to withstand a strategic
intrusion ™,

Italy has also seen parliamentarians drawn into
broader cyber and espionage campaigns. A
2024-2025 investigation into a Chinese-linked
hacking operation revealed that members

of the Italian Parliament, including a senator
sitting on the intelligence oversight committee,
were among those targeted in a large-scale
email operation associated with an APT31
campaign directed at politicians and officials
across several countries. Italian MPs

publicly warned that such targeting strikes

at their freedom to exercise parliamentary
prerogatives, and the affair fed into ongoing
debates in Rome about national cyber
defences, foreign interference, and the role of
oversight bodies such as the parliamentary
committee for the security of the republic
(COPASIR) ™,

Mitigating risks in election-related
technologies

Mitigating risks in election-related technologies
is a direct concern for parliaments because
their composition, legitimacy, and internal
decision-making increasingly depend on
digital systems that can be targeted by hostile
actors. These technologies no longer consist
only of voter registration databases and
ballot-tabulation systems run by electoral
authorities, but also include parliamentary
election portals, internal electronic voting
platforms for plenary and committee sessions,
candidate nomination and disclosure systems,
and official parliamentary websites used

to communicate results and procedures to
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citizens and the media. When any of these
systems are compromised or portrayed as
unreliable, the credibility of parliamentary
mandates and of day-to-day legislative
decisions is called into question ™,

Even where parliaments do not administer
national elections, they determine the

legal and institutional framework in which
election-related technologies operate and thus
have an indirect but powerful cybersecurity
role. Through legislation and budgetary
control, parliaments set standards for the
security and auditing of voting machines, the
protection and logging of changes to voter
registration databases, the transparency of
digital result-reporting, and the obligations
of electoral commissions to disclose and
investigate incidents. In addition, they must
secure their own internal systems used for
electing Speakers and committee chairs,
recording votes, and publishing outcomes.

If internal electronic voting platforms are
unstable or vulnerable to manipulation,
particularly in closely divided chambers, the
risk arises that key parliamentary decisions
could be delayed, disputed, or delegitimised on
technical grounds ™,

The Serbian case shows how weak governance
around elections can spill over into questions
about parliamentary legitimacy and the use

of technologies underpinning elections.
Observers, including the European Parliament,
have criticised recent Serbian elections for
problems such as manipulation of voter
registration, breaches of the secrecy of the
ballot, group voting, and use of state resources
that create structural advantages for the ruling
party, all within a context of concentrated
media control and contested institutions. While
the National Assembly does not formally run
elections, its dominant majority and links to
executive power have raised concerns that
political actors around the Assembly can

influence how voter lists, result aggregation,
and communication systems are managed,
blurring lines between impartial election
administration and partisan control. Mitigating
risk here requires a parliament that not only
secures its own internal voting systems and
information infrastructure but also insists

- through independent oversight and clear
statutory rules - on transparent, auditable,
and professionally run election technologies at
national level ™,

Other parliamentary examples underline the
stakes. In the United States, Congress does not
operate election infrastructure, yet the 2024
election cycle again featured attempts to attack
or discredit election-related technologies,
including distributed denial-of-service (DDoS)
attacks on election websites, phishing against
election officials, and narratives falsely alleging
hacked voter information and compromised
machines. Congressional committees have
therefore focused on supporting federal and
state authorities in hardening voter registration
systems, public information portals, and
result-reporting, while also examining platform
regulation and foreign interference that can
distort perceptions of election technology
performance. At the European level, the
European Parliament depends on national
authorities to run European elections, but
post-2024 analyses highlight cyber and
information operations aimed at undermining
trust in the electoral process, prompting

calls for closer interagency collaboration,
better exchange of threat intelligence, and
harmonised security and transparency
requirements across member states™®,

At European Union (EU) level, the 2024
European Parliament elections provide a
further example of how election-related
technologies and parliamentary interests
intersect. Analyses of those elections highlight
that EU institutions and member states faced

a mix of cyber threats - such as DDoS attacks
on politics-related websites, attempts to
breach election-related organisations, and
data-breach risks - as well as information
operations including disinformation and
Al-generated content intended to distort
voter perceptions. An earlier European Court
of Auditors report and subsequent internal
reviews found that cybersecurity across

EU institutions, including the European
Parliament, had not yet reached the level
required by the evolving threat environment,
prompting new regulations to raise cyber
maturity and specific, election-focused
cooperation through the European
Cooperation Network on Elections and
ENISA-supported exercises. These experiences
show that securing election-related
technologies requires parliaments to support
interagency collaboration, to insist on timely
implementation of EU-wide cybersecurity
rules, and to improve their own institutional
defences against both technical attacks and
election-linked information operations ™,

For parliaments themselves, mitigating

risks around election-related technologies
means combining technical, procedural,

and organisational measures. Their own
voting and election systems need regular
security assessments, secure development
and maintenance, and clear procedures for
fallback and verification in case of malfunction
or attack. Parliamentary administrations must
maintain robust access controls, logging,
backups, and incident-response plans
specifically for internal election and voting
platforms, while leadership ensures that

cyber risk does not fluctuate with political
turnover. At the same time, parliaments should
leverage their legislative and oversight powers
to require strong cybersecurity standards,
independent testing, and transparent reporting
for the wider electoral technologies on which
their legitimacy depends, and participate in

international exchanges of best practice and
threat intelligence to anticipate and respond to
emerging threats to democratic processes™.

Cybersecurity risks in emergencies

Cybersecurity risks in emergencies intensify
for parliaments because crises force them
to legislate, oversee the executive, and
communicate with the public while relying
heavily on stressed digital systems. Wars,
military coups, and large-scale natural
disasters create windows in which hostile
states, cybercriminals, and opportunistic
actors can target parliamentary networks,
remote-working tools, and public-facing
communication channels to disrupt oversight,
steal sensitive information, or undermine
confidence in democratic governance.

Emergencies change how parliaments

work. Sessions are rescheduled, special
procedures are activated, and remote or
hybrid arrangements often replace normal
in-person deliberation, increasing reliance on
email, videoconferencing, remote voting tools,
and cloud platforms. Under these conditions,
security controls are more likely to be relaxed
or improvised: personal devices and home
networks become part of the attack surface,
rapid deployments of new tools may bypass
normal vetting, and staff are under pressure
to privilege continuity of operations over
careful risk assessment. Adversaries exploit
this environment by launching phishing
campaigns themed around the crisis, targeting
unpatched remote-access services, and

using disinformation to confuse or intimidate
parliamentarians and the public™.

The Norwegian Storting cyber incidents
during the pandemic offer a concrete
parliamentary example of these risks. In
2020, as the parliament adapted to increased
remote and hybrid work, attackers breached
email accounts belonging to MPs and staff,
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stealing data and forcing the institution to
disable accounts and work closely with
national security authorities. Norwegian threat
assessments later attributed the operation

to the Russian-linked group commonly
known as Fancy Bear (APT28), noting that
the aim was to obtain sensitive information
that could be used to influence individuals or
political processes, including parliamentary
elections. A second attack in early 2021
exploited a zero-day vulnerability in Microsoft
Exchange, again affecting the Storting and
demonstrating how globally exploited software
flaws can intersect with emergency-driven
remote-access arrangements to create acute
institutional risk. These incidents occurred
while the parliament was operating under
pandemic conditions, with expanded remote
connectivity and heavy reliance on digital
communication, and they underscored the
need for crisis-specific cyber controls such as
mandatory multi-factor authentication, tighter
network segmentation, enhanced monitoring,
and targeted cyber-hygiene campaigns for
remote workers ',

Emergency conditions accentuate several
recurring categories of cyber risk. A first cluster
involves remote work and access: rapid,
large-scale deployment of teleworking tools
without thorough configuration, combined

with the extensive use of personal devices

and untrusted networks by MPs and staff,
increases the attack surface and the likelihood
of compromise. A second cluster concerns
phishing and social engineering, as attackers
capitalise on fear and urgency to distribute
fake emergency alerts, malware-laden

updates, or messages impersonating
parliamentary leadership or health and security
authorities. A third problem is availability:
parliamentary websites, streaming platforms,
and communication portals may suffer DDoS
or overload attacks during crisis debates or

press conferences, limiting transparency and

hindering public access to official information™.

Data protection and access control also
become more fragile. Under time pressure,
sensitive legislative drafts, oversight
documents, or citizen information may be
shared via ad hoc channels, copied to personal
cloud services, or handled by staff whose roles
are not clearly defined, raising the likelihood of
data breaches or unauthorised access. At the
same time, information operations - ranging
from false claims of hacked parliamentary
systems to deepfake speeches and fabricated
voting records - aim to undermine confidence
in parliamentary crisis management and

to polarise public opinion. All of these risks
strike at the core of parliamentary functions:
the integrity of deliberation and voting, the
confidentiality of certain proceedings, and the
credibility of official communication™3,

Conclusion

For parliaments, managing cybersecurity
risks in emergencies is ultimately

about embedding digital resilience into
constitutional continuity. A resilient
parliament is one that can continue

to meet, deliberate, vote, and hold the
executive to account even when crises
force changes in location, format, or
tempo of work. Achieving this requires
tested business-continuity and
disaster-recovery plans for core systems;
secure remote-access architectures

with strong authentication, endpoint
protection, and clear device policies;

and well-rehearsed incident-response
procedures that are integrated into
broader emergency governance structures
rather than operating in isolation 45,

Equally important is maintaining
communication integrity and public
trust. Parliaments should establish and
publicise verified channels for official
messages and crisis updates, prepare
templates and protocols for rapid,
accurate communication during cyber
incidents, and coordinate closely with
national cyber authorities, regulators,
and independent media to counter
disinformation without amplifying it.
Training and rapid refresher sessions for
MPs and staff during emergencies can
significantly reduce the success rate of
phishing and social-engineering attacks
that exploit confusion and stress. In

this way, cybersecurity becomes a core
component of parliamentary emergency
preparedness, enabling institutions

to navigate crises while safeguarding
sensitive data, maintaining legislative
functionality, and upholding public
confidence in democratic processes "4,
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Chapter 12

Budgeting and
resource allocation
Author: Hedi Touati

Introduction

The digital transformation of legislative work -
hybrid sittings, online communication, remote
offices, public engagement platforms -

has created unprecedented dependency

on information systems. This expanding

digital footprint also exposes parliaments to
increasingly sophisticated threats ranging from
state-sponsored espionage to cyber-enabled
disinformation 6%,

Parliaments have unique characteristics

that influence their cybersecurity posture:
independence from the executive, highly
diverse users, transparency obligations,

and budget cycles not always aligned with
technological needs. Effective cybersecurity
budgeting therefore requires strategic thinking
rather than incremental spending.

Designing a cost-effective cybersecurity
investment portfolio requires balancing
strategic ambition, operational realities, and
fiscal discipline. For parliaments - institutions
with high security expectations but complex
governance structures - the challenge is

to allocate finite resources in a way that
maximises security outcomes, reduces
systemic risk, and preserves institutional trust.

Foundational principles for smart
cybersecurity investment

Effective cybersecurity budgeting begins with
understanding risks and aligning resources
accordingly. International frameworks
consistently emphasise risk-driven investment,
ensuring that the systems whose compromise

would disrupt parliamentary functions receive
prioritised funding &,

Aligning with recognised frameworks (NIST
CSF, ISO 27001, COBIT) helps ensure objective,
consistent, and auditable decisions™ ™', These
frameworks also help satisfy external oversight,
demonstrating that investments follow
international best practices.

A fundamental principle is recognising that
cybersecurity operates as a continuous
lifecycle. It requires sustained operational
funding for monitoring, patching, licensing, and
training. Underestimating these ongoing needs
often leads to vulnerabilities and higher post-
incident costs.

For parliaments, where public funding must
be justified transparently, understanding

the full cost trajectory of cloud and SaaS
solutions is essential. They must plan for the
steady increase in IT costs, especially as the
industry's transition from capital expenditures
to subscription-driven operational expenditures
creates higher and more predictable recurring
financial obligations. This shift requires

more disciplined long-term budgeting and
investment planning.

Parliaments should consider using even more
shared or federated cybersecurity services,
such as national CERT collaboration, shared
security operations centre (SOC) models, or
inter-parliamentary cooperation to improve
cost-effectiveness™,

Building a cost-effective cybersecurity
investment portfolio

Cybersecurity spending has a direct impact on
public trust. Demonstrating strategic alignment,
transparency, and measurable improvement is
essential to strengthen institutional credibility.
Integrating cybersecurity early in digital
transformation projects prevents expensive
retrofits and ensures long-term sustainability.
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To simplify budgeting, parliaments can
structure their investments as a balanced and
resilient portfolio focused on foundational
hygiene, critical asset protection, and
operational readiness.

Foundational hygiene includes high return on
investment (ROI) controls such as multi-factor
authentication, automated patching, endpoints
detection and response platforms, secure
configurations, phishing protection, and robust
backup practices. These measures defend
against most common threats and should
precede more advanced tools ™3,

Critical parliamentary assets - voting systems,
chamber technologies, legislative workflows,
and member communications - require

a tiered protection model with stronger
safeguards, including zero-trust principles and
segmentation.

Operational capabilities, including continuous
monitoring, threat intelligence, incident
response, and crisis exercises, are essential
for translating technology investments into
real security outcomes. Opting for managed
services can provide affordable access to
specialised expertise that is difficult to build
internally. A total cost of ownership approach
helps identify the full economic impact of tools
and avoid long-term financial pitfalls.

Procurement, efficiency, and cost stewardship
relies on strategic procurement and efficient
resource management. Consolidating the
tools used by cyberoperation teams is a cost-
effective approach for security solutions that

drives both operational efficiency and stronger
outcomes. A reduction of the number of tools
not only cuts the cost of licensing in use

but also streamlines workflows, minimises
duplication, and enables analysts to focus
more on proactive threat hunting with less
false positive alerting to address.

Governance, culture, and human
capability

A mature cybersecurity culture is equally an
investment priority. Culture-building initiatives
- communications, leadership engagement,
targeted awareness campaigns - require
sustained funding to be effective. Adequate
budget allocation ensures that security
messaging remains visible, consistent, and
tailored to the unique environment of MPs and
political staff, who operate with autonomy and
varied digital habits. Underinvesting in culture
introduces hidden costs: increased incident
rates, human error, and greater reliance on
technical controls that may not be uniformly
adopted by all actors.

Human capability represents one of the
highest-value investments a parliament can
make. Skilled people amplify the impact of
every technological tool and governance
mechanism, and their absence can undermine
even the most advanced systems. Cyber
budgeting models increasingly recommend
dedicating a distinct portion of the security
budget to workforce development and
capability building. This includes:
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« Skilling and upskilling cybersecurity
professionals to stay ahead of emerging
threats and architectural changes.

« Parliament-specific training for MPs and
political staff, whose behaviours and digital
exposure pose unique risks.

« Ongoing enterprise-wide awareness
programmes, which require recurrent funding
for new content, simulations, micro-learnings,
and targeted campaigns.

« Investments in leadership and crisis
decision-making exercises, enabling
executives and parliamentary authorities to
respond confidently during breaches.

» Funding for inter-institutional staff
exchanges, joint cyber training exercises,
and red-team/blue-team simulations, which
strengthen cross-jurisdictional resilience
and bring external expertise into the
parliamentary environment.

These human-centric investments produce
some of the highest returns in cybersecurity:
reduced incident likelihood, faster detection and
containment, improved compliance, and a more
adaptive, security-aware institutional culture.

When governance, culture, and human
capability are treated as strategic investment
categories - rather than ancillary activities -
they become force multipliers for every other
cybersecurity expenditure. A parliament that
invests deliberately in these areas not only
strengthens its defences but also builds

a sustainable cybersecurity ecosystem
capable of evolving with emerging threats,
technologies, and political realities.

Encouraging innovation and responsible
modernisation

Allocating a dedicated portion of the
cybersecurity budget, typically 5% to 10%,
to innovation is essential for keeping pace
with a rapidly evolving threat landscape and
an increasingly complex digital ecosystem.
This investment allows cybersecurity
teams to explore emerging technologies,
experiment with modern architecture, and
conduct controlled pilots that inform future
transformation efforts without disrupting
operational stability.

Conclusion

Cybersecurity budgeting in parliaments
is not merely a technical exercise but

a strategic responsibility essential to
protecting democratic operations. By
combining risk-based prioritisation,
strong governance, human-centred
investment, and balanced portfolios,
parliaments can enhance resilience
while maintaining fiscal responsibility.
Sustainable portfolios should include
multi-year financial planning aligned
with strategic roadmaps, mechanisms
to absorb cost increases due to
emerging threats, lifecycle management
for technologies and contracts, and
clear governance decision making on
investment trade-offs.

In addition, carving out a predictable
budget for innovation and
experimentation can be a strong
signal that modernisation is not an
occasional project but a sustained
priority, encouraging cybersecurity
teams to propose new ideas, embrace
agile methods, and remain open to
technological evolution.
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Chapter13

Creating and cultivating
a security-conscious

parliamentary culture

Authors: Hedi Touati,
Vasilis Tountopoulos

Introduction

Current cybersecurity frameworks and
regulations (CSF 2.0, Network and Information
Systems Directive, Cyber Resilience Act, etc.)
aim at strengthening the adoption of strategic
measures, towards enhancing the security of
cyber ecosystems and fostering the resilience
of systems, processes, and infrastructures.
They also emphasise the role of the triple
people, processes, and culture, as the success
indicator for the realisation of cybersecurity
risks in businesses and organisations, and

the effective design and implementation of
cybersecurity strategies ™.

A fundamental aspect of this triple is the
human factor and the cultural and behavioural
change of the parliaments’ human resources
to effectively tackle the cybersecurity
challenges ahead. Specifically, the successful
operation of secure and digitally transformed
processes requires, among others, expertise
in strategically defining security policies,
understanding the social and economic (or
even geopolitical) aspects of cybersecurity,
and developing mechanisms for identifying,
managing, and mitigating cyber risks. The
latter can take the form of complementary
approaches that can be progressively deployed
across organisations and may range from
implementing tactics and security measures
to reduce these risks or transferring such risks
to insurance and reinsurance organisations,
through cyber insurance practices™.

In a parliamentary institution, changing
organisational behaviour is one of the most
challenging yet rewarding ambitions a CISO
can undertake. Unlike corporate or government
departments, parliaments operate at the
intersection of politics, autonomy, and public
accountability. The CISO is expected not only
to secure the institution but to do so in a way
that respects constitutional privileges, the
independence of elected members, and the
openness that defines democratic governance.

In such a context, a security-conscious culture
cannot be imposed; it must be cultivated through
organisational change management™®,

Leadership as a cultural catalyst

The starting point of this cultural
transformation is leadership™. As previously
described, in parliament, authority does not
flow top-down but is shared across political
and administrative domains. Therefore,
cybersecurity must be seen as more than a
technical function - it must be championed
by political figures and senior officials who
influence norms and expectations.

When the Speaker, parliamentary clerks, and
party leadership publicly embrace secure
practices, they signal that cybersecurity is

not a constraint but a collective safeguard

for democratic work. When they show active
involvement in important cybersecurity events,
such as Cyber Security Awareness Month or
the European Cybersecurity Month in October
(https://www.cybersecuritymonth.eu/), their
engagement becomes a form of modelling; it
legitimises secure behaviour and reduces the
perception that security demands are arbitrary
or overly bureaucratic.

The role of skills development on
empowering humans in cybersecurity

The design, implementation, and assessment
of cybersecurity practices must be the
combined effort of interdisciplinary teams

of experts at all levels of an organisation’s
hierarchy, like parliaments. Such experts
should be able to demonstrate advanced skills
in the adoption and the use of cybersecurity
technologies, which entail specialised
capabilities in further technological advances,
like Al, machine learning, and blockchain, to
securely operate the parliamentary digital
processes within and across potentially hostile
cyber environments. Such technologies
strongly relate to the entire cybersecurity
protection and incident-handling lifecycle

that entails the efficient implementation of
dynamic risk-management approaches, robust
cybersecurity protection, incident analysis, and
response mechanisms, and/or eventually risk-
driven cyber insurance policies.

On the other hand, humans should be the
ones held accountable for defining proper
cybersecurity strategies for their organisations
and ensuring the compliance of these
strategies with legal frameworks, national
and international strategies, and standards
imposing specific security and certification
requirements. Addressing such requirements
implies responsibilities and obligations that
humans must undertake in the context of

an effective governance approach for the
deployment of correct strategies. An effective
cybersecurity culture must be integrated

with structural support for security risk
management where several people are jointly
accountable for monitoring risks ™,

Therefore, as the human factor maintains a
dominant position in the effective definition
and implementation of cybersecurity
strategies, it is essential that the adequacy
of human resources must be enhanced. This

shortage positions humans as the weakest
pole in the triple of people, processes, and
culture and slows the adoption of innovative
ICT technologies that would accelerate digital
transformation strategies within a secure and
safe cyber ecosystem™, The deficit in human
resources stems from the loose link in the
current educational and vocational training
programmes with market needs and standards,
as well as the limited number of domain
experts across sectors who can effectively
leverage technology to advance traditional
practices in the parliamentary processes.

The lack of cybersecurity talents and experts in
parliaments relies on various social, economic,
and educational factors, not least a lack of
cybersecurity culture throughout the general
public, which requires massive educational
campaigns to address ™. Primarily, as recent
studies highlight, there is a significant global
shortage of cybersecurity specialists who are
anticipated to address the relevant market
needs, not only for parliaments but also

the whole European Union (EU) business
ecosystem™. Similar studies reveal that only
recently has this ecosystem given high priority
to cybersecurity-related expenditure, including
human resources ™. Thus, if parliaments

want to attract experts and young talent, they
must invest adequate budget for them and
eventually overcome the current budgeting
restrictions that public bodies normally follow
in the EU and worldwide.
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https://www.cybersecuritymonth.eu/

Tailoring learning to parliamentary
realities

However, leadership alone cannot reshape
cultural habits that have formed over decades
of analogue traditions and rapid digital
improvisation. Parliamentarians and their
staff occupy exceptionally diverse roles, each
with different risk profiles, communication
practices, and levels of digital fluency. A
culture of security demands education that
acknowledges these differences. Generic
awareness campaigns are quickly dismissed
as irrelevant; instead, tailored learning that
reflects the daily realities of MPs, constituency
assistants, party strategists, and committee
clerks allows cybersecurity to be understood
as personally useful, not institutionally
imposed.

In parliaments, cybersecurity awareness also
benefits from persistence rather than intensity.
A single mandatory course will not change
ingrained behaviours, nor will complex policy
briefings. Cultural change emerges gradually
through recurring signals: short micro-
lessons, accessible case studies of breaches

in other parliaments, timely reminders linked

to real incidents, or brief videos shared before
caucus or committee sessions. These small

but steady interventions sustain awareness
without overwhelming busy political actors.

In this sense, cybersecurity communication
must resemble public health campaigns, where
repetition and relevance shape behaviour more
effectively than enforcement.

Importantly, positive reinforcement is a more
powerful engine of cultural change than
punitive control. Because elected officials
cannot be coerced into compliance in the same
way as employees of a ministry, the parliament
benefits from a model built on support,
incentives, and convenience. When secure
tools are easier to use than insecure ones,
when training leads to prioritised access to
certain services, or when offices are informally
recognised for adopting good practices,
security becomes a desirable experience rather
than an imposed requirement. Culture shifts
when secure behaviour becomes the path of
least resistance.

A mature cultural shift also requires that the
parliament regularly confront its vulnerabilities
in realistic conditions. Tabletop exercises, crisis
simulations, penetration testing assessments,
and even cyber incident competitions can
serve to do more than test systems, as they
generate shared understanding across

actors who normally work in silos™ When
parliamentarians, staff, administrators, and
technical teams experience a hypothetical
breach together, they develop a shared
vocabulary of risk and a clearer appreciation of
their interdependence. Beyond training, such
exercises strengthen trust - the rarest currency
in cybersecurity governance.

Over time, these efforts build a fabric of shared
responsibility. Measured through behavioural
metrics, participation in learning initiatives,
and observed attitudes toward new controls,
culture gradually evolves from scepticism

to engagement. The parliament becomes a
community capable of balancing openness
with protection, autonomy with accountability,
and rapid communication with digital caution.

CASE STUDY

Canada: Building security
culture in a politically
sensitive environment

In recent years, the Parliament

of Canada has faced heightened
cybersecurity pressure driven by

an increase in foreign interference,
online misinformation, and attempts to
infiltrate parliamentary communications.
Although the Canadian government
has long invested in cybersecurity, the
parliamentary environment presented
unique obstacles that could not be
addressed through government-style
compliance mechanisms.

A threat landscape shaped by foreign
interference

Security agencies such as the Canadian Centre
for Cyber Security (CCCS) and the Canadian
Security Intelligence Service have repeatedly
warned that Canadian political institutions
remain a high-value target for hostile foreign
actors. In 2021 and 2022, multiple advisories
highlighted attempts to collect intelligence on
MPs, compromise political staffers through
spear-phishing, and influence public debate
through covert digital campaigns.

Unlike a government department that can
enforce mandatory compliance, the House

of Commons could not simply compel MPs

or their political staff to adopt new security
protocols or technology configurations. Their
constitutional autonomy created a significant
cultural and governance challenge: how to
secure the system without appearing to control
elected representatives.

A collaborative shift toward cultural change

Faced with these pressures, Canada’s
parliamentary administration turned toward
persuasion-based strategies rather than
enforcement. Several phased initiatives
gradually shifted culture:

Continuous targeted engagement with
party leadership, as well as administrative
leadership, recognising that political
incentives strongly influence behaviours

« Security briefings tailored to MPs and
political aides, particularly on foreign
interference, travel risks, and secure
communication practices

« Partnerships with CCCS, enabling joint
threat intelligence briefings and making
security advice appear politically neutral

Adoption of secure communication
platforms promoted not as mandatory
tools but as premium services for high-risk
parliamentary actors.

These initiatives were presented not as
restrictions but as enablers of political
autonomy, protecting MPs from manipulation
and safeguarding communication with
constituents and caucus members.

Impact: Trust as a driver for adoption

Within two years of consistent messaging
and targeted engagement, adoption of secure
practices increased substantially. MPs relied
more on official communication platforms,
cyber incidents were reported more rapidly,
and political offices began requesting
security briefings proactively - an indicator of
cultural maturity. During sensitive geopolitical
crises, parliamentarians increasingly sought
intelligence-informed guidance rather than
circumventing institutional IT controls.
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This shift demonstrated that trust, not authority,
is the primary currency of cultural change in a
parliamentary cybersecurity strategy. Canada's
experience shows that when cybersecurity is
framed as a protective service rather than a
procedural burden, elected officials respond
more positively and participate more willingly.

Conclusion

For the parliamentary CISO, shaping
cybersecurity culture is neither linear
nor quick. It is gradual work rooted in
persuasion, credibility, and human-
centred design. Trust becomes the quiet
engine of this transformation: without
it, even the most advanced protections
will be circumvented or ignored; with it,
secure practices are adopted willingly
and even championed. Building trust
takes time, but it is this slow work that
delivers the most resilient outcomes.

A parliament that embraces secure
behaviour voluntarily - not through
coercion - creates a foundation of digital
trust and institutional resilience. When
elected officials and staff feel that security
exists to protect their autonomy rather
than limit it, cybersecurity becomes more
than a technical shield; it becomes a
shared responsibility and a democratic
safeguard.

Ultimately, the security of parliamentary
systems will be determined not only

by firewalls or encryption but by the
relationships, behaviours, and trust that
guide how people use them. The future of
parliamentary cybersecurity depends on
the collective awareness and willingness
of those who participate in the legislative
process to protect the digital fabric

on which modern democracy now
depends. Strengthening the human
factor is therefore not only a matter of
staffing but a strategic imperative for
ensuring cybersecurity resilience. This
makes targeted training and awareness
programmes the natural next step in
addressing the skills gap and reinforcing
the cybersecurity workforce ',

Chapter 14

The creation and
maintenance of cyber
resilience networks
Author: Sean McSpaden

Introduction

It has often been said that cybersecurity is

a "team sport’, and that, as an enterprise,
governments can only be as secure as

their "weakest link". As the smallest of the
three branches in a democratic form of
government, the legislative branch often finds
itself as the “weakest link’; lacking sufficient
financial resources and the requisite number
of skilled professional staff, struggling to
protect against and recover from a seeming
onslaught of cyber-attacks. In thinking about
cyber resilience, if these institutions remain
isolated and attempt to identify, protect, detect,
respond, and recover from cyber-attacks on
their own, their efforts may fail outright, or be
less effective than they otherwise could be if
they chose instead to collaborate and band
together with other community partners. If
this alternative mindset and operating model
is adopted, a shift from isolated defences to

a collective, trusted, and adaptive ecosystem
- a cyber resilience network - of parliaments,
governments, and partners can take form and
be strengthened over time.

Cybersecurity and cyber resilience are related
and complimentary terms but have some
important differences that warrant exploration
(Figure 14.1). Cybersecurity, on the one hand,
is like locking your doors and installing an
alarm system in your home. NIST defines
cybersecurity as “the prevention of damage
to, unauthorized use of, exploitation of, and

(if needed) the restoration of electronic

information and communications systems,

and the information they contain, in order to
strengthen the confidentiality, integrity and
availability of these systems” ™, It follows that
the focus of cybersecurity is on prevention and
protection - to stop cyber-attacks, data breaches,
and unauthorised access to networks or use of
information systems from occurring.

Cyber resilience, on the other hand, is

like relying on those basic protections but
augmenting them by adding property/casualty
insurance, an emergency readiness/action
plan, and the ability to repair or rebuild quickly
if someone breaks in or your home is damaged
or destroyed. NIST defines cyber resilience as
“the ability to anticipate, withstand, recover
from, and adapt to adverse conditions,
stresses, attacks, or compromises on systems
that use or are enabled by cyber resources.
Cyber resiliency is intended to enable mission
or business objectives that depend on cyber
resources to be achieved in a contested cyber
environment”®, The focus of cyber resilience is
on continuity of operations and adaptability to
ensure that essential organisational functions
and services continue during and following

an attack, even when cyber defences fail.
Cyber resilience builds on cybersecurity but
adds business continuity, crisis management,
redundancy, rapid recovery, and lessons
learned from incidents over time. In adopting

a cyber resilience mindset, an organisation
assumes a data breach or successful cyber-
attack will occur and takes steps to ensure it
can keep operating during the incident and
bounce back stronger and more resilient in the
aftermath.
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Cybersecurity

Protects systems & data from attack

- Focus: prevention & defense

Goal: confidentiality, integrity, availability
Approach: firewalls, encryption, monitoring
Mindset: "Keep threats out"

Cyber resilience

- Ensures continuity despite attacks

- Focus: continuity & adaptability

- Goal: anticipate, withstand, recover, adapt

- Approach: redundancy, crisis mgmt, recovery
- Mindset: "Assume breach, keep operating”

Figure 14.1: Cybersecurity vs cyber resilience (source: Sean McSpaden)

Cyber resilience network

A cyber resilience network could well

be defined as a structured ecosystem of
organisations, institutions, and stakeholders
that work together to ensure the government's
ability to anticipate, withstand, recover from,
and adapt to cyber incidents. Alternatively,

it could be defined as a trusted, multi-
stakeholder community that links governance
institutions, parliaments, academia, and
private sector/third parties, designed to
share information, coordinate responses,

and ensure the resilience of legislative and
governmental systems against cyber threats.
Using either potential definition, an effective
and sustainable cyber resilience network for
legislatures and parliaments:

1. Creates a clear framework for governance
(includes protocols for consultation,
collaboration, coordination, information
sharing, and mutual aid across the network)

2. Coordinates across jurisdictional and
sector boundaries (domestically and/or
internationally: government to government,
government to critical infrastructure
provider, government to academia,
government to organisational and trade
associations, etc.)

3. Engages trusted third parties via public,
private, and non-profit sector partnerships

4. Collects, analyses, and shares information
(vulnerabilities, incidents, lessons learned,
etc.) safely and securely as authorised by
the governance framework

5. Shares best practice advice and tools for
maintaining operational readiness

6. Works to ensure continuity and adaptive
recovery capabilities exist across the
network

Information sharing among and between
members of the cyber resilience network

will necessarily involve the establishment

of an interconnected system of formalised
processes and secure platforms that enables
government institutions (executive, legislative,
judiciary, independent commissions) and
their public, non-profit, academic, and
private-sector partners to exchange cyber
threat intelligence, vulnerabilities, and
incident reports in real time, while preserving
confidentiality and accountability as required
by law, regulation, contract, or some other
form of agreement. And the importance of
identifying and cultivating mutually beneficial
relationships, and the formation of public-
private partnerships with trusted third parties,
that provide anonymisation, threat brokering,

technical services, and trust building between
otherwise competing or siloed organisations
and sectors cannot be overstated.

As NIST aptly stated in its Guide to Cyber
Threat Information Sharing, when using
“shared resources, organisations can enhance
their security posture by leveraging the
knowledge, experience, and capabilities of
their partners in a proactive way. Allowing ‘one
organisation’s detection to become another’s
prevention’ is a powerful paradigm that can
advance the overall security of organisations
that actively share threat information.... Cyber
defense is most effective when organisations
work together to deter and defend against
well-organised, capable actors" ™. This kind

of collaboration helps to reduce overall

risk, enable shared situational awareness,
accelerate maturation of knowledge and
expertise, improve security posture, and
engender greater defensive agility and
resilience of members of the network.

Within the United States and the European
Union (EU) this kind of information sharing has
been facilitated through information-sharing
and analysis centres (ISACs). ENISA defines
ISACs as "non-profit, trusted hubs designed to
improve cybersecurity resilience across critical
sectors by enabling the collection, analysis,
and secure exchange of threat information
between public and private stakeholders.
Supported by the Network and Information
Systems Directive, ISACs help operationalise
incident reporting and foster proactive,
coordinated responses to cyber threats” ',

In the United States, the most well-known
ISAC is housed within a non-profit organisation
called the Center for Internet Security (CIS) ™,
For the past 25 years, CIS has been the home
of the Multi-State Information Sharing and
Analysis Center (MS-ISAC), which serves as

a trusted resource for cyber threat prevention,
protection, response, and recovery for US

Government entities. The mission of MS-ISAC
is to “improve the overall cybersecurity posture
of U.S. State, Local, Tribal, and Territorial
(SLTT) government organisations through
coordination, collaboration, cooperation, and
increased communication” ™,

In the United States, there is not yet a single,
institutionalised legislature-to-legislature cyber
resilience network like CERT-EU in Europe™.
Instead, legislatures (the US Congress, state
legislatures, and territorial legislatures)
participate in several overlapping federal, state,
and multi-stakeholder networks that together
form the basis of cyber resilience for legislative
bodies.

The US Congress maintains separate
information technology offices in the House
and Senate and its own cyber resilience
structures but participates in broader national
efforts via the US Department of Homeland
Security - Cybersecurity and Infrastructure
Security Agency (CISA)™ and CISA's Joint
Cyber Defense Collaborative ™,

For US state and territorial legislatures, the
natural points of coordination and collaboration
occur through the National Conference of State
Legislatures’ (NCSL) Task Force on Atrtificial
Intelligence, Cybersecurity and Privacy (policy
and governance); the NCSL National Association
of Legislative Information Technology (NALIT)
(peer-to-peer IT/cybersecurity information
sharing and collaboration); and MS-ISAC

(state, local, tribal, territorial (SLTT), and federal
threat intelligence, information sharing, and
cybersecurity assessment and service delivery
hub). Those organisations and a sample set of US
state and regional public-private partnerships are
described in more detail on the next page:
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NCSL - Task Force on Al, Cybersecurity and Privacy ™

Scope:

Focus:

Why it matters:

Notable work:

National, 50+ state/territorial legislatures engaged.
Al, cybersecurity, and data privacy.

Provides a forum within which elected members of state legislatures,
professional staff, and trusted third parties (public, private, and non-profit)
can engage in policy discussions, explore and develop best practice
guidance, and create educational work products on Al, cybersecurity, and
privacy issues.

Budgeting for Cybersecurity (2018) ™5 Al Toolkit (2025) " Tracking of state
and territory legislation on Al, cybersecurity, and privacy.

NCSL - National Association of Legislative IT (NALIT)"”

Scope:

Focus:

Why it matters:

National, 50+ state/territorial legislatures engaged. Network of CIOs,
CTOs, and IT/security directors in state and territorial legislatures.

Shares best practices on IT, cybersecurity, cyber resilience planning, and
incident response.

Creates a de facto state legislature cyber resilience network by connecting
50 state legislatures and territories on IT and cybersecurity challenges.

Multi-State Information Sharing and Analysis Center (MS-ISAC)™

Scope:

Focus:

Why it matters:

Notable work:

Serves as a trusted cybersecurity partner for 18,000+ US SLTT
government organisations. For nearly two decades, MS-ISAC has been
partially funded by the US Congress through a cooperative agreement
administered by the US Department of Homeland Security, CISA. MS-
ISAC is now moving to a membership fee model (individual or state/
territory-wide) to ensure sustainability of funding moving forward.

Serves as the primary cyber threat intelligence hub for US SLTT
governments.

Provides a 24/7 security operations centre (SOC), advisories, threat feeds,
incident coordination, and low- and no-cost services to SLTT governments
across the nation. State legislatures are eligible members. Ensures legislatures
are plugged into national cyber early-warning and response systems.

CIS security controls™ and benchmarks .

State and regional public-private (P3) and public-private-academia (P4) partnerships

Scope: State/territory-wide or regional.
Examples California Cybersecurity Integration Center™°; Florida Center for Cybersecurity
(not (CyberFlorida)™®; CyberTrust Massachusetts 2 North Carolina Joint

exhaustive):

Cybersecurity Task Force™3; North Dakota Joint Cyber Security Operations

Center™®; CyberOhio™5; Oregon Cybersecurity Center of Excellence®¢; and Texas
Regional Security Operations Centers™.

Structure:

Various operational structures can involve joint operations between state IT

agencies, local governments, schools, universities, community colleges, and
private-sector cybersecurity vendors.

Why they
matter:

Legislatures can directly plug into these P3 and P4 partner organisations
for shared monitoring and SOCs; workforce development, education, and

training; and assessments, technical assistance, incident response, and

other cybersecurity services.

In addition, several key national associations
within the United States - including the National
Governors Association (NGA), through the NGA
Resource Center for Cybersecurity®, and the
National Association of State Chief Information
Officers (NASCIO)™° - often collaborate and
share best practice advice on cybersecurity and
cyber resilience with the US Congress, federal
agencies, the NCSL, and state and territorial
legislatures directly. This kind of collaboration can
serve as a bridge between the policy and funding
authority of legislatures and the executive-
branch cybersecurity programmes that often

provide direct or indirect cybersecurity defence
and resilience capabilities to state and territorial
legislatures across the United States.

The cyber resilience “network effect” is achieved
through the connection of these national
associations (NCSL, NGA, NASCIQ, etc.),
federal-state ISACs, and state and regional P3
and P4 partnerships.

Notable examples of international collaboration
among legislatures and parliaments on
cybersecurity, cyber resilience, and digital risk
governance include:

Inter-Parliamentary Union (IPU) - Centre for Innovation in Parliament™

Scope: Global, 183 parliaments engaged.

Focus: Digital transformation, cybersecurity, Al, and resilience.

Why it Provides a safe peer-to-peer forum for Members of Parliament and professional

matters: staff to exchange information and best practice advice on protecting legislative
information, communications, and technology infrastructure.

Notable Guide to Digital Transformation in Parliaments (2023)™; World e-Parliament

work: Report 2024, which cites cybersecurity as a top priority for legislatures ™
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Commonwealth Parliamentary Association (CPA) ™ ParlAmericas - Digital Governance and Al Programme '™

Scope: 180 parliaments/legislatures in 53 Commonwealth countries. Scope: Parliaments in the Americas and Caribbean; 35 independent states of the
. . o - Americas.
Focus: Security, cybercrime, digital resilience, and governance.
Focus: Digital governance, cybersecurity, and Al.

Why it matters:  Creates common security baselines across very different parliaments,
fostering a resilience “network by standards”. Why it matters:  Builds regional capacity through dialogue, technical assistance, and

. ) _ toolkits for parliamentarians.
Notable work: Parliamentary Security: An Introductory Guide (2025) " and e-Handbook

on Cybersecurity & Cybercrime™s, published as shared resources. Highlight: Provides a regional network model linking diverse political systems.

NATO Parliamentary Assembly (PA) ™

African Parliamentary Network on Internet Governance

Scope: e B Scope: Parliaments across Africa, under the Coalition for Digital Africa (ICANN-
Focus: Cyber defence, resilience of democratic institutions, and countering hybrid supported).
e Focus: Cybersecurity awareness, internet governance, and digital policy.

Why it matters:  Issues regular reports/resolutions urging collective cyber defence and
legislatures' role in national resilience strategies, like calling for decisive
action on cyber-attacks and disinformation ™.

Why it matters:  Strengthens regional collaboration on cyber and internet issues, bringing
parliaments into multi-stakeholder governance.

Unique feature:  Direct link to NATO's own cyber defence policy debates.

CERT-EU/ Interinstitutional Cybersecurity Board (1ICB)*®

Scope: EU institutions, agencies, and the European Parliament.
Organization for Security and Co-operation in Europe (OSCE) PA™®

Focus: Incident detection, response, and strategic oversight of EU-wide cyber
Scope: 57 participating member countries across Europe, Central Asia, and North resilience.

America.
Why it matters:  Perhaps the most institutionalised cyber resilience network for legislatures

Focus: Cybersecurity, cyber confidence-building measures, election security, and anywhere.

democratic resilience. ) . . ) .
Unique feature: = Combines operational CERT-EU hub with [ICB strategic governance.

Why it matters:  Provides a diplomatic forum where Members of Parliament engage in
trust-building dialogues on cyber risks.

European Parliamentary Technology Assessment (EPTA) Network®

Scope: Europe-wide.
Focus: Digital technologies, cybersecurity, and Al.

Why it matters:  Provides a knowledge-sharing platform for committees to better
understand cyber risks and governance. EPTA partners advise
parliaments on the possible social, economic, and environmental impact
of new sciences and technologies.
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Building and sustaining cyber resilience
networks offers clear benefits for legislatures
and parliaments: stronger protection of
democratic institutions through trusted
information sharing, faster detection and
coordinated response to domestic and
international cyber threats, and greater
capacity for recovery and continuity when
attacks inevitably occur. These networks
enable parliaments to learn from one another,
leverage trusted third parties, and engage
the private sector and academia in collective
preparation, mitigation, and defence.

To increase maturity and effectiveness,

cyber resilience networks require deliberate
governance structures that clarify roles,
authorities, escalation pathways, and decision-
making responsibilities. Because legislatures
often operate with unique constitutional
prerogatives and political sensitivities,
established governance frameworks should
formalise how information will be shared, when
joint actions can be taken, and who speaks for
the institution during a cyber incident. Secure
information-sharing protocols are another core
requirement for practical implementation of
resilience networks, particularly in politically
sensitive legislative environments where
confidentiality, political neutrality, and
institutional independence must be preserved.
With that in mind, legislatures should adopt
tiered information-sharing agreements that
define what can be shared internally, what can
be shared with trusted third parties (such as
ISACs), and what requires anonymisation or
delayed disclosure.

Beyond governance frameworks and technical
platforms, trust building is also foundational

to any resilience network, especially among
legislatures and parliaments around the

globe that differ in political composition,
resources, national security constraints, and
threat landscapes. Trust must be cultivated
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deliberately over time, initially through
repeated low-risk interactions, joint tabletop
exercises, cross-institution incident reviews,
and structured communication channels that
encourage transparency without jeopardising
institutional sensitivities. Over time, these trust-
building mechanisms can be used to convert
episodic cooperation into standing, highly
resilient institutional relationships.

Cyber resilience networks must also work

to define how network effectiveness will be
measured and how legal and coordination risks
among and between network members will be
addressed. Much like the concept of a “minimal
viable product” in information systems
development and deployment, coordination
challenges, particularly in federated or
politically polarised systems, can be addressed
by establishing “minimum viable cooperation
mechanisms” to set the stage for broader
collaboration in the future. These mechanisms
might initially involve small, dependable
workflows such as shared early-warning
bulletins or establishing secure communication
channels for network members in times of
crisis. Over time, measurable improvements

in cyber readiness, incident detection speed,
and cross-institution recovery capabilities

can become the fact-base, the justification for
expanding and scaling the cyber resilience
network.

Ultimately, success depends on legislatures
and parliaments committing to institutionalised
collaboration and cooperation, adoption

and use of common security frameworks,
standards, and controls, measurement

of performance/impact, and continuous
adaptation, so that cyber resilience becomes
not just a national goal but a global democratic
safeguard against the common cyber
vulnerabilities and threats they all face.

]

Conclusion

Cyber resilience is not merely a technical
aspiration for modern legislatures - it is

a democratic necessity. As this chapter
illustrates, parliaments cannot withstand
the growing sophistication, frequency, and
geopolitical complexity of cyber threats

by acting alone. The very nature of cyber-
attacks, which often transcend borders,
sectors, and jurisdictions, demands a shift
from isolated institutional defences to a
collective, trusted, and adaptive ecosystem
of partners. Cyber resilience networks
embody this shift. They transform
cybersecurity from a solitary struggle into
a sustained, cooperative effort rooted in
shared intelligence, coordinated response,
and mutual support.

These networks strengthen parliamentary
resilience not only by distributing
information and resources but also

by multiplying institutional capacity.
Whether through national bodies such

as ISACs in the United States, regional
mechanisms like the EU's CERT-EU and
Interinstitutional Cybersecurity Board, or
global forums such as the IPU, CPA, NATO
PA, and ParlAmericas, parliaments gain
access to expertise, early warnings, best
practices, and collaborative structures
they could not establish independently.
Such partnerships amplify detection
capabilities, streamline crisis coordination,
and accelerate recovery when attacks
inevitably occur.

Central to the success of these networks
is effective governance. Clear rules for
information sharing, decision making,
escalation, and cross-institution
engagement create a foundation

of accountability and predictability.

Tiered sharing agreements, secure
communication platforms, and defined
roles ensure that confidentiality, political
neutrality, and institutional sovereignty
are preserved while still enabling rapid,
actionable collaboration. Trust building
- through repeated interactions, joint
exercises, and transparent dialogue - is
equally crucial. Cyber resilience networks
thrive not only on frameworks and tools
but on relationships nurtured over time.

Overcoming coordination challenges

is also part of building resilience. As
legislatures differ in resources, political
contexts, and security postures,
networks must start with “minimum
viable cooperation mechanisms” - small,
dependable workflows that demonstrate
early value and expand gradually. Metrics
that measure readiness, detection speed,
recovery capacity, and participation

help convert collaboration into a durable
institutional practice backed by evidence
and accountability.

Ultimately, cyber resilience networks
represent more than the sum of their
parts. They reflect a shared commitment
among legislatures, governments,
academia, and trusted private partners

to protect democratic processes against
common threats. In a world where
cyber-attacks respect no borders and
often target the very legitimacy of
representative institutions, resilience
cannot be a solitary pursuit. By embracing
institutionalised cooperation, common
standards, continuous learning, and global
solidarity, parliaments can transform their
vulnerabilities into collective strength and
ensure that democracy remains resilient
in the face of persistent digital danger.
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<partV/>

// Cybersecurity
policies and future
considerations

Chapter 15

Toward cybersecurity

policies for parliament
All authors

Introduction

A policy framework establishes the overarching
principles, standards, and procedures that
guide the development and management

of individual policies within an organisation.
These frameworks set the expectations for how
policies are written, approved, implemented,
and reviewed.

Policy reviews and update cycles are
influenced by the nature of the policy, the
pace of change in its subject area, and
organisational or political impact. Policies

in fast-moving fields - such as technology,
security, or compliance - may require more
frequent updates, while those based on stable
legislation or procedures may change less
often. As a result, review schedules should be
flexible and tailored to each policy’s purpose,
risk level, and operating environment.

The review lifecycle depends largely on

when changes are required. Reviews may be
triggered by shifts in legislation, organisational
priorities, operational risks, emerging issues,
or feedback from users and stakeholders. For
each review, the appropriate stakeholders
must be consulted to ensure the revised policy
remains accurate, relevant, and practical.

Governance requirements also shape the
process. Policies affecting Members of
Parliament or parliamentary processes may
require review by a committee of the MPs,
while others may require oversight at a senior
executive level of the house administration,
ensuring accountability and alignment with
institutional governance.

In summary, policy frameworks set the
direction for all policies, and updates should
be well-managed, informed by the right
stakeholders, and responsive to changes

in their field to keep policies relevant and
effective.

Information technology security policy

To protect parliamentary information and
systems, all business activity must apply
appropriate security controls and rely solely on
authorised IT assets. Adhering to recognised
industry standards for IT security helps
safeguard both the parliament’s assets and its
reputation. Security practices should evolve
alongside the changing needs of Members

of Parliament, who are responsible and
accountable for protecting information by
following established controls and procedures.

All IT assets used within the parliamentary
environment must be identified, documented,
and maintained, enabling the organisation to
uphold an accurate inventory. This ensures
the organisation retains the authority and
capability to enforce timely updates, apply
necessary security patches, and enforce an
appropriate level of device posture monitoring
and oversight.

Members of Parliament and house
administration are required to use only
authorised hardware and software, and no new
technologies may be introduced without prior
assessment and approval. The organisation
also provides direction on critical areas such
as elevated privilege management, password
security, monitoring of unauthorised access,
data handling, and remote work, including
travel with parliamentary devices. These areas
would benefit from having dedicated policies
with a more frequent update cycle.
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Acceptable use policy

Given the unique nature of its operations,
parliament requires an acceptable use policy
(AUP) that precisely defines the appropriate
use of technology resources - such as
networks, devices, system access, and email -
to safeguard the security and compliance of
the parliamentary network. These resources
are accessed by the house administration,
Members of Parliament, their staff, volunteers,
and committee witnesses.

By outlining both appropriate and prohibited
behaviours, an AUP helps to protect sensitive
parliamentary data, prevent cyber threats, and
ensure users understand their responsibilities.
It establishes clear expectations of how users
may interact with parliamentary devices,
networks, infrastructure, or services. By setting
clear and explicit rules, the organisation can
reduce the risky behaviour that could lead

to malware infections, data breaches, and
unauthorised access. In turn, this decreases
legal and regulatory risks, safeguards the
organisation’s reputation, and provides a
consistent framework for enforcing rules when
misuse occurs.

High-risk travel policy

Members of Parliament typically undertake

a significant amount of travel, where they

are frequently accessing systems, data, and
communication tools from various locations
and devices. This mobility increases exposure
to cybersecurity risks, as remote connections,
public networks, and unmanaged devices can
create vulnerabilities within the parliamentary
infrastructure.

To safeguard sensitive information and
maintain integrity of the parliamentary
systems, strong travel-related policies must be
in place. This policy defines secure practices
for disclosing travel plans, accessing external

networks, handling devices, and managing
data while outside the country. By establishing
clear guidelines and security requirements,
the organisation can reduce the likelihood of
breaches, unauthorised access, and data loss,
ensuring that the parliamentary infrastructure
and data remain protected regardless of where
Members of Parliament are working.

Providing travel kits to Members of Parliament
departing for high-risk international trips is

an effective way to ensure that parliamentary
devices are not taken into environments that
could compromise the traveller's safety or
parliamentary network security.

Information security classification
standard (ISCS) and handling protocol

Business information is a parliamentary

asset and must be protected from
unauthorised disclosure or loss, maintaining
its confidentiality, integrity, and availability
throughout its life cycle. It should remain

high quality, accessible, reusable, and fit for
purpose. To support effective information
security governance, the ISCS ensures that all
information is accurately classified and marked
according to sensitivity to protect individual
privacy and parliament'’s reputation.

Information must be assigned an appropriate
classification level - such as Unclassified,
Protected, or Secret - based on the risks
associated with compromise. This classification
determines the required safeguards and may
change as the information evolves. Access

to Protected or Secret information is limited

to individuals with a business need and
appropriate clearance level, and when such
information must be shared with partners or
third parties, the ISCS outlines the protections
required for transport, storage, and disposal.

Proper disposal is also essential to prevent
unauthorised access or misuse. Secure
shredders meeting the required security

standards must be used to destroy classified
materials, with only authorised personnel
handling the process and protecting materials
until destruction is complete.

Privileged access policy

Privileged accounts grant elevated,
unrestricted access to parliamentary
systems. As these accounts enable sensitive
administrative actions, the policy describes
the acceptable usage and necessary controls
relative to these accounts.

To reduce risk, the organisation must uphold
rigorous role-based access controls enabling
separate privileged roles for different types

of elevated access, for example server
administration, workstation management, or
cloud environments. The organisation must
also use just-in-time privileged access grants
to allow privileged accounts to be used only
when necessary to perform designated duties.

The policy also addresses how to secure
these privileged accounts establishing rules
about credentials. Credentials must always be
protected, never shared, and never entered in
untrusted systems or websites. Parliaments
should maintain formal records of privileged
account lists and usage and routinely review
their permissions and relevance to ensure
they remain secure. Regular training, including
annual recertification, must be enforced to
ensure all users adhere to this policy.

Password policy

Passwords and passphrases are vital for
verifying a user’s identity and protecting the
confidentiality, integrity, and controlled access
of sensitive information. A password policy is
essential for ensuring consistent protection of
sensitive information, preventing unauthorised
access, and maintaining the overall security of
accounts and systems.

The policy mandates all user accounts must
follow the organisation’s password policy by
using complex, unique passwords for each
account and using multi-factor authentication
(MFA) when possible. The policy describes the
minimum acceptable criteria for creating strong
passwords that are difficult to compromise,
and the supported MFA technologies such as
fingerprint, facial recognition, or a one-time
code sent to a trusted device.

The policy stipulates that users must avoid
risky practices such as sharing passwords

or storing them in an unsecured fashion and
remind users that strong passwords combined
with MFA makes unauthorised access
significantly more difficult for cybercriminals.

Procurement policy

To support parliamentarians to effectively carry
out their work, the house administration, under
the authorisation of the clerk, is empowered

to enter into and terminate contracts for
procuring goods and services that align with
corporate requirements. The policy mandates
that all procurement decisions and actions

be conducted fairly, transparently, and
equitably, without any preferential treatment.
Procurement processes must ensure that the
house administration delivers the right goods
and services at the right time while optimising
the value of parliamentary funds.

Any procurement that involves an IT system or
solution must involve IT security in defining the
mandatory and rated IT security controls that
the solution must support to be considered for
the evaluation. All procurement requirements
must also incorporate a supply chain integrity
assessment for the new product before
consideration.

A mature organisation must have a set of
predefined minimum mandatory security
requirements that are used as a foundation for
all procurement activities.
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Remote access and teleworking policy

The nature of parliamentary work requires

a flexible hybrid work model that balances
organisational requirements while maintaining
high standards of parliamentary service and
security. The teleworking policy provides
guidance to parliamentarians and house
administration staff to ensure that work
conducted outside the workplace remains
secure, efficient, and compliant with
parliamentary standards.

The policy indicates that telework is restricted
to the use of IT hardware and software
authorised by parliament. It also requires
employees to demonstrate that they have
the appropriate quality of connectivity

that can support the organisational tools,
including videoconferencing. Employees
are also responsible for safeguarding
sensitive and confidential materials, and

all legal requirements, policies, directives,
and guidelines applicable at the designated

workplace continue to apply while teleworking.

Security screening and access
management policy

As parts of parliamentary facilities are open
to the public, robust security screening and
access management policies are required

to ensure only authorised individuals enter
restricted areas and to prevent unauthorised
tools or equipment from being brought inside.
These controls protect sensitive information,
reduce insider threats, and safeguard facilities
and critical systems.

There are two main components for the security
screening and access management policy.

First, before an employee can get access

to any building in parliament, they must go
through the mandatory site-access security
clearance. This is the first level of security
screening and provides general access to

parliamentary buildings and Unclassified
systems and information. Those who will be
working on Protected or Secret information, or
need access to protected areas of parliament,
need to go a step further and attain Secret or
Top Secret clearance.

Second, the access management policy
defines which buildings an individual can
access and specifies that the individual must
have clear parliamentary-issued identification
visible on their person. The policy indicates
what level of access management controls
are required for the different groups of people
entering the parliamentary precinct, such

as administration employees, Members of
Parliament, MP staff, volunteers, contractors,
and students. Not everyone who enters the
parliamentary precinct follows the same rules.
Access requirements vary, and some areas
may require additional screening such as metal
detectors, bag checks, or restricting personal
devices.

The objective of the security screening and
access management policy is to safeguard
individuals and assets by ensuring effective
security screening mechanisms are in
place and by clearly defining the roles

and responsibilities of those involved in

the screening process. The policy upholds
the principles of privacy, transparency,
accountability, and efficiency. Personal
information used for screening is handled with
respect for privacy and informed consent.

Overall, the security screening and access
management policy are essential to preventing
security breaches and ensuring parliament
operations remain safe and effective.

Major cybersecurity incident response
policy

A major cybersecurity incident is a high-
impact, urgent event that is causing or

may cause significant disruption to or
compromise to parliament services, operations,
infrastructure, or sensitive / personal data and
requires an immediate coordinated response.

The purpose of the major cybersecurity
incident response policy at the house
administration is to ensure the organisation

is prepared to respond quickly and effectively
when a serious cybersecurity incident occurs.
The policy establishes clear governance
structure, defined roles and responsibilities,
escalation pathways, and communication
procedures enabling house administration
teams to act in a controlled, coordinated,

and consistent manner during a crisis. It
supports effective decision making, evidence
preservation, incident recovery, and post-incident
improvement, reducing operational, financial,
and reputational risk while strengthening overall
cyber resilience in parliament.

The policy also mandates the use of
cybersecurity incident response playbooks for
common attack scenarios. These playbooks
provide clear, step-by-step guidance,
reducing confusion and errors during
high-pressure events and enabling faster,
coordinated responses across security, IT, and
communication teams. Playbooks address
incidents such as ransomware, distributed
denial of service, malware, data breaches,
insider threats, supply chain attacks, and
email-based attacks.

To maintain readiness, the policy mandates
regular training and yearly simulation
exercises. These simulations allow teams to
practise responses in a controlled environment,
validate governance and communication
pathways, clarify roles, and identify gaps.

AI policy

Like other institutions, parliament needs to
recognise that Al is now part of our everyday
life. Al can benefit parliament by automating
routine tasks and enhancing research and
data analysis. However, alongside these
benefits come significant risks too, including
misinformation that can erode public trust,
targeted negative influencing campaigns, and
embedded bias. For these reasons, it is very
important for parliament to establish strong
guardrails to ensure Al is used the right way.

It is essential for parliament to have an Al
policy that provides a structured, ethical
foundation for the organisation’s use of artificial
intelligence while upholding the values of
accountability, inclusivity, innovation, and
human-centric design. This policy offers

clear guidance on how Al can be used safely,
responsibly, and ethically in parliament.

The Al policy also helps manage key risks

- such as data privacy concerns, biased
outcomes, security vulnerabilities, and potential
misuse of automated tools - especially as Al
becomes increasingly embedded in the tools
and services parliamentarians rely on. As these
technologies evolve, parliament must balance
innovation and growth with strong risk-
management practices.

Ensuring parliamentarians understand how

to use Al appropriately and safely is critical.
Awareness and training in the responsible

use of Al are necessary to maintain network
integrity, protect data privacy, and support best
practices in data management. By setting clear
expectations and safeguards, parliamentarians
can foster safe, secure, and forward-looking
adoption of Al
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Privacy policy

This policy establishes a comprehensive
framework for how the house administration
collects, uses, discloses, safeguards, retains,
and disposes of personal information under
its control. The policy affirms a voluntary
commitment to recognised privacy principles
and best practices, reinforcing accountability,
transparency, and trust with Members of
Parliament, employees, and the public.

At its core, the policy is grounded in key
privacy principles - including transparency,
purpose limitation, information minimisation,
proportionality, security, retention limitation,
accuracy, and accountability - which

guide all handling of personal information
throughout its lifecycle. These principles are
operationalised through concrete requirements
governing collection, use, sharing, disclosure,
safeguards, and retention, with an emphasis
on limiting information to what is necessary
and protecting it through appropriate
administrative, technical, and physical controls.

The policy also establishes clear processes
for individual access and correction, outlines
expectations for privacy breach management
(including the identification and handling

of material breaches posing a real risk of
significant harm), and sets out monitoring and
reporting mechanisms supported by defined
metrics to enable continuous improvement. It
also assigns explicit roles and responsibilities
across governance levels - from the clerk

to the CIO, managers, and employees -
ensuring shared accountability and consistent
application across the house administration.
Collectively, this policy strengthens the

house administration’s privacy posture,
supports responsible stewardship of personal
information, and reinforces public confidence
in its operations.

Conclusion

Developing effective cybersecurity
policies for parliament requires more
than drafting stand-alone rules. It
demands a coherent, well-governed
policy ecosystem that supports resilience,
accountability, and adaptability across
the entire institution. As this chapter
demonstrates, a strong policy framework
provides the structural foundation on
which all other policies rest. It clarifies
how policies are created, who is
responsible for approving and reviewing
them, how often they must be updated,
and how they align with parliamentary
governance and democratic obligations.
In a fast-evolving threat environment,
where technology, geopolitics, and
legislative expectations shift rapidly, this
structure ensures that policies remain
both relevant and responsive.

The collection of policies outlined in

this chapter - spanning IT security,
acceptable use, privileged access,
information classification, procurement,
remote work, security screening, incident
response, Al, and privacy - forms an
integrated defence architecture for
parliament. Each policy addresses

a specific operational need, yet all

are interconnected. Together, they
safeguard devices and networks,
protect sensitive information, define
user behaviour, ensure secure mobility,
manage identity and access, formalise
incident response, regulate supply chain
risks, promote responsible Al adoption,
and uphold privacy rights. This holistic
approach ensures that every aspect

of parliamentary work, from daily
communications to crisis management,

is governed by clear expectations and
reinforced by consistent standards.

Importantly, effective policies

also support cultural resilience.
Parliamentarians, staff, and contractors
operate within dynamic political and
technological contexts, and policies

help guide their actions in ways that
protect institutional integrity. Clear rules
reduce ambiguity, prevent risky practices,
and reinforce shared responsibility for
cybersecurity. Regular training, periodic
reviews, and governance oversight ensure
that policies remain living instruments
rather than static documents - updated
as threats evolve and as parliament
adopts new tools, technologies, or ways
of working.

Looking ahead, the continued evolution
of digital risks - particularly those
associated with Al, supply-chain
complexity, hybrid work, and emerging
technologies like quantum computing -
will require parliament to strengthen its
policy foundations even further. A rigorous,
adaptive policy framework allows the
institution to anticipate change, implement
safeguards proactively, and preserve trust
in its digital operations and democratic
processes.

In sum, cybersecurity policies are not
merely administrative requirements

- they are essential components of
parliamentary resilience. By embedding
clear standards, structured governance,
continuous improvement, and shared
accountability, parliament can ensure that
its digital environment remains secure,
robust, and aligned with the principles
of transparency, privacy, and democratic
stewardship.

108 Cybersecurity for parliaments

& wrp | 109



Chapter 16

The future of
parliamentary

cybersecurity

Authors: Mark Thomas,
Victoria Baines

Introduction

As democratic institutions expand their reliance
on digital systems, parliamentary bodies

must navigate an increasingly complex and
volatile cybersecurity landscape. This chapter
synthesises themes from earlier sections of

the volume and provides a forward-looking
analysis of how parliaments can prepare for the
next decade of technological, regulatory, and
geopolitical change. Rather than predicting a
single future, this chapter draws on principles
including horizon scanning, scenario
techniques, and multi-horizon planning to
outline plausible trajectories and strategic
priorities. The aim is twofold: to examine the
emerging technological and socio-political
dynamics shaping parliamentary cybersecurity,
and to articulate actionable recommendations
that will help parliaments strengthen resilience,
safeguard democratic processes, and foster
digital trust.

Cybersecurity as a foundation of
democratic legitimacy

Cybersecurity has evolved far beyond a
technical function; it is now a strategic
imperative that underpins institutional stability,
democratic legitimacy, and public trust. The
integrity of parliamentary decision making
depends on secure digital platforms, reliable
information flows, and systems protected

from manipulation or unauthorised influence.
As outlined in earlier chapters, disruptions

through cyber intrusion, data alteration, or
sophisticated disinformation campaigns create
vulnerabilities that extend beyond IT systems.
They threaten the credibility of democratic
outcomes themselves.

Futures thinking for parliamentary
cybersecurity

In the years ahead, several emerging trends
will profoundly influence parliamentary
cybersecurity. State-sponsored cyber
operations and hybrid influence campaigns are
expected to intensify, targeting parliamentary
networks, political groups, and individual
Members of Parliament with the intent

of shaping public policy or undermining
confidence in democratic institutions. Attacks
on supply chains will also increase, as
adversaries exploit vulnerabilities in software
providers, telecommunications partners, and
managed service entities to gain indirect
access to parliamentary environments.
Assuring the provenance of software will gain
in importance, with Software Bills of Materials
(SBOMs) expected to play a key role 2,
Increasingly seen as a useful tool for revealing
and documenting potential vulnerabilities in
supply chains, SBOMs have already featured

in the White House's 2021 Executive Order on
improving the nation’s cybersecurity?®, and are
mandatory for software manufacturers under
the European Union (EU) Cyber Resilience Act,
which entered into force in December 2024 2%,

At the same time, the rapid advancement

of Al will amplify the capabilities of both
attackers and defenders. Parliaments will
face Al-driven threats such as automated
exploitation, sophisticated disinformation,

and deepfakes targeting political figures,
even as they adopt Al-enabled tools for threat
detection, forensic analysis, and operational
resilience. Cybersecurity concerns will
become increasingly intertwined with national
and European security priorities, blurring

traditional boundaries between digital risk
and geopolitical strategy. This evolution will
be accompanied by regulatory convergence
across the EU, with frameworks such as the
Network and Information Systems Directive,
the Digital Operational Resilience Act, and the
Al Act creating more harmonised expectations
for cyber oversight and accountability 2,

The last of these instruments entered into force
in August 2024 and will be fully applicable
from 2026. Applying a risk-based approach,

it explicitly bans all Al considered “a clear
threat to the safety, livelihoods, and rights of
people...from social scoring by governments
to toys using voice assistance that encourages
dangerous behaviour” Al systems identified

as "high-risk” are subject to mandatory risk
assessment and mitigation, training data
quality assurance, logging of activity and
traceability, clear and adequate information,
appropriate human oversight, and “a high level
of robustness, security and accuracy” (Article
15). Tools in this category include technology
used in critical infrastructure, product safety,
access to education, training, or employment,
all biometric identification, and the operation of
essential services. As in the case of the GDPR,
the Al Act applies to “providers placing on

the market or putting into service Al systems
or placing on the market general-purpose Al
models in the Union, irrespective of whether
those providers are established or located
within the Union or in a third country”; also

to “providers and deployers of Al systems

that have their place of establishment or are
located in a third country, where the output
produced by the Al system is used in the
Union” (Article 2). As such, the impact of the
Act will be felt worldwide, and certainly beyond
the EU. As regards the core operations of
parliaments, we can expect to see its impact
in requirements for enhanced security across
a range of services and systems, including
remote identification, recruiting and employee

management, and “administration of justice
and democratic processes” (Recital 61).

Equally, the emergence of quantum
computing (Chapter 10) will introduce new
risks to parliamentary communications and
secure voting mechanisms and is already
prompting forward planning for quantum-
safe cryptographic systems by technology
providers and legislatures alike?®, It is also
envisaged as an enabling technology for
more secure communication. For the 27 EU
member states and their overseas territories,
the European Quantum Communication
Infrastructure (EuroQCI) will integrate
quantum communication technologies into the
infrastructure for resilience, interconnectivity
and security by satellite (IRIS2), the sovereign
secure satellite constellation for critical
infrastructure including governmental
institutions 2?28, Emerging technologies
continue to provide security opportunities as
well as security risks.

The assessment of the current cyber threat
landscape earlier in this book (Chapter 2)
detailed how bad actors exploit vulnerabilities
in people, processes, and technology. Current
signals indicate that exploiting human
vulnerabilities in parliamentary cybersecurity
will continue to be of great interest, particularly
in light of the ongoing proliferation of
technologies that erode historical distinctions
between physical and digital presence. The
COVID-19 pandemic accelerated digital
transformation in the interest of keeping
governments and parliaments running by
any means necessary. Since then, many
parliaments have retained something of a
hybrid quality, conducting meetings and
voting remotely in the interests of efficiency
and potential cost savings. In recent years,
Al-powered summarisers, note takers, and
digital assistants have been incorporated into
the most popular messaging, document, and
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meeting software. The expected trajectory is
one in which, increasingly, automated tools will
perform routine functions traditionally fulfilled
by parliamentarians and their staff.

In terms of personal safety, the line between
cybersecurity and physical security will

further erode as all members of society,
parliamentarians and their staff included, will
make greater use of connected and semi-
autonomous vehicles, integrated public
transport networks, connected healthcare such
as implantable medical devices and brain-
computer interfaces, and smart home devices.
Because much of the communication for these
services relies on use of apps on personal
mobile devices, parliamentary cybersecurity
will increasingly be a matter of ensuring that
representatives and employees use their

own devices as safely as possible. Equally,
continued proliferation of connected and smart
devices on parliamentary premises - often
referred to as the Internet of Things (loT) and
comprising any object that can sense and

Horizon Scanning

Scenario Planning

Explore multiple
plausible futures.

Systematically detect
early signals of change.

communicate machine to machine - will result
in larger numbers of endpoints to be secured,
from hardware components for lighting and
heating systems to vehicle fleets.

To remain resilient in this future of greater
digitisation, connectedness, automation, and
processing speed, parliamentary institutions
will need to deploy adaptive strategies that
evolve as quickly as the threats they face.

The shift from static protection models to
continuous resilience will be essential, with
governance emphasising dynamic monitoring,
regular risk reassessment, and rapid incident
response. To meaningfully consider the “future
of parliamentary cybersecurity’, this chapter
applies principles from several methodologies:
scenario planning, horizon scanning, and three
horizons framework (Figure 16.1).

Three Horizons
Framework

Determine short,
medium, and long-term
horizons.

Figure 16.1: Future thinking cybersecurity (source: Mark Thomas)

Scenario planning

Scenario planning is a strategic foresight
method that helps parliaments explore
multiple, plausible future environments

rather than predicting a single trajectory. By
constructing diverse narratives about how
technology, geopolitics, and democratic
processes might evolve, parliaments can
stress-test their assumptions and prepare

for uncertainty before it materialises. This
approach highlights structural vulnerabilities,
capability gaps, and opportunities for resilience
across a spectrum of realistic futures.
Examples of scenario pathways for parliaments
include:

Al-driven legislative drafting
becoming the norm:

A future in which generative Al systems
produce first-draft legislation, committee
analysis, and policy briefings. This may
increase efficiency but introduces risks such as
embedded biases, compromised training data,
and adversarial text insertion designed to alter
policy outcomes.

Quantum-enabled breaches forcing
accelerated cryptographic transition:

A scenario where quantum decryption
capabilities emerge sooner than expected,
making existing parliamentary communication
systems instantly vulnerable. This would
necessitate an urgent transition to post-
quantum cryptography (PQC) and rapid
reassessment of long-term data confidentiality.

Heightened hybrid warfare targeting
democratic institutions:

A world where foreign actors blend cyber
operations, disinformation, social manipulation,
and synthetic media to influence parliamentary
debates, sway public opinion, or undermine
institutional trust in committee hearings and
legislative votes.

Scenario planning enables parliaments to
identify vulnerabilities common to multiple
futures and develop mitigation strategies that
are robust under varied conditions.

EXAMPLE

A synthetic crisis before a
committee hearing

A parliament runs a scenario-planning
exercise imagining that, hours before

a major committee hearing, a realistic
deepfake video emerges showing a senior
official making inflammatory statements.
The scenario forces participants to
consider how disinformation might
influence media coverage, parliamentary
questioning, and public trust. Through
the exercise, the institution identifies
gaps in its authentication processes,
communications protocols, and response
coordination - insights that help refine
real-world crisis plans.

Horizon scanning

Horizon scanning is a continuous, systematic
process for detecting early signs of technological,
political, or societal shifts that may influence
parliamentary cybersecurity. It focuses on weak
signals - subtle but meaningful indicators

that, if monitored early, can reveal emerging
risks or opportunities. This approach allows
parliaments to respond proactively to changes
that may otherwise escape traditional risk
assessments. Examples of horizon signals
relevant to parliaments include:
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Sudden improvements in Large Language
Model capabilities:

Rapid gains in reasoning, translation, code
generation, or multimodal manipulation could
drastically alter both the threat landscape and
parliamentary workflows, including drafting
accuracy, misinformation detection, and
committee evidence authentication.

New norms in international cyber
cooperation:

Diplomatic developments - such as joint cyber
defence agreements, EU-wide CERT alliances,
or international norms on Al governance -
may shift expectations for parliamentary
compliance, reporting, and collaborative
defence mechanisms.

Acceleration in post-quantum cryptography
standards:

Early adoption of government-backed PQC
standards or mandates for critical national
infrastructure may signal that parliamentary
systems must migrate sooner than anticipated.

Cross-border digital identity initiatives:

The rise of interoperable identity frameworks
(eIDAS2, digital wallets, decentralised identity
networks) could transform how parliaments
authenticate MPs, staff, and public participants
in hybrid or remote proceedings.

These signals enable parliaments to anticipate
disruptive shifts, adapt risk models, and avoid
reactive crisis-driven decision making.

lllustrative Example: Weak Signals of a
Cryptographic Shift

During routine horizon-scanning activities,
analysts notice subtle but converging signals:
several major technology providers begin
testing post-quantum encryption, international
standards bodies accelerate work on quantum-
safe algorithms, and early regulatory drafts hint
at future cryptographic requirements. None

of these developments alone appears urgent,
but together they suggest a significant shift. By
recognising the pattern early, the parliament
launches an internal review of its encryption
posture, giving it a multi-year head start

on a transition that will eventually affect all
government institutions.

Three Horizons framework

The Three Horizons framework provides a
structured way for parliaments to think about
change across time. It distinguishes between
current systems, emerging innovations, and
transformative future states, ensuring that
cybersecurity planning addresses short-term
needs while also preparing for long-term
shifts in democratic function, technology, and
institutional design.

The three horizons are:

Horizon 1 (short term): Today's cybersecurity
risks and existing systems

This includes familiar threats - phishing,
ransomware, supply chain compromises - and
the legacy technologies that support current
parliamentary operations. Investments focus
on strengthening resilience, closing gaps, and
modernising essential infrastructure.

Horizon 2 (medium term): Emerging
technologies challenging current models

This horizon captures Al-enabled workflows,
increasingly integrated loT ecosystems, the
onset of PQC migration, and new forms of
hybrid parliamentary participation. These
developments disrupt existing assumptions
and require experimentation, pilot
programmes, and adaptive governance.

Horizon 3 (long term): Transformative shifts
that redefine parliamentary operations

Here, parliaments contend with quantum-
secure infrastructures, decentralised identity
ecosystems, blockchain-secured legislative

records, Al-augmented democratic processes,
and emerging societal expectations for
transparency, resilience, and digital trust.

By considering all three horizons
simultaneously, parliaments can ensure that
immediate improvements also contribute

to long-term democratic resilience and
technological readiness.

EXAMPLE
Mapping a 10-year
cybersecurity plan

A parliament uses the three horizons
framework to structure its long-term
cybersecurity strategy. In Horizon 1, it
focuses on strengthening immediate
defences like multi-factor authentication,
secure cloud migration, and patching
legacy systems. In Horizon 2, attention
shifts to emerging issues such as Al-
assisted legislative work and secure
digital identity for hybrid participation.
Horizon 3 explores transformative
possibilities, including quantum-secure
communications and blockchain-backed
legislative records. The framework

helps decision-makers balance short-
term needs with long-term institutional
evolution.

A strong cybersecurity culture within
parliament will become one of the most
important defences, requiring ongoing
awareness efforts, secure communication
practices, and scenario-based training tailored
to MPs, staff, and assistants. Threat intelligence
will play an increasingly central role, with
parliaments formalising mechanisms for
gathering, analysing, and acting on intelligence
from CERT-EU, ENISA, national computer
security incident response teams (CSIRTs), and
strategic partners. Legislative workflows will

also require modernisation, with cybersecurity
expertise embedded directly into committee
deliberations, policy review cycles, and impact
assessments. Strengthening third-party
governance will be critical, as parliaments
evaluate suppliers based on demonstrable
cybersecurity performance rather than
assumptions or contractual assurances alone.
Strategic autonomy will push parliaments to
invest in secure and sovereign digital
infrastructure, including encrypted
communication tools and trusted cloud
environments. And finally, the rapid
development of emerging technologies, such
as Al, digital identity systems, and quantum
computing, will require continued assessment,
early planning, and coordinated policy
responses.

Cybersecurity will play an increasingly vital
role in preserving the stability of democratic
institutions. The integrity of parliamentary
decision making relies on secure digital
platforms, reliable information flows, and
systems protected from manipulation or
unauthorised influence. Disruptions to these
systems, whether through cyber intrusion,
data alteration, or disinformation campaigns,
directly threaten the legitimacy of legislative
outcomes. Ensuring cybersecurity resilience
also helps preserve operational continuity,
enabling parliaments to function effectively
during crises, be they cyber-related,
environmental, or geopolitical. Perhaps

most importantly, the public’s confidence

in parliamentary institutions is closely tied

to perceptions of digital competence and
security. Citizens expect their elected bodies
to protect sensitive information, maintain
reliable digital services, and defend democratic
processes from malicious interference. Strong
cybersecurity safeguards parliamentary
autonomy, ensuring that external actors cannot
distort public debate or exert undue influence
through digital means.
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Actionable recommendations:
A parliamentary cyber roadmap

As parliaments navigate rapidly evolving
technological, geopolitical, and operational
challenges, their cybersecurity strategies
must shift from episodic improvements to
sustained, future-focused capability building.
The following roadmap organises practical
recommendations across immediate, short-
term, and long-term horizons (Figure 16.2).

Each category includes strategically significant
priorities that strengthen resilience, reinforce
democratic integrity, and build the foundations
of digital trust. While individual parliaments
vary in resources and regulatory contexts,
these recommendations represent core
capabilities that every democratic institution
should work toward to remain secure, credible,
and operationally effective in a digitised future.

Immediate Near-Term Long-Term
0-12 months 1-3 years 3-10 years
1 Establish a Parliamentary 4 Develop an Al Governance 7 Ee;lnlloy Qtiantu(;n -Securg "
Cyber Governance Framework and Authenticity Protocol arliamentary Lommunication
Systems
Implement Zero-Trust Building Initiate Post-Quantum Adopt Secure Digital Identity
2 Blocks S Cryptography Migration 8 Ecosystems for Remote
Planning Participation
3 Enhance Third-Party and 6 Strengthen Parliamentary 9 :n’;rod}:ce Bcljo\ikc.?alrljBased
Supply Chain Assurance Threat Intelligence Integration I\r/]leecghr;r{i:r?ws ermication

Long-Term Horizons)

10 Build and Sustain a Parliamentary Digital Trust framework (applicable across Immediate, Near-Term and

Figure 16.2: Suggested immediate, near-term, and long-term actions (source: Mark Thomas)

1. Establish a parliamentary cyber
governance framework. Create or
formalise a cross-functional body that
oversees cyber risk, digital trust, and
security strategy across all parliamentary

operations. Example: A parliamentary cyber
steering committee that includes IT leaders,

clerks, security services, and legal/policy

advisers, meeting quarterly to review risks.

2. Implement zero-trust building blocks.
Begin foundational zero-trust measures
that reduce attack surface and limit
lateral movement without requiring full
architecture redesign. Example: Enforcing
multi-factor authentication for MPs and
staff, paired with segmentation of sensitive
committee networks.

3. Enhance third-party and supply chain

assurance. Improve oversight of all
external software and service providers
by requiring transparency, security
attestations, and component visibility.
Example: Mandating SBOM submissions
from vendors supplying legislative drafting
or document management tools.

Develop an Al governance and
authenticity protocol. Establish standards
governing how parliaments use Al tools
while ensuring content authenticity,

transparency, and secure drafting practices.

Example: Requiring authentication
for audiovisual evidence submitted
to committees to prevent deepfake
manipulation.

Initiate PQC migration planning.

Begin preparing for quantum threats by
inventorying vulnerable systems, assessing
migration pathways, and coordinating

with national cyber authorities. Example:
Conducting an audit to identify encryption
used in email systems, remote voting tools,
and archival databases.

Strengthen parliamentary threat
intelligence integration. Formalise
processes for receiving, analysing, and
acting on intelligence from national and
international cybersecurity partners.
Example: Establishing a direct information-
sharing channel with CERT-EU, NCSC,
CISA, or national CSIRTSs to stay ahead of
emerging threats.

Deploy quantum-secure parliamentary
communication systems. Invest in next-
generation protected communication
channels leveraging quantum key
distribution and sovereign satellite
networks. Example: Using regional
infrastructures such as EuroQCI/IRIS2 or
domestic equivalents to secure MP-to-MP
communications.

8.

10.

Adopt secure digital identity ecosystems
for remote participation. Implement robust
digital identity frameworks to authenticate
MPs, staff, and official participants in hybrid
and remote parliamentary processes.
Example: Introducing biometrically bound
digital identity credentials used for remote
voting and committee access.

Introduce blockchain-based integrity and
verification mechanisms. Utilise distributed
ledger technologies to verify document
integrity, secure legislative workflows, and
strengthen auditability. Example: Storing
bill versions and committee documents on
a tamper-evident blockchain to prevent
unauthorised alterations.

Build and sustain a parliamentary

digital trust framework (applicable
across immediate, near-term, and long-
term horizons). Develop and evolve a
comprehensive digital trust framework that
guides how parliaments ensure security,
transparency, accountability, reliability, and
authenticity across all digital operations.
This framework becomes the unifying
philosophy behind cybersecurity decisions,
shaping governance structures, technology
adoption, risk assessments, and public
communication. Over time, it matures

from basic principles into a full lifecycle
approach that continuously evaluates how
parliamentary digital practices impact
citizen trust and democratic legitimacy.
Example: Immediately, the framework may
define core trust principles and baseline
behaviours for MPs and staff; in the near term,
it expands to include measurable indicators
of trust (such as transparency benchmarks
or reliability metrics for digital services); and
over the long term, the framework evolves
into a formalised “digital trust scorecard”
that informs oversight committees, public
reporting, and cross-border cooperation on
trustworthy democratic technologies.
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Together, these recommendations form a
coherent roadmap that helps parliaments
transition from reactive cybersecurity
postures to proactive, future-ready

resilience strategies. By aligning immediate
improvements with near-term planning and
long-term investment, parliaments can build
the digital trust, operational continuity, and
institutional credibility required to thrive in an
increasingly complex digital environment. This
roadmap is not merely a technical agenda,

it is a democratic imperative that ensures
parliamentary institutions remain secure,

trustworthy, and capable in the decades ahead.

Cybersecurity as the guardian of
democratic futures

Ultimately, the future of parliamentary
cybersecurity is about safeguarding digital
trust. Digital trust emerges when systems are
secure and resilient, information is reliable and
uncompromised, and democratic decisions

are made free from interference. It is the
foundation upon which citizens evaluate the
credibility and legitimacy of their governing
institutions. When parliaments invest in
forward-looking cybersecurity strategies, they
do more than protect networks and data - they
reinforce the democratic values they represent.
In an era where threats are increasingly digital,
cybersecurity becomes synonymous with
protecting democracy itself. Parliaments that
embrace adaptive, strategic, and intelligence-
informed cyber governance will not only
strengthen their operational resilience but also
ensure the continued trust and confidence of
the citizens they serve.

Parliaments face an unprecedented
convergence of technological change,
geopolitical tension, and evolving threats.
Ensuring resilience requires more than
improved security tools, it demands
anticipatory governance, strategically
informed foresight, and a sustained

commitment to strengthening digital trust. As
digital processes become the backbone of
democratic institutions, cybersecurity becomes
indistinguishable from democratic protection
itself. Parliaments that invest today in adaptive,
intelligence-informed, and future-oriented
cyber strategies will not only safeguard their
core functions but reinforce the foundational
trust upon which democratic legitimacy
depends.

Conclusion

The future of parliamentary cybersecurity
will be defined not by any single
technology or threat but by the capacity
of democratic institutions to anticipate
change, adapt strategically, and cultivate
digital trust in an era of continuous
disruption. As this chapter has shown,
cybersecurity is no longer a technical
domain operating at the margins of
parliamentary activity, but rather a

core element of democratic resilience.
Protecting legislative integrity, securing
information flows, and ensuring the
authenticity of digital processes are
prerequisites for maintaining public
confidence and safeguarding the
autonomy of elected institutions.

The coming decade will intensify
pressures on parliaments. Cyber-attacks
will grow more sophisticated, targeting
not only infrastructure but also people,
processes, and public perception. Al will
reshape both legislative work and the
threat landscape, while the emergence
of quantum technologies will challenge
foundational cryptographic systems.
The growing interdependence of digital
services, geopolitical tensions, and
hybrid modes of participation will blur

the boundaries between cybersecurity,
physical security, and national security,
making resilience a shared responsibility
across the entire parliamentary
ecosystem.

To meet these challenges, parliaments
must transition from reactive defence to
forward-looking, intelligence-informed
governance. Scenario planning, horizon
scanning, and multi-horizon frameworks
offer tools for navigating uncertainty
and preparing for plausible futures.
Investments in secure digital identity,
supply-chain assurance, post-quantum
readiness, Al governance, and sovereign
communication infrastructures will be
essential. Equally important will be the
cultivation of a strong cybersecurity
culture that empowers MPs, staff, and
partners to act as stewards of institutional
integrity.

Ultimately, the strategic imperative for
parliaments is clear: cybersecurity is the
new guardian of democratic legitimacy.
Institutions that embrace adaptability,
foster trusted partnerships, and align
security practices with democratic values
will be best positioned to protect their
operations, uphold public trust, and
preserve the credibility of democratic
processes in an increasingly contested
digital world. By acting now - decisively
and collaboratively - parliaments can
shape a secure digital future rather than be
shaped by it.
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Conclusions
and guidelines

Z

Chapter 17

Conclusions
All authors

Concluding remarks

This report has provided an opportunity to
reflect on various facets of cybersecurity in
parliaments. Its main goal was to serve as an
interface between technical and institutional
domains where existing cybersecurity
guidelines can be effectively customised

to enrich the toolkit of parliaments in the
digital age. As shown in Figure 1.1 (Chapter 1),
parliaments are open and diverse, they operate
like all other organisations, but they present
distinctive requirements that affect digital
strategies.

Unlike executive agencies or private
organisations, parliaments must safeguard
sensitive political information while

upholding constitutional transparency,
ensuring accessibility for diverse users, and
maintaining operational continuity in dynamic
political contexts. These unique institutional
characteristics demand cybersecurity
approaches that are specifically designed for
parliamentary realities rather than adapted from
generic public-sector or corporate frameworks.

Developing new cybersecurity guidelines for
parliaments therefore requires a structured,
inclusive, and forward-looking process. It

must begin with a clear understanding of the
hybrid threat landscape affecting legislative
institutions, where cyber-attacks, disinformation
campaigns, insider risks, supply-chain
vulnerabilities, and emerging Al-driven threats
increasingly converge. Mapping these risks
through real-world case studies, horizon
scanning, and multi-stakeholder consultation
provides the evidence base needed for informed
guideline design.

Next, guideline development must consider
the distinctive organisational architecture

of parliaments: the coexistence of elected
representatives, political groups, administrative
staff, contractors, external experts, and citizens
engaging through digital platforms. Each

user group brings different risk profiles and
technology needs. This diversity requires
guidelines that are flexible, role-specific, and
proportionate, while still adhering to a unified
security baseline that ensures institutional
coherence.

Effective guidelines must also connect
technical safeguards with governance

and procedural clarity. Cybersecurity in a
parliamentary context is not simply a matter of
deploying tools. It is a governance challenge
that touches on privilege, accountability,
separation of powers, and democratic
legitimacy. The development process should
therefore involve parliamentary leadership,
committee structures, IT security departments,
legal services, and external experts, ensuring
that policies are both operationally sound and
institutionally resilient.

Finally, new guidelines must be adaptive.
They should incorporate mechanisms for
regular review, reflect evolving regulatory
requirements, and anticipate emerging
technologies such as Al, post-quantum
cryptography, secure digital identity systems,
and interconnected loT ecosystems within
parliamentary precincts. Embedding
continuous improvement, testing, and
scenario-based training ensures that
guidelines remain relevant long after their
initial publication.

In this way, developing cybersecurity
guidelines for parliaments becomes more
than a technical exercise and represents a
strategic investment in democratic stability. By
grounding these guidelines in parliamentary
realities, aligning them with future-oriented
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risk assessments, and integrating them

into everyday operations, parliaments can
strengthen their cyber resilience and reinforce
the digital trust on which modern democratic
governance depends.

Within that perspective, the following
summarises the main recommendations

of each chapter, and their application as
cybersecurity guidelines for parliaments. The
overview table at the end of this chapter can
be used for future reference (Table 171).

Part I: Understanding
parliamentary cyber
vulnerabilities

Chapter 2: Mapping the threat
landscape

2.l. Strengthen Human-Focused Security
Measures to Reduce Social Engineering Risks

Social engineering remains one of the most
effective attack vectors against parliaments,
as demonstrated by incidents like the 2015
Bundestag breach and multiple phishing-based
compromises. Parliaments should invest
heavily in awareness training, verification
protocols, and regular phishing simulations to
ensure MPs and staff can identify malicious
communications. Improving user awareness
is highlighted as essential for preventing
cyber-attacks, especially with increasingly
sophisticated Al-generated phishing attempts.

2.2. Enforce Robust Credential Management
and Multi-Factor Authentication (MFA)

Weak passwords, credential reuse, and shared-
access practices have directly contributed to
breaches - such as the 2017 UK Parliament
attack via brute-force password guessing and
credential exploitation. Parliaments should
establish strict password policies, mandatory
MFA, unique credentials for social media and
parliamentary systems, and rapid off-boarding
procedures to prevent unauthorised access by
former staff or compromised accounts.

2.3. Enhance Resilience Through System
Hardening, Patch Management, and Protection
Against Zero-Day Exploits

Parliaments must prioritise rapid patch
application, vulnerability monitoring, and
technical hardening, particularly in light of
incidents like the 2021 Norwegian Parliament
breach exploiting an unknown “zero-day”

vulnerability. Threats such as ransomware,
infostealers, botnets, Trojans, and DDoS
attacks need to be mitigated by maintaining
secure configurations and keeping all systems
updated.

Chapter 3: Institutional complexity
and security

3.1. Establish a \Whole-of-Parliament
Cybersecurity Governance Model

Because authority in parliaments is fragmented
across political leaders, administrative
officials, MPs, parties, and technical teams,
cybersecurity cannot be effectively managed
through traditional top-down models.
Parliaments should create formal governance
bodies, such as cybersecurity steering
committees or cross-party working groups,
that bring together all key actors and provide
clear decision-making pathways, coordinated
oversight, and shared accountability. This
ensures faster response during incidents and
supports coherent, institution-wide security
policies.

3.2. Implement Targeted, Role-Specific
Cybersecurity Training for All Parliamentary
Actors

MPs, political groups, administrative staff,
and technical teams all have different
behaviours, pressures, and risk profiles. To
address this, parliaments should develop
customised awareness programmes, such
as training for MPs on personal-device risks,
onboarding programmes for new members
after elections, and advanced operational
training for administrative staff. This helps
reduce human-factor vulnerabilities, which are
amplified in parliamentary environments due
to independence, high turnover, and diverse
digital habits.

3.3. Strengthen Collaboration with External
Cybersecurity Partners While Safeguarding
Parliamentary Autonomy

Given their limited internal authority and
fragmented IT environments, parliaments
benefit greatly from working with national
cybersecurity agencies, trusted vendors, cloud
providers, and peer legislatures. However,
these partnerships must be structured carefully
to protect data sovereignty and institutional
independence. Parliaments should adopt clear
frameworks for cooperation, secure contracting
practices, and mechanisms for safe information
exchange to enhance resilience without
compromising autonomy.

Chapter 4: Technological ecosystem
vulnerabilities

4.1. Reduce End-User Computing Risk
Through Standardisation and Training

Parliaments should adopt stricter
standardisation of equipment, software, and
device policies to reduce vulnerabilities created
by heterogeneous end-user environments and
widespread “bring your own device” practices.
Because many MPs and staff build their own
tools (e.g. spreadsheets, small applications)
without formal IT training, regular training on
secure end-user computing, data handling, and
coding standards is essential to prevent errors,
privacy breaches, and compliance failures.

4.2. Prioritise Risk-Based Modernisation
of Legacy Systems

Legacy systems, often custom-built and

critical for parliamentary workflows like
transcription, voting, and legislative drafting,
pose significant security risks due to outdated
technology and limited compatibility with
modern defences. Parliaments should adopt a
risk-based modernisation strategy, including
vulnerability assessments, segmentation,
intrusion detection, and the gradual integration
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of modern architectures such as zero-trust
models, Al-assisted monitoring, and secure
cloud migration (with careful attention to data
sovereignty).

4.3. Empower the CISO With Strategic
Architecture Leadership

Given the complexity of parliamentary
technological environments and the long-term
nature of digital transformation, parliaments
must formally empower the CISO with strategic
decision-making authority. This includes

the ability to shape IT architecture, guide
system modernisation, enforce cybersecurity
requirements across departments,

and coordinate secure integration of

new technologies, ensuring that future
parliamentary systems are secure by design
rather than incrementally patched.

Chapter 5: Infrastructure security
measures

5.1. Implement a Comprehensive and
Regularly Tested Backup and Recovery
Strategy

Parliaments should adopt the 3-2-1 backup
rule - three copies of data, two local on
different media, and one off-site - to ensure
continuity during cyber incidents, system
failures, or disasters. Backups must be
encrypted, automated, logged, and tested at
least annually, with clearly defined MTD, RTO,
and RPO objectives guiding prioritisation and
frequency. Properly maintained recovery plans
help guarantee data integrity and institutional
resilience.

5.2. Strengthen Supply-Chain Security by
Enforcing Rigorous Third-Party Requirements

Given parliaments’ reliance on external
vendors, service providers, and integrators,
they must enforce strict cybersecurity
obligations in procurement and vendor

contracts. This includes supply-chain risk
assessments, SLAs with enforceable security
clauses, compliance with standards such

as NIST C-SCRM and ENISA guidelines,
controlled physical access for third parties,
incident reporting obligations, and continuous
monitoring of vendor security performance.

5.3. Establish a Continuous \/ulnerability
Management and Penetration Testing
Programme

To identify and mitigate weaknesses in
parliamentary systems, IT teams should
implement regular vulnerability scans,
assessments, and periodic penetration tests
under well-defined rules of engagement. These
processes must include patch management,
system hardening, asset discovery,
documentation of corrective actions, and
adherence to recognised frameworks such as
NIST CSF 2.0 and ISO/IEC 27001. Penetration
test results should be treated as highly
sensitive data due to the insights they provide
into system exploitability.

Part II: Developing a
parliamentary cybersecurity
framework

Chapter 6: Governance and risk
management

6.1. Establish a Dedicated Cybersecurity
Governance Committee

Parliaments should create a formal

oversight body, such as a cybersecurity

or information security committee, with a
clear mandate to oversee cybersecurity
strategy, risk governance, incident readiness,
and compliance. This committee should
include elected members, professional

staff, and subject-matter experts to ensure
informed decision-making across political
and administrative domains. A structured
governance body provides continuity,
accountability, and alignment between
technical teams and parliamentary leadership.

6.2. Define and Operationalise Risk Appetite
and Tolerance Across the Institution

Given the complexity of parliamentary
environments and the varying levels of risk
across different processes, parliaments must
formally articulate risk appetite statements and
risk tolerance thresholds. These guide strategic
decisions, resource allocation, and prioritisation
of security measures. Without clearly defined
thresholds, cybersecurity efforts risk becoming
inconsistent, reactive, or misaligned with
democratic and operational priorities.

6.3. Implement a Structured, Continuous Risk
Management Framework

Parliaments should adopt a comprehensive
risk-management cycle, including risk
identification, assessment, response,
monitoring, and reporting, that is continuously
updated based on emerging threats,

geopolitical developments, and lessons learned
from incidents. This should be supported

by tools such as asset inventories, business
impact analyses, and risk registers. Proactive,
repeatable processes are needed to manage
risks in a rapidly evolving cyber environment.

Chapter 7: Digital sovereignty and
cybersecurity in parliaments

7.1. Strengthen Digital Sovereignty Through
National Control of Critical Parliamentary
Systems

Parliaments should ensure that essential
digital assets, such as voting systems, identity
management, communication platforms, and
sensitive data repositories, are operated under
full national jurisdiction. Reliance on foreign
digital infrastructure or non-compliant external
providers may weaken both digital sovereignty
and parliamentary sovereignty, risking loss of
control over mission-critical systems and data.
Safeguards such as domestic hosting, sovereign
cloud arrangements, strict data-localisation
requirements, and procurement screening for
high-risk foreign dependencies are essential.

7.2. Develop Internationally Coherent Legal
Frameworks and Cross-Border Cyber
Agreements

Because digital sovereignty challenges stem
from unresolved jurisdictional conflicts and
gaps in international cyber law, parliaments
should promote and participate in the creation
of stronger, enforceable international legal
frameworks. This includes harmonising cyber
regulations, aligning with supranational
initiatives (such as the European Union (EU) Al
Act and the Network and Information Systems
Directive (NIS2 Directive)), and advancing
cross-border enforcement mechanisms.
Strengthened legal cooperation helps prevent
parliaments from becoming casualties of foreign
digital vulnerabilities or hostile state actions.
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7.3. Build Strategic Alliances and Support Open,
Sovereign-Friendly Innovation Ecosystems

To reinforce sovereignty in the digital

domain, parliaments should support alliances
among like-minded states, engage with
open-innovation communities, and collaborate
with academic and research institutions.
Open-source initiatives, such as Switzerland's
community-driven Large Language Model
Apertus, demonstrate how sovereign,
transparent technologies can reduce
dependency on foreign actors. By encouraging
“digital federalism’, joint innovation spaces, and
research partnerships, parliaments can expand
their strategic autonomy and protect their
cybersecurity posture.

Chapter 8: Compliance issues and
regulatory landscape

8.1. Align Parliamentary Cybersecurity
Practices with International and Regional
Regulatory Frameworks

Parliaments should proactively harmonise
their cybersecurity strategies with widely

used frameworks such as NIST CSF 2.0,
ISO/IEC 27001/27005, the EU’s NIS2 Directive,
and ENISA guidance. These frameworks

offer risk-based structures that enable
adaptive, continuously improving security
postures. Because parliaments often rely on
national digital ecosystems and cross-border
tools, aligning with these standards ensures
interoperability, legal compliance, and consistent
protection of sensitive legislative data.

8.2. Establish and Maintain an Institution-Wide
Minimum Cybersecurity Baseline

Given that parliaments manage sensitive
political information while maintaining

high levels of public transparency, they

must implement a clear and enforceable
cybersecurity baseline. This includes asset
inventories, strong access controls, encryption,

vulnerability management, backup and
recovery requirements, incident-response
procedures, and secure identity management.
Without a baseline, the openness and
heterogeneity of parliamentary environments
create systemic vulnerabilities that adversaries
can easily exploit.

8.3. Strengthen Third-Party Risk Management
and Supply-Chain Compliance

Parliaments increasingly depend on external
cloud providers, technology vendors,
audiovisual systems suppliers, and software
developers. To mitigate compliance and
sovereignty risks, they must enforce strict
third-party security requirements, including
contractual controls, due-diligence processes,
incident-reporting obligations, and adherence to
recognised international standards. Misalignment
or non-compliance by external providers can
compromise parliamentary operations, data
privacy, or even democratic processes.

Part III: Emerging technologies
in cybersecurity

Chapter 9: AI and cybersecurity

9.1. Implement Robust Safeguards Against
AI-Driven Threats (LLMs and Agentic AI)

Parliaments should deploy technical and
procedural controls to mitigate risks created
by LLMs and agentic Al systems. This includes
defences against prompt injection, training
data poisoning, model misuse, identity
spoofing, and agentic goal-hijacking, all

of which can compromise legislative data,
manipulate workflows, or distort parliamentary
processes.

9.2. Adopt AI-Enabled Cybersecurity Tools
to Strengthen Detection, Prevention, and
Response

Al can significantly enhance parliamentary
cybersecurity when deployed responsibly.
Parliaments should integrate Al-powered
phishing protection, automated vulnerability
assessment, Al-driven behavioural analytics,
data loss prevention, and automated patch
management to support overburdened IT
teams and improve detection of anomalies
such as unusual data access or atypical user
behaviour.

9.3. Establish Clear AI Governance Principles:
Explainability, Data Sovereignty, and
Human-in-the-Loop Controls

As Al tools are integrated into parliamentary
workflows, guidelines must ensure that Al
decisions are transparent and accompanied
by human-understandable explanations.
Parliaments should also prioritise data
sovereignty, requiring self-hosted or tightly
controlled Al deployments for sensitive
information. Above all, Al assistance must
augment, not replace, human judgement,

preserving trust, accountability, and
democratic legitimacy within parliamentary
operations.

Chapter 10: Information security

10.. Establish a Rigorous, Institution-\iide
Information Classification and Handling
Framework

Parliaments should implement a
comprehensive framework that identifies,
categorises, and classifies all information, from
draft legislation and internal communications
to citizen data and administrative records.
This includes clear labelling protocols (e.g.
Unclassified, Protected, Secret), handling
rules, access limitations, and secure disposal
requirements such as controlled shredding

for classified documents. This ensures
confidentiality, integrity, and availability across
the entire information lifecycle.

10.2. Strengthen Access Controls and
Cryptographic Protections Across All
Parliamentary Systems

Given the sensitivity and diversity of
parliamentary information, organisations must
enforce role-based and discretionary access
controls, combined with strong application

of the CIA triad (confidentiality, integrity,
availability). Cryptographic measures, including
encryption of stored and transmitted data,
digital signatures to protect document integrity,
and robust key-management policies, should
be standardised and continuously updated
according to NIST, ENISA, OWASP, and CIS
best practices.

10.3. Prepare for the Post-Quantum Era by
Developing a PQC Transition Roadmap

Quantum computing threatens to break many
of today's cryptographic systems, creating
long-term risks for parliamentary data

that must remain confidential for decades.
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Parliaments should design and implement a
post-quantum cryptography (PQC) roadmap,
including early assessment of vulnerable
systems, monitoring emerging standards (such
as newly approved NIST PQC algorithms),

and coordinating migration strategies with
national authorities. This ensures future-proof
protection of sensitive archives and
communications.

Chapter 11: Technological and political
transition

T1.1. Implement Strict, Time-Bound Identity
and Access Management During Political
Transitions

Transitions following elections or leadership
changes create volatile periods in which
departing members, incoming MPs, and
shifting staff roles can lead to outdated
credentials, lingering account privileges, and
insecure document transfers. Parliaments
should enforce immediate access revocation,
controlled device reassignment, secure
onboarding channels, and mandatory archiving
protocols to prevent unauthorised access,
insider leaks, and exploitation by adversaries
during these high-risk moments.

11.2. Establish Crisis-Ready Incident Response
and Authenticated Communication Channels

Periods of political tension, protests, or
constitutional crises increase the likelihood of
targeted cyber-attacks, website defacement,
livestream disruption, and disinformation
campaigns aimed at delegitimising
parliamentary processes. Parliaments

should maintain pre-established, rehearsed
incident-response structures, ensure resilience
of streaming and publication platforms, and
use authenticated online communication
channels to rapidly counter forgeries,
deepfakes, and manipulated content.

11.3. Strengthen Oversight and Legislative
Safeguards for Election-Related Technologies

Because parliaments rely on secure electoral
systems for their own legitimacy, they must
ensure that national voting technologies, voter
databases, result-reporting systems, and
internal parliamentary voting platforms meet
strong cybersecurity standards. This requires
independent audits, transparent reporting,
robust access controls, secure fallback
mechanisms, and statutory requirements
governing election infrastructure, paired with
active parliamentary oversight of governments
and electoral commissions.

Part IV: Implementation and
strategic approaches

Chapter 12: Budgeting and resource
allocation

12.1. Adopt a Risk-Driven, Framework-Aligned
Budgeting Approach

Parliaments should allocate cybersecurity
resources based on a formal assessment

of institutional risks, prioritising funding for
systems whose compromise would significantly
disrupt parliamentary operations. Aligning
budgets with recognised frameworks, such as
NIST CSF, ISO/IEC 27001, and COBIT, ensures
that spending decisions are objective, auditable,
and strategically justified, reinforcing both
internal governance and external accountability.

12.2. Build a Sustainable, Mutlti-Year
Cybersecurity Investment Portfolio

Cybersecurity is not a one-off project but a
continuous lifecycle requiring predictable
funding for monitoring, patching, licensing,
cloud services, and incident response.
Parliaments should create a balanced
investment portfolio that includes foundational
hygiene (MFA, patching, endpoint detection
and response), enhanced protection for critical
assets (voting systems, chamber technologies),
and robust operational capabilities (threat
intelligence, continuous monitoring, crisis
exercises). Strategic procurement, tool
consolidation, and shared services (e.g.

CERT collaboration) can significantly improve
cost-efficiency.

12.3. Prioritise Human Capability and Cyber-
security Culture as Core Budget Categories

Because human behaviour is one of the
greatest sources of institutional vulnerability,
parliaments must dedicate a significant,
recurring portion of the cybersecurity budget
to workforce development. This includes:

targeted training for MPs and political staff,
upskilling cybersecurity professionals,
continuous awareness campaigns, leadership
crisis-decision exercises, and inter-institutional
exchanges and red-team/blue-team
simulations. These investments deliver some
of the highest returns by reducing incidents,
accelerating detection and response,
improving compliance, and strengthening
digital trust.

Chapter 13: Creating and cultivating a
security-conscious parliamentary culture

13.1. Empower Parliamentary Leadership to Act
as Visible Champions of Cybersecurity

Because authority in parliaments is distributed
and cannot rely on strict enforcement,
cybersecurity culture must be modelled from
the top. Speakers, clerks, committee chairs,
and party leaders should publicly endorse
secure practices, participate in cybersecurity
awareness events (e.g. Cyber Security
Awareness Month), and communicate that
cybersecurity is a democratic safeguard,

not an administrative burden. Leadership
endorsement helps normalise secure behaviour
and reduces resistance among MPs and staff.

13.2. Develop Tailored, Continuous,
Role-Specific Cybersecurity Education for
MPs and Staff

Generic training is ineffective in a
parliamentary context. Instead, parliaments
should provide targeted learning experiences
tailored to MPs, constituency assistants,

party strategists, committee clerks, and
administrative staff, each with distinct

risk profiles and digital practices. Short
micro-lessons, real incident case studies,
reminders tied to parliamentary workflows, and
recurring awareness campaigns help reinforce
secure habits without overwhelming busy
political actors.
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13.3. Promote Trust-Based, Incentive-Driven
Cultural Change Rather Than Enforcement

Because MPs cannot be coerced into
compliance, parliaments should adopt
supportive and incentive-focused approaches
to cybersecurity. This includes making secure
tools easier to use than insecure ones, offering
privileged access to services for those who
follow secure practices, and using recognition
and positive reinforcement to encourage
good behaviour. Exercises such as tabletop
simulations and crisis scenarios should be
used to build shared understanding and trust
across political and administrative actors.

Chapter 14: The creation and
maintenance of cyber resilience
networks

14.1. Build Institutionalised Cyber Resilience
Networks Through Structured Governance
Frameworks

Parliaments should move from isolated
defensive postures to formal cyber resilience
networks that include other branches of
government, national cyber agencies,
academia, and trusted private-sector partners.
These networks require clear governance
protocols, including rules for consultation,
data sharing, incident coordination, and
mutual assistance. Well-defined structures
ensure that information flows securely and
that parliaments can rely on partners for early
warnings, shared intelligence, and coordinated
response capabilities.

14.2. Develop Trust-Building Mechanisms and
Tiered Information-Sharing Agreements

Given the political sensitivity and autonomy
of parliamentary institutions, effective
cooperation depends on trust cultivated over
time. Parliaments should invest in regular joint
exercises, cross-institution workshops, and
low-risk collaborative activities to strengthen

confidence between actors. They should also
adopt tiered information-sharing models that
specify what can be shared internally, with
trusted third parties (e.g. ISACs), or only in
anonymised form, balancing confidentiality
with the need for situational awareness and
collective defence.

14.3. Participate in National and International
Cyber Alliances to Enhance Resilience

Parliaments should actively engage with
national, regional, and global cyber resilience
initiatives, such as CERT-EU, MS-ISAC,
NCSL/NALIT networks, the IPU Centre for
Innovation in Parliament, CPA, NATO PA,
OSCE PA, and ParlAmericas. These alliances
provide access to threat intelligence, peer
learning, coordinated defence strategies, and
capacity-building opportunities. Leveraging
such partnerships strengthens both domestic
cybersecurity posture and global democratic
resilience.

Part \/: Cybersecurity policies
and future considerations

Chapter 15: Toward cybersecurity
policies for parliament

15.1. Establish a Coherent, Centralised Policy
Framework with Regular Review Cycles

Parliaments should adopt a formal

policy framework that defines how
cybersecurity-related policies are drafted,
approved, implemented, and updated. Because
parliamentary digital risks evolve rapidly,
review schedules must be flexible, risk-based,
and triggered by changes in legislation,
technology, or operational needs. This ensures
that policies remain accurate, relevant, and
aligned with governance requirements,
including oversight by MPs when necessary.

15.2. Implement Dedicated, High-Granularity
Policies for Critical Cyber Domains

To protect parliamentary systems effectively,
parliaments should maintain specialised
policies covering: IT security, acceptable use,
high-risk travel, information classification,
privileged access, procurement, teleworking,
security screening, and incident response.
These policies must include strict access
controls, secure handling requirements,
mandatory MFA, privileged-account
safeguards, supply-chain integrity
assessments, and crisis-ready response
playbooks. Clear, domain-specific rules reduce
ambiguity and minimise vulnerabilities in
parliamentary operations.

15.3. Integrate AI and Privacy Governance
into Parliamentary Cybersecurity Policies

Given the rising use of Al-based tools and
increasing privacy obligations, parliaments must
adopt dedicated Al and privacy policies. These
policies should ensure: responsible, explainable,
human-centred use of Al; safeguards against
misinformation, bias, and misuse of automated
systems; strict protection for personal
information and clear processes for breach
handling; and transparency, purpose limitation,
and data-minimisation principles. Embedding
Al and privacy governance into the broader
cybersecurity policy ecosystem reinforces
digital trust and protects institutional legitimacy.

Chapter 16: The future of parliamentary
cybersecurity

16.1. Establish a Future-Ready Parliamentary
Cyber Governance Framework

Parliaments should create or formalise a
cross-functional body, such as a steering
committee, that provides continuous

oversight of cyber risks, aligns cybersecurity
with democratic mandates, and integrates
emerging technologies, threat intelligence, and
horizon-scanning methodologies (e.g. scenario
planning, three-horizons analysis). This
ensures that cybersecurity remains a strategic
priority rather than a reactive technical function.

16.2. Strengthen Supply-Chain and
Software-Provenance Assurance (Including
SBOM Requirements)

Given the predicted rise of supply-chain
intrusions, parliaments must require Software
Bills of Materials (SBOMs) from vendors, enforce
stricter vendor-security scrutiny, and ensure
transparent component inventories for all digital
systems supporting legislative work. This is
essential as adversaries increasingly exploit
third-party dependencies, and regulations such
as the EU Cyber Resilience Act already make
SBOMs mandatory for manufacturers.
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16.3. Begin Early Planning for Post-Quantum
Cryptography and Quantum-Secure
Communication

Because quantum computing threatens current
encryption methods, parliaments should map
their cryptographic dependencies, evaluate
systems at risk (e.g. remote voting, archival
databases), and build a phased migration

plan toward quantum-resistant algorithms.
Engagement with national cyber agencies and
participation in initiatives such as EuroQCI
(for secure quantum-enabled communication)
will be essential to ensuring long-term
democratic resilience.
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